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Introduction

Cybersecurity transcends national boundaries in many ways: The internet’s technical
infrastructure is global in scope; threat actors based in one country can disguise their identities
by taking control of computers in other countries; global businesses sell software, hardware, and
security services that may introduce or combat vulnerabilities; and the consequences from a
disruptive attack can spread far beyond the initial victim. Even the most cyber-savvy country
cannot protect itself completely unless it wants to disconnect from the global internet and strictly
limit who can use information technology and for what purposes inside its own borders. And this
course of action is infeasible because it would result in dire consequences for the national
economy, military, and all other systems that depend on advanced information technology.
International cooperation to improve cybersecurity is a much more realistic and viable path.
Information sharing is the most commonly promoted type of international cooperation, but very
little is known about what type of cybersecurity information is currently being shared with
whom, for what purposes, and under what conditions.

As a first step towards answering this larger question, the International Cybersecurity
Information Sharing Project undertook to survey, catalog, and analyze publicly available
government-to-government cybersecurity-related sharing agreements to determine what types of
information various governments have committed to share, and to identify gaps in information
sharing. The ultimate aim of the larger project is to assess how multilateral cybersecurity sharing
practices can be encouraged and improved in order to strengthen global cybersecurity.

The project team started from the assumption that formal cyber sharing agreements and
memoranda of understanding (MoU) are an important part of the foundation for the development
of norms on cyber cooperation. Over the past several years, various international fora have
reiterated that sharing information about cyber threats and vulnerabilities, national approaches to
cyber protection, best practices, incidents of concern, and response mechanisms could increase
mutual cybersecurity while reducing risks of misunderstandings and conflict.

Different types of information sharing can be used to improve cybersecurity in various ways. By
sharing threat perceptions and national policies, states can better understand each other’s
concerns and priorities. By conducting multilateral exercises and sharing best practices for
protection of networks, critical infrastructure, and software/hardware, states can help each other
ensure safe data transfer across borders. Cooperation to build capacity in states with weaker
infrastructure for managing the use of information and communications technologies (ICTs) can
help in identifying threats and responding to crises.

This research found that cybersecurity information agreements are more numerous, but less
specific than anticipated. The project documented and analyzed 196 agreements involving 116
different countries and 2,349 signatures. Extensive signature of agreements and associated
commentary shows widespread accord on the principle that information sharing is necessary.
However, it is unclear how much and what type of information sharing occurs in practice. Few
agreement texts are public, and those that are often use vague language. And, despite the
potential benefits of sharing more cyber-security information, many disincentives and logistical
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barriers remain. This project collected as much information as possible, not only about what
states have agreed to do, but also what they actually do, and why they make those choices.

After a brief summary of the approach taken and some limitations encountered, the study
provides summary statistics about international cyber information sharing agreements. It then
looks in more detail at sharing agreements and behaviors by some of the most active and/or
important countries in regional organizations, and in multilateral fora that have focused on this
topic. A summary of key findings, conclusions, and next steps is followed by annexes with more
methodological information and texts for some of the most important agreements.

Approach

Cybersecurity is defined broadly as: measures taken to protect a computer or computer
system against unauthorized access or attack. Numerous actors besides states are engaged in
cybersecurity cooperation, including private companies, universities, and non-governmental
organizations. Moreover, government-to-government cooperation usually is not focused on high-
level legal arrangements. Instead, it is spread out to include governmental agency-to-agency
activity, government-sponsored fora for exchange of information, non-governmental
organization meetings, and membership organization meetings such as at regional forums. Thus,
the scope of the research was widened to include these sorts of formal and informal activities, as
long as they were at least somewhat institutionalized rather than purely ad hoc, and involved
sharing information about cybersecurity for primarily non-commercial purposes. Given the
differences among countries in cyber-related terminology, agreements about information and
communications technology (ICT) that fit these criteria were also included even though they did
not use the term “cybersecurity.”

Rather than attempt a world-wide survey, this initial project focused on members of major
regional organizations that have shown particular interest in cybersecurity: the Organization for
Security and Cooperation in Europe (OSCE), NATO, the European Union (EU), the Association
of Southeast Asian States (ASEAN), and the Shanghai Cooperation Organization (SCO). This
means that African, Latin American, and Middle Eastern countries are under-represented in the
current survey. This decision enabled us to spend available time and resources to develop a more
complete picture of cooperation involving the most active countries.

Data collection was built on the International Telecommunication Union’s (ITU) cybersecurity
maturity reports on 195 countries, and on the 2013 literature survey “The Cyber Index:
International Trends and Realities.”' To find additional multilateral, regional, and bilateral
agreements, CISSM researchers scoured English-language news media, trade publications, and
other documents. Additional information was collected about the most important agreements by
contacting government officials and cybersecurity experts. Using only English-language open
sources of information may have reduced the relative number of agreements researchers found
involving non-English speaking countries that do not get extensive attention from English-
language media sources.

! Theresa Hitchens, ed., “The Cyber Index: International Trends and Realities,” United Nations Institute for
Disarmament Research, 2013, http://www.unidir.org/files/publications/pdfs/cyber-index-2013-en-463.pdf
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The third limitation of the survey was that it could only capture what was available in the public
domain. Researchers found that few agreement texts have been made public in full, beyond
media statements indicating the intent to cooperate or that a memorandum of understanding
(MoU) on cybersecurity was recently signed. Further, those agreements that are in the public
domain are often vague, making it difficult to assess the actual impact or implementation of the
agreements. Even more difficulty was encountered in documenting incidents where such
agreements have been invoked or utilized, perhaps due to reluctance on the part of governments
to publicly discuss breaches of information or networks. Understandably, details of technical
information sharing agreements between Computer Emergency Readiness Teams (CERT) were
also not publicized. However, patterns of cooperation are visible and can be used to elucidate
some questions about how states interact with regards to cybersecurity.

Even with limits imposed by geographical scope, language constraints, and the classified or
sensitive nature of the cybersecurity sphere, researchers found a surprisingly large number of
agreements, often involving more than two signatories. At a macro-level, the research
documented 196 agreements involving 116 countries. In total, these agreements involve 2,349
signatures when broken down by type.

The agreements were categorized into the following types:
Training — Agreements that involve training of personnel, either mutual or in one direction.

Research — Agreements that involve working together on research about risks, threats,
methodologies for detection of intrusions, etc.

Policy — General cooperation agreements that include exchanges on cybersecurity policies, laws,
identification of critical infrastructure, at a government-to-government level.

Information Sharing — The most general of the agreement types, ranging from high-level
political agreements to agency-to agency agreements to share a broad, or vague, scope of
information regarding cybersecurity.

Military — Agreements that specify cooperation between ministries of defense, and/or military
forces.

Cyber Operations — Agreements that involve countries working together to thwart cybersecurity
breaches, build up cyber defenses, technical cooperation on protection, detection and

incident response, and CERT-to-CERT agreements.

Cyber Exercises — Agreements that involve conduct of joint exercises and simulations practicing
cyber defense or response operations.

Cyber Crime — Agreements on sharing information, coordinating defenses and responses, and/or
joint investigations into cyber crime incidents.
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Best Practices — Agreements involving sharing of best practices for cyber protection,
notifications, incident response and recovery, etc.

Any categorization scheme is bound to be somewhat subjective, and the research team found that
many agreements fit multiple categories. Thus, the number of agreements by category for any
given state is larger than the actual number of signed agreements. See Annex 1 on research
methodology for more details.

The Military category was established to document agreements directly involving defense
ministries and/or militaries, although a number of Policy and Information Sharing agreements
talk in terms of sharing information on cyber defense that could involve ministries of defense or
military bodies. This reflects the fact that not all nations consider cybersecurity to be a function
for military forces or a national defense problem, but a problem of crime and/or internal security.
For those that involve national militaries, agreement texts tend to be vague.

Overall, the bulk of activity breaks down by type as: Cyber Operations (425), Information
Sharing (412), Policy (339), Cyber Crime (306), Research (255), Military (189), Training (187),
Best Practices (125), Cyber Exercises (98), and unspecified (4).

Total Signatures (=2349) by Agreement Type

Unspecified 14
Training I 187
Research I—— 755
Policy I — 3O
Military I |39
Information Sharing I ) |
Cyper Operations I 25
Cyber Exercises NN 93
Cyber Crime I 3 ()
Best Practices NN 125

This overview of agreements by type indicates that currently much cyber information sharing is
at a basic level of awareness raising, as states try to improve their own national technical
capabilities, policies, and approaches by learning from others. The large number of Cyber
Operations agreements shows that improving technical skills is high on the agenda of many
states, and reflects the existence of many CERT-to-CERT arrangements. The high number of
Cyber Crime agreements is also easily explained, as crime in the cybersphere has been on the
international agenda since the late 1990s and is an arena where most states have strong
incentives to cooperate.

Officials involved in cybersecurity information sharing from various states have noted that much
activity takes place behind the scenes or in informal settings such as conferences. For example,
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states do not often publicize requests for information in the aftermath of an incident, but it is
known that the U.S. government privately contacted a number of other states in the wake of the
Sony hack to request forensic assistance and alerted a number of states regarding U.S. attribution
of the hack to North Korea.

One impediment to international information sharing in incident response, according to
numerous officials, is poor internal state coordination (a “whole of government response,” as one
official put it) on a timely basis. This is as true for even the most sophisticated cyber states, as
well as for less advanced states. For sophisticated states, such as the United States and the U.K.,
the issue is setting up inter-departmental authorities, responsibilities, and accountability where
many bureaucracies have “pieces” of information and partial authority, as well as different
priorities. In smaller and less advanced states, the critical issue is capacity building and
establishing authorities for cybersecurity. Informal conferences, often at the Track-1.5 level, are
often used to both share information more freely, and to set up bilateral or small multilateral
conversations.

Fewer states cooperate in the area of military activities and national security-related network
protection. This is not surprising, given that secrecy regarding national security capabilities in
the cybersphere is currently considered paramount, particularly as many nations seek to leverage
cyber tools for offensive military operations, but it may be short-sighted. This factor weighs
heavily against the success of cooperation to improve the overall level of international
cybersecurity in the absence of major international incidents, because of the tension between the
need to cooperate to raise the barriers to cyber exploitation by malicious actors with the need to
protect one’s own perceived national security requirements.

Country Levels of Activity’
The countries covered in this survey fall into three levels of sharing activity:

Low: The members of the largest group (71 countries) have only a few sharing arrangements
each (in the single digits), generally as a member of a regional or sub-regional arrangement.

Medium: A mid-sized group of countries (40) have agreements numbering in the teens and 20s.
This group is composed largely of Western countries, as well as several especially active
members of ASEAN including China (23) and Japan (26). NATO members and partner countries
make up the bulk of this category. One surprising member is Malaysia (24 agreements). Perhaps
this is due to its status as a geographical cable hub for internet communications in the region.
Another surprise is India, which has 29 agreements, despite its relative status as a newcomer to
cybersecurity efforts. Russia comes in at the low end of this group, with only 12 agreements.

High: The smallest category is of “super sharers,” with agreements numbering in the 30s or
above. Countries in this category are: the U.S. (51), the U.K. (42), the Netherlands (38), Spain
(35), and France (30). The governments of these countries have made cybersecurity a priority
issue. For example, the U.K. Foreign Ministry in 2011 launched the Global Conference on

* Excel charts of each major country’s agreements are found in the Annexes.
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Cyberspace, to promote an open cyberspace; the Netherlands, another super sharer, hosted the
fourth conference in 2015. Both the Netherlands and Spain have been particularly active in
outreach to Middle Powers, and to developing nations in Africa and Latin America.
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Beyond the Numbers: Cyber information sharing by and among key countries
Russia, China and the U.S.

Russia, China and the U.S., as major geopolitical competitors, have strained relationships in the
cybersphere. The strains are not only based on concerns about cyber espionage for economic or
political gain and potential military use of cyber tools during warfare, but also upon a
fundamental philosophical disconnect. Whereas the U.S. champions free speech, global access to
information, and a multi-stakeholder approach to internet governance, China and Russia are
pushing for stronger “national sovereignty” in the cybersphere, meaning the right to ensure
control of information content accessible to their citizens and protection of the national political
sphere from outside interference via what their governments see as disruptive information. For
example, while the U.S. and most Western countries use the term “cybersecurity” to discuss
protection of networks and individuals from cyber intrusions, China and Russia (and some
developing nations) use the term “information security” to encompass not just data protection but
also content protection and use of information deemed by national laws as criminal, which can
include sharing of information criticizing government policies and actions.

Russia and China were the architects of the Shanghai Cooperation Organization (SCO) proposal
to the United Nations—introduced in 2011 and most recently updated in January 2015—for an
“International Code of Conduct for Information Security” that seeks to establish an internet
governance structure that lets national governments control content.” The Code proposal has
been rejected by most Western states, due to freedom of information concerns. This ideological
schism is not new to the Information Age, but reflects the longstanding tensions among differing
societal constructs with regards to citizens’ rights and responsibilities towards the state and the
central government. At the multilateral level, this foundational gap has seen Russia and China
continuing to take a leading role in promoting the concept of state control in the cybersphere in a
number of fora, including at the United Nations in discussions of cyber norms of behavior under
the Group of Governmental Experts on Information Security processes, within the International
Telecommunication Union, and on the question of internet governance.

Cyber sharing activity among the major global powers reflects these differences in ideology and
geopolitical goals. For example, likeminded Western states are the most open in sharing with
each other information across all categories, including political agreements that champion human
rights and freedom of information in the cybersphere. Russia, on the other hand, has limited
sharing on cyber crime due to its perception that allowing outside states to be involved in
investigations of criminal behavior in the cybersphere may compromise its national sovereignty.
Both China and Russia have signed agreements that seek to improve their capacity, and that of
other likeminded states, at the central government level to block certain information from the
view of the wider citizenry.

’ Henry Roigas, “An Updated Draft of the Code of Conduct Distributed in the United Nations: What’s New?” Feb.
10, 2015, Incyder News, NATO Cooperative Cyber Defense Center of Excellence, https://ccdcoe.org/updated-draft-
code-conduct-distributed-united-nations-whats-new.html
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United States

The United States has the largest number of cyber sharing agreements by far, with a total of 51
across the nine categories. By type, the U.S. has 100 agreements. Information Sharing, Research
and Cyber Operations are the categories with the most activity, followed by Cyber Crime. There
are nine agreements in the Military category, not counting the NATO Cyber Defense Policy as a
whole. The U.S. has been most active over the last decade in outreach to other nations, both to
achieve sharing agreements and to build capacity in the cybersphere (this includes promoting
cyber literacy and use of ICTs) among allied and friendly nations. U.S. officials say that the
National Security Agency (NSA) regularly informs allied countries when it detects cyber
operations against them. For example, in the spring of 2017 the NSA reached out to the
campaign of Emmanuel Macron during the French presidential elections after discovering
suspected Russian intrusion into the campaign’s operations.* Much of this outreach has been
centered on practical cooperation rather than political cooperation, despite the fact that the U.S.
is the leading promoter of the multi-stakeholder model of internet governance. As the country
most invested in the internet economy, and with the most advanced domestic internet
architecture, this focus on technical cooperation is perhaps to be expected.

USA Signatures (=100) by Agreement Type
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Policy
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China

China has 23 agreements in total, breaking into 45 by type with Cyber Crime, Best Practices and
Information Sharing as the most common. China has 15 bilateral agreements with 12 countries—
including the 2015 framework agreement with the U.S.—four of which are with Indonesia and
two with Russia. The Indonesian agreements focus on cyber crime and capacity building. China
has no Military agreements; however, news reports in late January 2016 cited a top Indonesian
cyber official as stating that China and Indonesia would “actualize” their cyber cooperation
agreements by holding cyber war simulations and crisis management exercises via a pending

* Adam Nossiter, David E. Sanger, and Nicole Perlroth, “Hackers Came, but the French Were Prepared,” The New
York Times, May 9, 2017, https://www.nytimes.com/2017/05/09/world/europe/hackers-came-but-the-french-were-
prepared.html? r=0
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MOU with the China Cyberspace Administration.” The project research team could find no
updated information on the reported plans.

China Signatures (=45) by Agreement Type

Training I
Research III——
Policy I——C
Military 0
Information Sharing I ——e
Cyber Operations N
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10
|

Cyber Exercises

Type of Agreement

Cyber Crime
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0 2 4 6 8 10 12

Number of Signatures

Eight of China’s 23 agreements are multilateral. China’s interest in multilateral agreements has
been focused on regional neighbors and organizations. Beijing has been active in ASEAN and
APEC regarding cyber issues.

More recently, China has shown interest in reaching cyber sharing agreements with Western
countries as well—following its agreement with the United States in September 2015 with a
similar agreement (that also includes a pledge to refrain from economic espionage) with the U.K.
in October 2015 and with Germany in June 2016. China’s state-owned internet company Huawei
in February 2016 signed its first agreement with a Western country, Spain. The agreement with
the Spanish National Institute of Cybersecurity (INCIBE) calls for the sharing of cyber
protection and best practices, and includes the training of Spanish technologists. It also has a
CERT-to-CERT agreement with Australia, and an agreement with South Korea dating from 2014
that covers joint response to cyber incidents such as DDoS attacks and information sharing on
threats.

China has two bilateral agreements with Russia and is a signatory to the SCO agreement. These
agreements focus on establishing state control in the cybersphere, preventing “information
crimes,” and the sharing of technology aimed at content monitoring and protection of internal
networks from information deemed malicious. The overarching China-Russia agreement was

3 “Indonesia-China to actualize cooperation on cyber defense,” Antara News, January 23, 2016,
http://www.antaranews.com/en/news/102710/indonesia-china-to-actualize-cooperation-on-cyber-defense; Greg
Austin, “China and Indonesia: Joint Cyber War Simulations,” The Diplomat, January 28, 2016,
https://www.eastwest.ngo/idea/china-and-indonesia-joint-cyber-war-simulations

% «“Korea, China to upgrade cooperation in ICT, cyber security,” KoreaNet, http://www .korea.net/NewsFocus/Sci-
Tech/view?articleld=109797
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signed in April 2015, and covers “cooperation in the field of international information security.””
The agreement’s preamble lays out some concerns and motivations for the agreement, such as:

Expressing concern for the threats related to the use of such technologies in the civilian and
military purposes not inconsistent with the objectives of international peace, security and stability,
with the goal of undermining the sovereignty and security of states and interfering in their internal
affairs and violating the privacy of citizens, destabilizing the political and socio-economic
environment, stirring up national and religious hatred;

Attaching great importance to international information security as to one of the key elements of
the system of international security;

Reaffirming that the sovereignty and international norms and principles, arising from state
sovereignty, apply to the conduct of states in the framework of the activities ...

This is a wide-ranging agreement that includes joint responses to threats, cooperation on critical
infrastructure protection, cooperation between the technical authorities for computer emergency
response, information sharing on potential risks and threat assessment, and cooperation on
political action within international organizations including the United Nations.

The second agreement, made at the same time, is between Kaspersky Lab and Zhongguo
Wangan, a division of the state-run China Electronics Technology Group Cooperation (CETC),
for cooperation on software to prevent cyber attacks.® The deal is for Kaspersky Lab to assist
China in building up malware protection software.

In line with its concerns regarding government control over content and “information warfare,”
since 1998 China has been building its so-called “Great Firewall,” to screen and block incoming
internet content. This includes blocking access to major websites such as Google and Facebook,
and attempting to substitute such sites with domestic websites (Baidou for Google and Weibo for
Facebook) that are monitored closely by security services. China’s parliament passed a new law
in November 2016 aimed at cracking down on the hacking of Chinese government and industry
networks, and it sparked protests from human rights activists and foreign businesses active in
China. The most controversial provisions of the law include requirements for “critical
information infrastructure operators” to store personal information and business data in China,
provide “technical support” to security agencies, and pass national security reviews in order to
continue operations.’

Russia

Russia has entered in 12 total cyber sharing agreements, 29 when broken down by type, with the
biggest category being Information Sharing. Russia has bilateral agreements with only eight
countries. Only one Russian agreement falls directly into the Military category, a bilateral

7 See: http://government.ru/media/files/SAMAccs7TmSIXgbff1Ua785WwMWcABDIw.pdf; CISSM has an unofficial
translation in English (Annex 2) and the Russian-language version of the agreement is in Annex 3.

¥ “Kaspersky Lab to Cooperation with China’s Zhongguo Wangan,” TASS, Dec. 17, 2015,
http://tass.com/economy/844712

? “China’s new cybersecurity law sparks fresh censorship and espionage fears,” Reuters, Nov. 7, 2016,
https://www.theguardian.com/world/2016/nov/07/chinas-new-cybersecurity-law-sparks-fresh-censorship-and-
espionage-fears
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agreement with Iran that includes exchanges of intelligence information, interaction against
threats, and joint defense activities.'® Interestingly, Russia has two separate agreements with
Japan, dating from 2013 and 2014, which fall into the categories of Training and Information
sharing with a particular eye on working cooperatively in ASEAN.

Russia has very little interaction in the category of Cyber Crime—which overall is one of the
largest categories by the number of signatures documented by the project team. Moscow has
only three such agreements, with India, Iran and the SCO. This is reflective of Russia’s
animosity toward allowing other nations to assist in tracking down Russian-based cyber
criminals, allowing Interpol access in case of cross-border crimes, and the Budapest Convention
of 2001 (the first treaty on cyber crime, developed by the Council of Europe) due to concerns
regarding national sovereignty.

Cooperative efforts between Russia and the United States, which resulted in a package of
agreements in 2013, were suspended in the wake of the Ukraine crisis. However, Russian and
U.S. representatives met in April 2016 in Geneva to attempt to revitalize cooperation'".

Russia Signatures (29) by Agreement Type

Training
Research
Policy
Military

Cyber Operations

Type of Agreement

Cyber Exercises

e
[E—— ]
|
|
Information Sharing I
|
0
Cyber Crime I
[ E—— ]

Best Practices

Number of Signatures

Russia has also been active in cyber cooperation discussions at APEC (signing three
agreements), which are largely aimed at improving capabilities in the region, but also include
cooperation to fight spam.

According to Russian cyber security experts,'> the most important relationship for Moscow in the
cybersphere is with China. These sources said that the Kremlin has been seeking to emulate

1" “Iran, Russia Agree on Cyber-Defense Cooperation: Official,” Tasnim News Agency, June 13,2015,
https://www.tasnimnews.com/en/news/2015/06/13/768309/iran-russia-agree-on-cyber-defense-cooperation-official
"' Evan Perez, “U.S. and Russia meet on cybersecurity,” April 17,2016, CNN.com,
http://www.cnn.com/2016/04/17/politics/us-russia-meet-on-cybersecurity/
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China’s “Great Firewall” to allow the government to—if deemed necessary to protect Russia
from those seeking to undermine the government and/or society—withdraw from the World
Wide Web completely. Russian efforts are aimed at creating the technical capabilities for
“autonomy,” for example by switching all “names” in the .ru and .rf databases to an internal
server, in order to “cut Russia off” from the global Domain Name System if the government
decides that “threats” require this.

The Kremlin’s efforts to tighten control over the internet are spearheaded by Igor Shchyogolev,
long-time associate of President Vladimir Putin and currently special assistant on internet issues.
In November 2016, his proposal to put Russian top-level domains (TLDs) under government
control via regulations on access providers was translated into legislation that includes federal
government control of all cross-border fiber optic cables transmitting internet information."> This
follows the enactment of the so-called “Yarovaya Law,” cracking down on “promotion of
terrorism” in cyberspace—with punishment of up to seven years in prison for violation. The law
also requires telephone and internet providers to store all communications data for six months,
and all metadata for three years.'* These experts noted that Russian company Bulat, a subsidiary
of state-owned Rostec, has been negotiating with China’s Huawei for licensed production of its
data storage software, although so far there have been no reports that a deal has been struck."
Russia’s relationship with China on cyber issues is primarily aimed at improving Russian
technology, according to these sources, as well as promoting internet sovereignty in the
international arena.

Experts in Moscow said that Shchyogolev’s plans also include establishing a “white list” of
“safe” websites—as opposed to the current Russian practice of blacklisting certain websites such
as LinkedIn—something that has been promoted by the Safe Internet League, a lobby
organization promoting the use of internet filters and that is suspected of being an arm of the
Russian security services. The Safe Internet League in December 2015 signed a cooperation
agreement with the Cybersecurity Association of China, subsequent to the 2015 Wuzhen
Conference on Internet governance, the theme of which was the need for a “new model” to
establish government control over the internet.'® In May 2017, Russian President Vladimir Putin
signed an executive order that seeks to put new controls on online media outlets and crack down
on online anonymity. It also instructs that all federal agencies replace all imported software and
computer equipment with domestic equivalents.'’

"2 Interviewed in Moscow in late September 2016.

13 Andrei Soldatov and Irina Borogan, “Putin brings China’s Great Firewall to Russia in cybersecurity pact,” The
Guardian, Nov. 29, 2016, https://www.theguardian.com/world/2016/nov/29/putin-china-internet-great-firewall-
russia-cybersecurity-pact

" Alec Luhn, “Russia passes ‘Big Brother’ anti-terror laws,” The Guardian, June 26, 2016,
https://www.theguardian.com/world/2016/jun/26/russia-passes-big-brother-anti-terror-laws

13 “Russia in Talks with China’s Huawei on Data Storage Technologies’ Licensing,” Sputnik News, Aug. 24, 2016,
https://sputniknews.com/science/201608241044578435-russia-huawei-bulat-data/

'® “Cooperation Agreement signed by Russia’s Safe Internet League and China’s Cybersecurity Association,” Safe
Internet League press release, Dec. 22, 2015, http://www.ligainternet.ru/en/news/news-detail.php?ID=13017

17 «Executive Order Cracks Down on Internet Media and Online Anonymity,” The Moscow Times, May 15, 2017,
https://themoscowtimes.com/news/putins-new-executive-order-cracks-down-on-internet-media-and-online-
anonymity-57970; “Russia approves information society development strategy through 2030,” Medusa Project, May
10, 2017, https://meduza.io/en/news/2017/05/10/russia-s-approves-new-information-society-development-strategy-
through-2030
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These experts noted that concerns about the crackdown on Internet freedom has led to an
upsurge in Russian use of TOR and VPN services over the last year, and is spurring concerns
from Russian industry regarding possible effects on the economy and trade already suffering due
to Western sanctions.

United Kingdom

The U.K. has the second largest number of cyber sharing agreements at 42, breaking down into
73 by type. The largest category, Cyber Crime, at 12; followed by Policy, Research and Cyber
Operations at 11 each. Ten of the agreements cover Information Sharing; six cover Military
cooperation. Britain has been active in cybersecurity sharing activities for much of the past
decade, with most of those activities taking place in the multilateral arena via NATO and the
European Union. London has signed 15 bilateral agreements, including several in Southeast Asia
and one with Qatar.

UK Signatures (=73) by Agreement Type
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In November 2016, the British Government released a new cybersecurity strategy for the next
five years, pledging to invest 1.9 billion pounds in defending British cyber infrastructure. The
objectives of the new policy are stated as: “defend, deter, and develop,” and include a focus on
international action. The British policy includes a direct embrace of offensive actions to “deter”
and “respond to” attacks. Cybersecurity operations were centralized under the National Cyber
Security Centre in October 2016, which is a sub-unit of Britain’s spy agency, the GCHQ. In the
international arena, a key goal is to “strengthen and embed a common understanding of
responsible state behavior in cyberspace.”'®

'8 «“National Cyber Security Strategy 2016-2021,” Her Majesty’s Government,
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/567242/national_cyber security_strat
egy 2016.pdf
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Britain traditionally has fewer domestic legal protections for individual privacy regarding GCHQ
activities and stronger government abilities to censor information for national security reasons
than does the U.S. With that underlying philosophy in mind, the U.K. government is taking a
strong centralized role in cybersecurity. Indeed, at a cybersecurity conference in Washington,
D.C. in September 2016, the head of cybersecurity at GCHQ, Ciaran Martin, said that one of the
agency’s new “flagship programs” will be to build a national firewall to protect consumers.
“What better way of providing automated defenses at scale than by the major private providers
effectively blocking their customers from coming into contact with known malware and bad
addresses?” Martin said."’

The Netherlands

The Netherlands, the smallest of the super-sharing countries, has been disproportionately active
in multilateral and multi-stakeholder forums. It has been routinely briefing delegations to the
Conference on Disarmament in Geneva about its cyber policies and activities. It also financially
supported the effort by the NATO Cooperative Cyber Defence Centre of Excellence, in Tallinn,
Estonia, to develop a consensus view of the application of international law in the cyber domain.
In 2015, the Netherlands established the Global Forum on Cyber Expertise to identify best
practices related to cybersecurity, cyber crime, data protection and e-governance. The forum
currently has 56 members and is open to countries, companies and intergovernmental agencies
that support the Hague Declaration that established the group.”® In February 2017, the Dutch
government initiated a partnership with Microsoft and the East-West Institute to stand up the
Global Commission on the Stability of Cyberspace, an independent, multilateral commission to
develop proposals for norms and policies to enhance international cybersecurity.”' The
Commission will fund researchers around the globe, as well as support multilateral processes and
undertake capacity building.

India

India has rapidly ramped up its cyber sharing activity recently. It had no cybersecurity policy
until 2013, but New Delhi has been scrambling since to protect both its networks and its public
as the use of mobile phones and social media continues to rise rapidly. India’s key
preoccupation, according to Indian diplomats, is to ensure safe online access to the Indian public,
and elsewhere in the developing world. In addition, India has been trying to encourage the
development of widespread electronic banking and payment capabilities; activities that require a
high degree of confidence in the security of data passed through the cybersphere.

India has signed a total of 29 agreements, 60 when broken down by type:16 Information Sharing
agreements; 10 Cyber Operations agreements; 11 Cyber Crime agreements; 6 Research
agreements; 6 Training agreements; 5 Policy agreements; 4 Best Practices agreements; 1 Cyber
Exercise agreement; and 1 Military agreement. The Military agreement is with the United States,
in part of an accord signed in January 2004 following their joint cyber forum. The agreement
established five joint working groups to cover legal cooperation and law enforcement, research
and development, critical information infrastructure, watch and warning emergency response,

' Matthew Reynolds, “GCHQ wants to protect the UK from cyberattacks with a government firewall,” Wired, Sept.
14, 2016, http://www.wired.co.uk/article/gchq-firewall-private-companies

2% See: https://www.thegfce.com/

*! See: https://cyberstability.org/

International Government Cybersecurity Information Sharing Agreements 17



military cooperation and standards and software assurance. India has signed a total of six
agreements by type with the United States, and four with Russia—two focused on cyber-
terrorism, with one specifically aimed at monitoring ISIL activities online; and two focused on
“sustainable global use of ICTs.”** Four of India’s bilateral agreements involve CERT-to-CERT
cooperation, and one (with Malaysia) involves CERT-to-Cyberagency cooperation. India further
will host the Global Conference on Cyberspace in late 2017, a semi-formal, high-level meeting
of government, industry and civil society representatives that has taken place biannually since
2011 on a routine basis.

India is still wrestling with setting up a government framework for cybersecurity, partly due to
debate within the country about how much power the Indian government should have over use of
the Indian cyber network. India’s Union Party government has expressed sympathy for the
Russia/China argument regarding the need for national sovereignty in content control.

Indeed, India’s agreements with Russia reflect typical Russian language about “national
sovereignty” in the cybersphere and concerns about cyber “misinformation.” At the same time,
India’s agreements with the U.S. tout “freedom of information™ in the cybersphere. Indian
officials reject criticism that its political stance at the international level is contradictory; rather,
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officials contend that Delhi is taking a “flexible” approach that allows it to craft an “Indian”
policy that will in some way straddle these two polar approaches.

For its part, India’s high-tech sector has pushed back on efforts at tighter centralized controls on
information. For example, in September 2015, after widespread opposition from tech companies,
the government was forced to withdraw a draft law that would have required the storage of plain

22 «Druzhba-Dosti: A Vision for Strengthening the Indian-Russian Partnership over the Next Decade' - Joint
Statement during the Visit of President of the Russian Federation to India,” Indian Ministry of External Affairs Press
Release, Dec. 11, 2014, http://pib.nic.in/newsite/PrintRelease.aspx?relid=113166 Unfortunately, the term
“sustainable development of ICTs” is not defined.
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text and outlawed all but government approved encryption algorithms.” Blocking Internet access
also has become a common and controversial practice by some Indian states as a measure against
terrorism and political violence.**

Regional Activity

As Western states are the most active at the national level in cybersecurity sharing, regional
organizations involving those states also show more activity. For instance, ASEAN nations
among themselves have 236 agreements by type, whereas the ASEAN Regional Forum (ARF),
which involves the United States and several other Western allies, has 1,862 agreements by type.
Despite the difference in size of the organizations (ASEAN, 10 States; ARF, 27 States), the
extent of sharing among ARF members is significantly greater.

NATO

NATO is the most active regional organization on cybersecurity, and in particular, cyber defense.
As a military alliance, NATO differs from other regional organizations in having a collective
infrastructure to underpin joint military operations, including command and control networks
that require cyber protection. In addition, NATO members are wedded to assisting each other in
improving cyber defenses for national militaries.

NATO countries account for a total of 1,326 agreements by type, with the largest category being
Cyber Operations.
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3 Jim Edwards, “India scraps its proposal for a completely bonkers encryption law that required plain text storage,”
Business Insider, Sept. 22, 2015, http://www.businessinsider.com/india-encryption-law-requires-plain-text-storage-
2015-9

** Samir Saran, Bedavyasa Mohanty, “Cyber (In)Security in India,” Feb. 16,2016, LAWFARE,
https://www.lawfareblog.com/cyber-insecurity-india
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NATO began official efforts on cybersecurity in 2002, as a political decision of the Prague
Summit, aimed at protection of NATO’s collective information systems and has been extremely
active since—partly piqued by the attacks on Estonia in 2007. Following the cyber attacks
against Estonia in 2007, NATO approved its first Policy on Cyber Defense in January 2008,
which was updated in June 2011. Critically, the NATO Defense Planning Process integrated
cyber defense into NATO defense requirements in April 2012, laying out priorities and
requirements for individual member states in their defense planning. The current NATO cyber
defense policy dates from September 2014, and in June 2016 NATO defense ministers declared
cyberspace as a specific domain of allied military operations—along with land, sea, and air.”

In October 2016, NATO for the first time appointed an intelligence chief, creating the post of
assistant secretary-general for intelligence and security.*® While the post is primarily aimed at
combining military and civil intelligence regarding terrorism, a source involved in NATO’s
cybersecurity activities said that it also will include intelligence gathering regarding
cybersecurity. In addition, this source said, Supreme Headquarters Allied Command Europe
(SHAPE) has created a new Task Force on Cyber, with about 60 full-time slots, headed by
USAF Col. Ali Rizwan.”’

Despite the robust nature of NATO’s efforts to create new structures, policies and operational
guidance on cyber defense, a number of sources have said that at the operational level, much
remains unclear, overly complicated, or simply not working. A particular problem faced by
NATO is that there is little clarity about how the Supreme Allied Commander Europe
(SACEUR)—one of NATO’s two strategic commanders responsible for military operations in
Europe and always a U.S. officer—collaborates with NATO member states. There are no set
procedures for such issues as de-conflicting NATO and member-state operations, for example.

Another issue is the continued political tension within NATO about the use of offensive cyber
operations, which some member states have embraced. The fact that a small group of NATO
members and NATO partners—the so-called Five Eyes, led by the United States and including
Australia, Canada, New Zealand and the United Kingdom—have much more intensive
intelligence sharing among themselves than with NATO writ large, including cooperation on
cybersecurity and an interest in cyber offense, has raised tensions within the Alliance. In an
example of the problems surrounding cyber offense, there was a fierce internal debate in the
United States in late 2016 about whether to inform allied countries about a Pentagon-led
campaign to disrupt Islamic State recruitment/propaganda websites that were hosted on
computers in allied countries. The debate pitted Cyber Command and the Joint Chiefs of Staff—
who argued that they not only had the authority to conduct such operations without notifying
allies, but also that notification might undercut the campaign through leaks—against the CIA, the
FBI, the State Department, and the Director of National Intelligence, who were concerned about

** For background and history of NATO’s cyber defense activities and policies, see NATO’s website:
http://www.nato.int/cps/en/natohqg/topics_78170.htm

*% Julian Barnes, “NATO Appoints Its First Intelligence Chief,” The Wall Street Journal, Oct. 21, 2016,
https://www.wsj.com/articles/nato-appoints-its-first-intelligence-chief-1477070563

*7 Interview Jan. 10, 2017. The source has been involved officially with NATO’s efforts to improve its cybersecurity
structures and operations. For a presentation by Col. Rizwan on NATO’s cybersecurity structure and operations,
given at Australian Defense Magazine’s Cyber Security Summit 2016 in Canberra, Australia, see:
http://www.slideshare.net/informaoz/col-rizwan-ali-us-air-force

International Government Cybersecurity Information Sharing Agreements 20



blowback if allies were not notified. In the end, notification was given to those countries where
the operations took place.*®

Even more complicated is the question of NATO relations with the European Union on
cybersecurity issues: Although there is a relatively new (February 2016) “Technical
Arrangement” on cyber defense between the EU and NATO that is in essence a CERT-to-CERT
agreement,”’sources say there are no day-to-day processes for communications and that much is
dependent on personal relationships.

Lastly, the relationship between SACEUR (who also commands cyber defense operations) and
the NATO Communication and Information Agency (NCIA) is convoluted in the extreme.
NCIA, located in Brussels, was established to provide ICT services and is essentially a private
contractor (it is a fee-paying business) that SACEUR has no real control over or insight into
regarding its activities in building networks, providing connectivity services, etc. This means, for
example, that if an expeditionary operation were undertaken under SACEUR’s command, he/she
would not necessarily control the architecture of the ICT network in the field, nor have any idea
how to fulfill the mandate to provide cyber defenses for it.

EU

EU countries account for signatures on 1,188 agreements by type, with the largest categories
being Cyber Operations (225), Policy (181) and Information Sharing (177). Interestingly, Best
Practices agreements only number 24 and Cyber Exercises number 70.
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*¥ Ellen Nakashima, “U.S. military cyber operation to attack ISIS last year sparked heated debate over alerting
allies,” The Washington Post, May 9, 2017, https://www.washingtonpost.com/world/national-security/us-military-
cyber-operation-to-attack-isis-last-year-sparked-heated-debate-over-alerting-allies/2017/05/08/93a120a2-30d5-
11e7-9dec-764dc781686f story.html?utm_term=.1eabf6c8513b

2 “BEU and NATO cyber defence cooperation,” EU External Action Service Fact Sheet, Feb. 10, 2016,
http://collections.internetmemory.org/hacu/content/20160313172652/http://eeas.curopa.cu/top_stories/2016/100216
_eu-nato-cyber-defence-cooperation_en.htm
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The European Commission signed a Cybersecurity Strategy of the European Union on July 2,
2013. The strategy was designed to clarify the role of the EU (rather than that of the member
states working together through the EU Council) in protecting the cyber domain, and set forth a
series of “actions” to be taken by the EU. These “actions” include:

¢ achieving cyber resilience, by increasing capabilities, preparedness, cooperation,
information exchange, and awareness in the field of Network and Information
Security, for the public and private sectors and at national and EU level;

e drastically reducing cybercrime by strengthening the expertise of those in charge
of investigating and prosecuting it, by adopting a more coordinated approach
between law enforcement agencies across the Union, and by enhancing
cooperation with other actors;

e developing an EU Cyber Defence Policy and capabilities in the framework of the
Common Security and Defence Policy;

e fostering the industrial and technological resources required to benefit from the
Digital Single Market. This will help stimulate the emergence of a European
industry and market for secure ICT; it will contribute to the growth and
competitiveness of the EU economy; and it will increase the public and private
spending on cybersecurity research and development (R&D);

¢ enhancing the EU's international cyberspace policy to promote EU core values, to
define norms for responsible behaviour, to advocate the application of existing
international law in cyberspace and to assist countries outside the EU in building
cybersecurity capacity.”

A large part of the EU effort is centered on increasing the capacity of the 28 member countries
and creating a level playing field in European cyberspace. To do this, the EU Council signed,
and the Parliament ratified, the “Directive on Security of Networks and Information Systems
(NIS Directive)” in July 2016, which lays out member country responsibilities and sets up
cooperative mechanisms. Under this directive, all member countries must establish a Computer
Security Incident Response Team (CSIRT), and enable them to work together through a CSIRT
Network. It establishes a Cooperation Group to manage cooperation, as well as encourages
members to work through the European Union Agency for Network and Information Security
(ENISA) that was established in 2004 in Greece as a center of excellence in supporting EU
members to improve cybersecurity.’' The Cooperation Group will consist of representatives of
member countries, the European Commission and ENISA, with the Commission acting as the
secretariat. It is charged with facilitating information sharing on risks, incidents, awareness-
raising, training and research and development.’” The directive further encourages nations to
notify the secretariat of the CSIRT Network regarding incidents, and that this information should

%% «“Communication on a Cybersecurity Strategy of the European Union — An Open, Safe and Secure Cyberspace,”
European Commission, July 2, 2013, https://ec.europa.eu/digital-single-market/en/news/communication-
cybersecurity-strategy-european-union-%E2%80%93-open-safe-and-secure-cyberspace.

*! European Union Agency for Network and Information Security website: https://www.enisa.europa.eu/about-enisa
32 “Directive on Security of Network and Information Systems,” European Commission Press Release, July 6, 2016,
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&from=EN
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be housed on a website available to all.”® Importantly, digital service providers such as search
engines and cloud services that cross borders are obligated to provide such notice.**

As noted above, in February 2016, the EU signed a Technical Arrangement with NATO to
improve cyber incident prevention, detection, and response in both organizations. The EU and
NATO began efforts to coordinate on cybersecurity in 2010, and to have annual high-level
meetings. The EU also participates as an observer in NATO’s annual Cyber Coalition
exercises.”> However, according to officials familiar with the situation, cooperation remains
spotty and largely unclarified.

The EU has been active as well in outreach to non-EU members for capacity building since
2010, beginning with efforts on cyber crime. Efforts are now focused on building up legal
structures and technical capabilities in third-party states.*®

SCO

The Shanghai Cooperation Organization (SCO) was formed in 2001 as a forum for regional
confidence building. Member states include China, Russia, Kazakhstan, Kyrgyzstan, Tajikistan,
and Uzbekistan. India and Pakistan began the process of acceding to the organization in 2015
and were accepted as members in June 2016 at the SCO summit in Tashkent.”” However, they
are not expected to become full members until 2017. Meanwhile, Iran, currently an observer
state, is next in line.”® There are three other observer states: Belarus, Mongolia and Afghanistan.
The SCO also has so-called dialogue partners: Armenia, Turkey, Sri Lanka, Nepal and
Cambodia. Over time the SCO’s mandate has been widened to include military cooperation,
counterterrorism, and intelligence sharing.

The SCO countries account for a total of 99 signatures by agreement type. The bulk of these
agreements are in the Information Sharing, Crime, and Policy categories. There are no
agreements that include joint Cyber Exercises, and only five that cover Best Practices.

3 “DIRECTIVE (EU) 2016/1148 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 6 July 2016
concerning measures for a high common level of security of network and information systems across the Union,”
Official Journal of the European Union, L 194/1, 19/7/2016, http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32016L1148&from=EN

** Tom Reeve, “New EU directive requires critical infrastructure to improve cyber-security,” SC Media, July 6,
2016, https://www.scmagazineuk.com/updated-new-eu-directive-requires-critical-infrastructure-to-improve-cyber-
security/article/530778/

 “BU and NATO cyber defence cooperation,” European Union External Action Service, Feb. 10, 2016,
http://collections.internetmemory.org/haeu/content/20160313172652/http://eeas.europa.eu/top_stories/2016/100216
_eu-nato-cyber-defence-cooperation_en.htm.

*® Panagiata-Nayia Barmpaliou, “The EU Experience in Global Cyber Capacity and Institution Building,” Global
Forum on Cyber Expertise website, June 20, 2016, https://www.thegfce.com/news/news/2016/06/20/eu-experience-
in-global-cyber-capacity

37 «Admission of India, Pakistan makes SCO very powerful — Putin,” Inferfax, June 23, 2016,
https://rbth.com/international/2016/06/23/admission-of-india-pakistan-makes-sco-very-powerful-putin_605445

¥ Peter Korzun, “Shanghai Cooperation Organization: Story of Success and Expansion,” Strategic Culture, June 29,
2016, http://www.strategic-culture.org/news/2016/06/29/shanghai-cooperation-organization-story-success-
expansion.html
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The SCO agreement on “Cooperation in the Field of Ensuring International Information
Security” was signed in 2009 by Russia, China, Kazakhstan, Tajikistan, Uzbekistan, and
Kyrgyzstan.” It is unclear whether Pakistan and India are considered adherents to the pact with
their accession agreements to the SCO.

b

The agreement pledges the parties to work together to counter threats in the “information’
sphere, which are detailed as follows:

1. Development and use of information weapons, preparation for and waging
information war;

2. Information terrorism,;

. Information crime;

4. Use of the dominant position in the information space to the detriment of the
interests and security of other states;

5. Dissemination of information harmful to social and political, social and economic
systems, as well as spiritual, moral and cultural spheres of other states;

6. Natural and/or man-made threats to the safe and stable operation of global and
national information infrastructures.*’

(98]

The agreement includes a pledge to jointly monitor and respond to threats, to collaborate to
strengthen the “information security” of the partners, and to implement coordinated policies and
technical standards for using “the electronic digital signature and information protection” in
trans-border information exchange. It also calls upon the signatures to work together in the
international arena to develop “norms of international law” to “curb the use of information
weapons,” and to influence international organizations. It does not, however, specify measures
for actually sharing information about cyber threats and response, leaving the development of
practices and methods to individual signatures via bilateral accords.

Although cybersecurity has been an ongoing topic at SCO summits, Russian cyber experts say
the group’s activity does not include much by the way of actual cybersecurity sharing. Instead,
the organization’s main purpose seems to be political, aimed at influencing states to join the

%% Russian text found here: https:/ccdcoe.org/sites/default/files/documents/SCO-090616-1ISAgreementRussian. pdf
0 See Russian original in Annex 4; Unofficial English translation in Annex 5
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Code of Conduct proposal and to work with the SCO to push sovereignty-based internet
governance that allows content control. For example, Russia’s only SCO partner in a bilateral
agreement is China. China has bilateral agreements with only Russia, Tajikistan, and India.
Kazakhstan has a total of six agreements; Kyrgyzstan has one; and Uzbekistan and Tajikistan
have three agreements apiece.

ASEAN/ARF

The Association of Southeast Asian Nations (ASEAN) has 10 members: Brunei, Cambodia,
Indonesia, Lao, Malaysia, Myanmar, Philippines, Singapore, Thailand, and Vietnam. ASEAN
countries cooperate across many domains, with the central purpose of promoting regional
economic growth. Political and security issues, including confidence building and conflict
prevention, are discussed under the auspices of the ASEAN Regional Forum (ARF), established
in 1994, It has 27 members, which, in addition to the 10 ASEAN states, include: Australia,
Canada, China, the European Union, India, Japan, New Zealand, the Republic of Korea,
Russia, and the United States. Meetings take place at the level of Foreign Ministers. ASEAN
members account for 236 signatures on agreements by type, with the largest categories being:
Information Sharing (58), Cyber Operations (49), and Training (30).

ASEAN Signatures (=236) by Agreement Type

Unspecified R
Training NS
Research G
Policy IS
Military W
Information Sharing I S
Cyper Operations I
Cyber Exercises 1l 3
Cyber Crime I
Best Practices DO

o
=
o
N
o
w
o
N
o

50 60 70

ARF members account for 1,862 signatures on agreements by type, with the largest categories
being Cyber Operations (351) and Information Sharing (325). Given the inclusion of the
United States, EU members, and China in ARF, the level of activity is understandable.

In October 2015, the United States and Singapore co-sponsored a seminar in Singapore on
cybersecurity to follow up the approval of the “ARF Work Plan on the Security of and in the
Use of Information and Communications Technologies” on Aug. 6, 2015 at the 22" ARF
Ministerial.*' The plan, which was drafted by Australia, Russia and Malaysia, is focused on
building confidence in the region regarding cybersecurity. Among its goals are to establish
information sharing about cyber threats, develop a common lexicon, and establish a regional

1 U.S. Ambassador to Singapore Kirk Wagar, “Welcoming Remarks on the ARF Seminar on Operationalizing
Cyber Confidence-Building Measures,” Oct. 21, 2015, https://singapore.usembassy.gov/arf-seminar102115.html
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network of points of contact.”*> ASEAN subsequently held its first ministerial conference on
cybersecurity on October 11, 2016 in Singapore. Foreign ministers agreed on the need to
further institutionalize ASEAN cooperation and coordination on cybersecurity.*’

ASEAN also has conducted 11 annual ASEAN CERTS Incident Drills—exercises among the
national CERTS and the Asia-Pacific Computer Security Response Team.** In May 2016, the

ARF Signatures (=1,862) by Agreement Type

Unspecified3 1
Training

Research

Policy

Military
Information Sharing
Cyper Operations
Cyber Exercises
Cyber Crime

Best Practices

o

50 100 150 200 250 300 350 400

ASEAN Defense Ministers Meeting decided to create a new Experts Working Group on
cybersecurity under the ADMM-plus (the group of ASEAN defense ministers plus those of the
eight official “dialogue” countries).” The proposal was crafted by the Philippines, and the
working group will be co-chaired by the Philippines and New Zealand from 2017-2020.%

Cybersecurity cooperation in Asia is complicated by the varied security and defense ties of the
nations involved, and the difference in membership between ASEAN and ARF. Many ASEAN
nations seemingly lean toward the views of Russia and China with regard to internet
governance. Many ASEAN nations also maintain strong state control over internet
infrastructure and usage, including active censorship.*’ For example, all of the ASEAN nations
signed the revised International Telecommunication Regulations promulgated at the
International Telecommunication Union’s 2012 World Conference on International
Communications—which were boycotted by Western nations over concerns that the changes

*2 Jessica Woodall, “Australia’s quiet cyber diplomacy bears fruit,” The Strategist, Australian Strategic Policy
Institute, Sept. 24, 2015, https://www.aspistrategist.org.au/australias-quiet-cyber-diplomacy-bears-fruit/

# “ASEAN Member States Call for Tighter Cybersecurity Coordination in ASEAN,” Singapore Cyber Security
Agency press release, Oct. 11, 2016, https://www.csa.gov.sg/news/press-releases/asean-member-states-call-for-
tighter-cybersecurity-coordination-in-asean

# «APCERT Conducts a Cyber Drill on an Evolving Threat and Financial Fraud,” National Computer Network
Emergency Response Technical Team/Coordination Center of China (CNCERT/CC) press release,
http://www.cert.org.cn/publish/english/55/2016/20160406131101337308175/20160406131101337308175_.html

45 «ASEAN defense ministers stress cyber security, disaster relief in Laos,” May 26, 2016, Xinhua,
http://news.xinhuanet.com/english/2016-05/26/c_135389651.htm

# «ASEAN Defense Ministers Adopt PH Proposal on Cybersecurity,” Department of National Defense, Republic of
the Philippines press release, http://www.dndph.org/2016/asean-defense-ministers-adopt-ph-paper-on-cybersecurity
*" Tomas Minarik, “ASEAN to Focus on Cybersecurity Capacity- and Confidence-Building in 2017,” Incyder News,
Oct. 31, 2016, https://ccdcoe.org/asean-focus-cybersecurity-capacity-and-confidence-building-2017.html
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would support a national sovereignty model for internet governance.*® Singapore, in particular,
has been very active in ASEAN on that issue, dedicating $10 million to ASEAN nation
capacity building between 2016-2021 at the ministerial meeting.*’ Singapore has a long
tradition of censoring the press, as well as suppressing political dissent.

ASEAN and ARF, unlike some other regional organizations, do not have large support
bureaucracies in place. Rather, they rely on individual nations to propose initiatives and move
them forward. According to Michele Markoff, deputy coordinator for cyber issues at the U.S.
State Department and one of the key negotiators of international agreements on cyber for the
U.S. government, ASEAN and ARF have been “treading water” for some time in making
progress toward agreed cyber norms, partly for political reasons and partly because of inertia.”
Indeed, the OSCE on April 3, 2017 organized the first of a planned series of meetings with
ARF in Korea to coordinate activities and assist the ARF in planning. Both organizations are
dedicated to working together to implement the agreements made by the U.N. Group of
Governmental Experts on Developments in the Field of Information and Telecommunication in
the Context of International Security.

Despite the complications, ASEAN/ARF regional nations have been pursuing bilateral and
multilateral agreements on cybersecurity, many of which are focused on improving cyber
protection of communications infrastructure in the region.

OSCE

The 57-nation Organization for Security and Cooperation in Europe (OSCE) is a regional body
that addresses security in a broad fashion, covering issues from human rights, economic and
environmental security and democratization to arms control and confidence-building measures.
Its membership comprises countries in Europe, Central Asia, and North America, including
Russia and most members of the SCO (except China.) The OSCE has been working on the issue
of cybersecurity since April 2012, under the auspices of an Informal Working Group (IWG)
chaired by the United States.

OSCE countries account for 1,543 signatures on agreements by type amongst themselves. Cyber
Operations is the largest category (285), followed by Information Sharing (239), Policy (229),
Cyber Crime (196), and Research (191).

* «Updating International Telecommunication Regulations at WCIT 2012: Relevant for Cyber Security,” Incyder
News, Dec. 19, 2012, https://ccdcoe.org/updating-international-telecommunication-regulations-wcit-2012-relevant-
cyber-security.html; Daniel Kehl and Tim Maurer, “Did the U.N. Internet Governance Summit Actually Accomplish
Anything?” Future Tense, Dec. 14,2012,

http://www.slate.com/blogs/future_tense/2012/12/14/wcit_2012 has_ended did the u n_internet governance sum
mit_accomplish_anything.html

* Dean Koh, “Singapore announces three broad proposals at the ASEAN Ministerial Council on Cybersecurity,”
OpenGov Asia, Oct. 11, 2016, http://www.opengovasia.com/articles/7181-enhancing-cybersecurity-in-asean-
singapore-announces-three-broad-proposals-at-the-asean-ministerial-conference-on-cybersecurity

*% Remarks at “Cyber Norms Revisited: International Cybersecurity and the Way Forward,” Carnegie Endowment
for International Peace, Feb. 6, 2017.
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In December 2013, the IWG agreed to 11 CBMs that will be pursued by the members of the
OSCE. The recommendations are broken down into three types: information sharing,
mechanisms for ongoing dialogue, and capacity building. Examples include: exchanging views
on perceptions of the threats to and from the use of ICTs at the national and multinational level;
consultations to reduce misperceptions and tensions; setting up contact points to ensure
consistent and efficient dialogue on security threats; and exchanging best practices, including
those regarding effective responses to threats and incidents.”!

A key focus of the OSCE’s work has been on protection of critical infrastructure. Indeed,
specific language on critical infrastructure protection was a centerpiece of a set of five additional
norms agreed to by the OSCE in March 2016. In particular, CBM 15 recommended that states
should work together to: “discuss opportunities and address challenges to national as well as
trans-border ICT networks, upon which such critical infrastructure relies.” This should include
“developing, where appropriate, shared responses to common challenges including crisis-
management procedures in case of widespread or transnational disruption of ICT-enabled critical
infrastructure.””

As a follow-up, the OSCE sponsored a conference on Feb. 15, 2017—under the chairmanship of
Austria—on strengthening the implementation of the OSCE CBM:s on critical infrastructure.”
“We should keep in mind that critical infrastructures are the lifelines of States, and essential
assets. They are profitable businesses and indispensable for citizens. Keeping them safe is a
concern all States share,” said OSCE Secretary General Lamberto Zannier. “In times when

> “Decision No. 1106, Initial Set of OSCE Confidence-Building Measures to Reduce the Risks of Conflict
Stemming from the Use of Information and Communications Technologies,” PC.DEC/1106, 975" Plenary Meeting,
Organization for Security and Co-operation in Europe, Dec. 3, 2013,
http://www.osce.org/pc/109168?download=true

>* “Decision No. 1202, OSCE Confidence-Building Measures to Reduce the Risks of Conflict Stemming from the
Use of Information and Communications Technologies,” PC.DEC/1202, 1092™ Plenary Meeting, Organization for
Security and Co-operation in Europe, March 10, 2016, http://www.osce.org/pc/227281?download=true

>3 «Cyber Security for Critical Infrastructure: Strengthening Confidence Building in the OSCE,” OSCE Press
Release, http://www.osce.org/event/cyber-security-for-critical-infrastructure
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governments are increasingly investing in cyber capabilities, enhancing cyber resilience is not
. . .. . . . . . 54
only a national exercise: it is also a contribution to international peace and security.”

In addition, the 2016 OSCE agreement specifically addressed cooperation in response to and
recovery from vulnerabilities, calling for reporting and sharing information on remediation.

The OSCE process is viewed by participants as multilayered and designed to move forward over
stages. The types of CBMs agreed upon have been categorized into three groups: posturing,
communications, and preparedness. Information sharing falls under posturing, and is represented
by CBMs 1, 4, 7, and 9.>> Communications are embodied in CBMs 3, 5, 11, 8, and 13.%°

One official said another way the incremental OSCE process can be viewed is by seeing the 2013
set of CBMs as primarily transparency measures, whereas the 2016 set was focused on
cooperative measures. Some OSCE members (led by the Dutch, Germans, and Austrians) hope
that a third set comprised of “stability” measures will be forthcoming in the future, but that is
unlikely in the next couple of years. The current focus of discussions is on implementation of the
CBMs already agreed upon. For example, the OSCE is working on a method to integrate cyber
crisis communications in the OSCE Communications Network set up to implement the 2011
Vienna Document designed to increase transparency and openness about military activities in the
region.

Perhaps because of the low profile of the exercise, the OSCE has been able to take discussions of
confidence building on cybersecurity to a surprisingly deep level. According to one expert, 52 of
the 57 member states have implemented at least one of the agreed CBMs at a national level, and
some members have implemented many more. CBM 8§, on developing points of contact, is the
one with the most successful implementation, and the OSCE Secretariat is developing a project
to help less advanced states figure out who within their domestic government should be assigned
as the official point of contact. This is sometimes more difficult than it sounds, due to unclear
lines of authority within national governments and lack of capacity in the cyber domain. CBM 7
(sharing information on national policies/programs), CBM 1 (providing national views on
national and transnational threats) and CBM 4 (sharing information on state measures to ensure
an “open, interoperable, secure and reliable Internet”) also have been widely embraced by
member states.

When comparing the SCO and OSCE agreements, a stark difference in approach is apparent.
While the SCO agreement largely seeks to shape the international political environment
regarding internet control and governance, the OSCE agreement is focused on practical measures
to reduce risks of conflict and improve cybersecurity across the region.

Another difference between the SCO and the OSCE processes is that the OSCE is actively
seeking input from the private sector and non-governmental organizations, recognizing that buy-
in from those sectors will be critical in underpinning successful adoption of the CBMs by states.

>* “Protecting critical infrastructure from cyber attacks is crucial for international peace and security, say participants
of OSCE conference in Austria,” OSCE Press Release, February 16, 2017, http://www.osce.org/cio/300271

>3 Decision No. 1202, op cit

% Tbid
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At a meeting hosted by Switzerland in November 2014 designed to support the OSCE process,
Alexey Lyzhenkov, OSCE Coordinator of Activities to Address Transnational Threats, said:
“While the CBMs are primarily designed for national policy-makers, their effective
implementation requires the constructive engagement with non-state stakeholders.”

Despite some progress in recent years, the broader disconnect between Russia (and some other
Eastern European states) and the United States and other Western countries— especially as the
Ukraine crisis has continued—also has affected the OSCE deliberations. One European
participant in the OSCE deliberations said that recent activities by Russia, including the hacking
of the U.S. Democratic National Committee, have further soured efforts at progress. Markoff, in
remarks to the Carnegie Endowment on International Peace on Feb. 6, 2017, said that the U.S.
government does not see pursuit of additional cyber norms as a near-term goal. Instead, the
Trump administration’s focus will be on “consolidating” gains so far. Other officials have
echoed the U.S. sentiment that the time is not ripe for new measures, and that the central focus
should be on ensuring that OSCE member states implement the current agreements and work to
universalize these norms.

UN Group of Governmental Experts (GGE) on Developments in the Field of Information and
Telecommunications in the Context of International Security

The issue of ICTs and security has been on the agenda of the United Nations since 1998, spurred
by a Russian resolution in the First Committee, the body of the UN General Assembly that deals
with international security issues. Since that time there have been four UN GGEs (under First
Committee auspices) on “information security” aimed at identifying and cooperatively mitigating
threats to international security emanating from use of the cybersphere. GGEs are appointed by
the Secretary-General (based on national nominations) to make recommendations on emerging
issues and usually are made up of 15 national representatives, with the Permanent Five members
of the Security Council usually participating. Recommendations and reports require consensus.
Reports are submitted to the First Committee for approval and subsequently to the UN General
Assembly. If approved, these reports then take on some aspects of “soft law”—as they represent
politically binding agreements that have been endorsed by the General Assembly.

The first GGE took place in 2004-2005 and did not result in a consensus report, due to two major
substantive disagreements: the first regarded whether and how to characterize threats to
international peace that might arise from military use of ICTs; and the second, whether
discussions should include concerns regarding information content (as championed by Russia) or
focus instead on protection of information infrastructure (as championed by the United States
and other Western governments.)’’

> «“Developments in the Field of Information and Telecommunications in the Context of International Security,”
UNODA Fact Sheet, July 2015, UN Office of Disarmament Affairs, https://unoda-web.s3-
accelerate.amazonaws.com/wp-content/uploads/2015/07/Information-Security-Fact-Sheet-July2015.pdf
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The second GGE (15 members), which ran in 2009-2010, resulted in an agreement on basic
principles, including the need for dialogue on development of norms to reduce risks of conflict
and to protect critical infrastructure, as well as a call for development of TCBMs.”®

The third GGE (15 members), which met in 2012-2013, resulted in three types of
recommendations: norms, rules, and principles of responsible behavior; TCBMs; and capacity
building measures. In particular, the GGE agreed to the following:

e International law, in particular the UN Charter, is applicable to the cyber-sphere and is
essential for an open, secure, peaceful, and accessible ICT environment.

e State sovereignty applies to States’ conduct of ICT-related activities and to their
jurisdiction over ICT infrastructure within their territory.

e State efforts to address the security of ICTs must go hand-in-hand with respect for human
rights and fundamental freedoms.

e States must not use proxies to commit internationally wrongful acts and must ensure that
their territories are not used by non-State actors for unlawful use of ICTs.

e There is a need for increased cooperation among States to address incidents that affect
ICTs or critical infrastructure.

The 2014-2015 GGE made substantial recommendations on norms, TCBMs, and the application
of international law.® In particular, the 2015 GGE report emphasizes the centrality of
cooperative protection of critical infrastructure, especially that which crosses national borders. It
also is more specific in recommendations regarding the exchange of information on incidents,
and cooperative response to/recovery from incidents. For example, the report states that:

e “States should consider how best to cooperate to exchange information, assist each other,
prosecute terrorist and criminal use of ICTs and implement other cooperative measures to
address such threats”; and

e “States should respond to appropriate requests for assistance by another State whose
critical infrastructure is subject to malicious ICT acts. States should also respond to
appropriate requests to mitigate malicious ICT activity aimed at the critical infrastructure
of another State emanating from their territory, taking into account the due regard for
sovereignty.”!

% See the GGE report, A/65/201 at: https://documents-dds-
ny.un.org/doc/UNDOC/GEN/N10/469/57/PDF/N1046957.pdf?OpenElement

¥ UNODA Fact Sheet, op cit; See GGE report, A/68/98*, https://documents-dds-
ny.un.org/doc/UNDOC/GEN/N13/371/66/PDF/N1337166.pdf?OpenElement

% See GGE Report, A/70/174, https://disarmament-
library.un.org/UNODA/Library.nsf/93a4b64¢6849591d85257ddc006cbf21/49¢f2dd67a02448b85257ea0006d13dd/$
FILE/A%2070%20174%20GGE%200n%20Information%20&%20Telecomms%20in%20the%20field%200f%20Int
ernational%20Security.pdf

*! Ibid.
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The latest GGE, which was expanded to include 25 members, began meeting in August 2015,
and held its final meeting June 19-23, 2017. The June meeting, however, failed to reach a
consensus. According to officials involved, the key issue of dissent at the June meeting was how
to apply international law in the cybersphere, particularly the Law of Armed Conflict (LoAC)
and Security Council Article 51 on self-defense. China has long voiced concern that by spelling
out the applicability of LoAC and Article 51, the United Nations could be seen as sanctioning the
use of cyber tools in conflict. Russia, along with a handful of non-aligned movement (NAM)
states, has supported this view, also arguing that the legal issues need more time to be properly
addressed.

Miguel Rodriguez, the GGE representative of Cuba, summed up these concerns in his June 23
62
statement:

I must register our serious concern over the pretension of some, reflected in paragraph 34 of the draft final
report, to convert cyberspace into a theater of military operations and to legitimize, in that context,
unilateral punitive force actions, including the application of sanctions and even military action by States
claiming to be victims of illicit uses of ICTs. We consider unacceptable the formulations contained in the
draft, aimed to establish equivalence between the malicious use of ICTs and the concept of “armed attack”,
as provided for in Article 51 of the Charter, which attempts to justify the alleged applicability in this
context of the right to self-defense.

To establish as a precedent this dangerous reinterpretation of the norms of international law and the Charter
of the United Nations would be a fatal blow to the collective security and peacekeeping architecture
established in the Charter of the United Nations. The “Law of the Jungle” cannot be imposed, in which the
interests of the most powerful States would always prevail to the detriment of the most vulnerable.

The final draft also made reference to the supposed applicability in the context of ICT of the principles of
International Humanitarian Law. We cannot accept such affirmation, since it would legitimize a scenario of
war and military actions in the context of ICT.

Markoff, U.S. representative to the GGE, made the following statement at the end of the GGE
meeting on June 23:

Throughout the 2016-2017 GGE, I have sought clear and direct statements on how certain
international law applies to States’ use of ICTs, including international humanitarian law,
international law governing States’ exercise of their inherent right of self-defense, and the law of
State responsibility, including countermeasures. I sought such statements in the interests of
international peace and security, based on my strong conviction that the framework of
international law provides States with binding standards of behavior that can help reduce the risk
of conflict by creating stable expectations of how States may and may not respond to cyber
incidents they face. The final draft of the report insufficiently addresses these issues. I believe it
would be a troubling and potentially destabilizing signal for this GGE to release a report that does
not take a clear position on the applicability of these bodies of international law to States’ use of
ICTs, much less fulfill the mandate given to this Group by the UN General Assembly to

study how international legal rules and principles apply to the use of ICTs.

62 “Declaration of Miguel Rodriguez, Representative of Cuba, at the Final Session of the Group of Governmental
Experts on Developments in the Field of Information and Communications Technology in the Context of
International Security,” New York, June 23, 2017, https://www.justsecurity.org/wp-content/uploads/2017/06/Cuban-
Expert-Declaration.pdf

International Government Cybersecurity Information Sharing Agreements 32



Despite years of discussion and study, some participants continue to contend that it is premature to
make such a determination and, in fact, seem to want to walk back progress made in previous
GGE reports. I am coming to the unfortunate conclusion that those who are unwilling to affirm the
applicability of these international legal rules and principles believe their States are free to act in
or through cyberspace to achieve their political ends with no limits or constraints on their actions.
That is a dangerous and unsupportable view, and it is one that I unequivocally reject.

During this GGE, I heard repeated assertions on the part of some participants that a discussion of
certain bodies of international law, including the jus ad bellum, international humanitarian law,
and the law of State responsibility, would be incompatible with the messages the Group should be
sending regarding the peaceful settlement of disputes and conflict prevention. That is a false
dichotomy that does not withstand scrutiny. A report that discusses the peaceful settlement of
disputes and related concepts but omits a discussion of the lawful options States have to respond
to malicious cyber activity they face would not only fail to deter States from potentially
destabilizing activity, but also fail to send a stabilizing message to the broader community of
States that their responses to such malicious cyber activity are constrained by international law.”’

There also were concerns from developing nations such as Egypt, Kenya, and Indonesia about
accessibility and capacity building. Another issue that was resolved is how to discuss state versus
non-state malicious activities. Further, there remains contention around the issue of how states
can respond to cyber attacks, including whether retaliation with non-cyber means, such as
sanctions or military force, should be allowed.

Finally, there was discussion, but no agreement, about whether the United Nations should have a
continuing role, and if so, what that should be. This is especially pertinent to implementation of
the agreed recommendations: Is this a state responsibility, or does the United Nations have a role
in, for example, developing templates for information sharing and requests for assistance? Is
there a need for another GGE? How can the GGE recommendations be better socialized among
UN member states, and universalized—for example, might the United Nations First Committee
institute an annual review process of implementation? As an alternative, SCO members, led by
Russia, have proposed opening negotiations on an International Code of Conduct for cyber
activities, but this has been rejected by the United States. Cuba has gone so far as to call for the
negotiation of an international legally binding instrument on applying international law in the
cyber realm under the auspices of a new Working Group of the General Assembly.

Despite failure to reach consensus at the final GGE meeting, Karsten Geier, chair of the GGE
and head of the cyber policy coordination staff at the German Foreign Office, noted in a speech
at the Tel Aviv Cyber Week conference held June 25-29, 2017, that there were numerous areas
of agreement. These include: emerging risks such as the use of cyber technologies by terrorists;
capacity-building measures; and, confidence-building measures/norms, including raising
awareness among senior decision-makers, conducting exercises, defining protocols for
notifications about incidents, providing warning when critical infrastructure is attacked, and
preventing non-state actors from conducting cyber attacks. He also noted that the group has
given consent for continued work on a final report in hopes of finding some compromise.**

% Michele Markoff, “Explanation at the Conclusion of the 2016-2017 UN Group of Governmental Experts (GGE)
on Developments in the Field of Information and Telecommunications in the Context of International Security,”
June 23, 2017, https://usun.state.gov/remarks/7880

64 “UN GGE: Quo Vadis,” Geneva Digital Watch Issue 22, June 30, https://dig.watch/DWnewsletter22
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The failure of the GGE to reach consensus is a step backward for that group. It remains to be
seen whether a report will be forthcoming—negotiations are continuing to seek some consensus.
It is not beyond precedent that a report could be issued by the Chair that reflects areas of
consensus and areas of disagreement.

In the longer term, there is the important question of how far the GGE and the OSCE norm
setting processes should go to constrain destabilizing state behaviors. The Netherlands,
Germany, and Switzerland had been pushing the GGE to promote the concept of creating a taboo
against attacks on the backbone of the Internet (such as core data routers and the domain name
system), and improving cooperative work to protect that infrastructure. This is an issue they have
also raised in the OSCE process. However, that effort was not formally taken up by 2016-2017
GGE, according to Dutch officials.

Informal Fora

According to experts, informal cooperation between governments and private sector companies
about vulnerabilities has improved over the past several years. Yet, difficulties remain, as
witnessed by the WannaCry ransomware attacks in 2017 that led Microsoft to decry the rise of
government-sponsored cyber attacks and government activities in developing/hoarding cyber
exploits.

Informal fora such as conferences, workshops, and NGO/private sector-organized meetings serve
as a major conduit of cybersecurity information sharing. The Dutch-funded Global Forum on
Cyber Expertise is aimed at sharing technical information regarding cyber protection, and the
newly formed Global Commission on Cyber Stability, headquartered in The Hague and also
sponsored by the government of The Netherlands, is working on an informal basis to forward
norms. The Global Conference on Cyberspace, initiated in 2011 in London and taking place
biannually, is a major forum that brings together national governments, the private sector and
civil society to promote practical cooperation in cyberspace, enhance capacity building, and
discuss norms of responsible behavior. There have been four Global Conferences (London,
Budapest, Seoul, the Hague), with the next one to be held by India in December 2017

Microsoft has developed its own proposed set of international cyber norms. In a paper released in
December 2014, “International Cybersecurity Norms: Reducing Conflict in an Internet
Dependent World,” Microsoft laid out a need for two types of norms:

¢ “Norms for improving defenses, which can reduce risk by providing a foundation for
national cybersecurity capacity and for domestic, regional, and international organizational
structures and approaches that increase understanding between states.

e Norms for limiting conflict or offensive operations, which will serve to reduce conflict,
avoid escalations, and limit the potential for catastrophic impacts in, through, or even to
cyberspace.”®

% Angela McKay, Jan Neutze, Paul Nicholas, Kevin Sullivan, “International Cybersecurity Norms: Reducing
conflict in an Internet dependent world,” Microsoft, December 2014,
file:///Users/theresahitchens/Downloads/International Cybersecurity %20Norms.pdf
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The company has vocally expressed concerns about the growth in state-sponsored offensive
cyber operations. The paper explains:

However, offensive cyber operations can result in unintended consequences. Given the
interconnected nature of cyberspace and the speed and nature of cyber attacks, the effects of
offensive operations might be very difficult to predict and/or limit, and they could cascade to
affect operations beyond the intended targets, including critical functions in the energy,
communications, banking, chemical, or transportation sectors, among others. In other instances, an
offensive cyber operation gone wrong could disrupt the global Internet or corrupt data at a scale
that impedes key functions of the global economy. Unintended consequences of this scale could
very easily escalate hostilities from the keyboard to kinetics, in the absence of normative limits on
such behaviors.

Microsoft therefore proposed six norms of behavior:

e “Norm 1: States should not target ICT companies to insert vulnerabilities (backdoors) or take actions that
would otherwise undermine public trust in products and services.

e Norm 2: States should have a clear principle-based policy for handling product and service vulnerabilities
that reflects a strong mandate to report them to vendors rather than to stockpile, buy, sell, or exploit them.

e Norm 3: States should exercise restraint in developing cyber weapons and should ensure that any which are
developed are limited, precise, and not reusable.

e Norm 4: States should commit to nonproliferation activities related to cyber weapons.
e Norm 5: States should limit their engagement in cyber offensive operations to avoid creating a mass event.
e Norm 6: States should assist private sector efforts to detect, contain, respond to, and recover from events in

cyberspace.”

Microsoft is cosponsoring the Global Commission on Cyber Stability and has been heavily
involved in promoting its approach. However, it has not been successful in rallying other major
internet companies to its cause. There remains suspicion in corporate circles, as well as within
developing nations, about the company’s motivations.

Conclusions

This survey of international cyber information sharing agreements produced a number of key
findings:

¢ Extensive signature of agreements and associated commentary shows widespread accord in
principle that information sharing is necessary, but it is unclear how much and what type of
information sharing occurs in practice.

e The U,S. U.K., the Netherlands, Spain, and India have signed the most agreements.
e Few agreement texts are public, and those that are, often use vague language.
e Many government agreements are at the agency level, i.e. between CERTs.

e Many agreements are found only via public statements and press reports.
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e Much information sharing takes place informally, such as during IGO cyber exercises and
at regularized fora such as Track 1.5 conferences.

e Many countries have signed regional accords but few bilateral ones.

e Much activity is aimed at awareness raising and bolstering national capacities, especially
for countries with less-developed ICT infrastructure.

¢ National security concerns continue to dominate, according to officials involved, and thus
mitigate against effective collective measures.

e Even among NATO members with collective assets, barriers remain to cooperation
(including pursuit of offensive tools), according to experts.

¢ China is more active than Russia in sharing arrangements.

¢ Russian sharing agreements are largely political, to gather support for the concept of
“information security” and strong national control of content.

¢ Russia-China technical cooperation is largely one-way—with China helping Russia to
build a centralized Internet system similar to the Chinese Great Firewall.

While states at the political level agree that there is a need for cooperation to protect the
cybersphere, as often in multilateral diplomacy, the devil is in the details. At a workshop held by
CISSM in June 2017, experts listed a number of reasons that states might share, or not share
information about cyber threats and incidents. These were as follows:

Reasons to share information (bilaterally or globally)

e Mutual benefit to sharing information because everyone will be damaged in the event of a
cyber incident

e Faster response

¢ Prevention (vulnerability information, remedies, threat actors)
¢ Detection (attribution, motives, methods)

e Capacity building to prepare for the future

¢ Relationship building (trust, confidence in cyber sphere, as a vehicle for other
relationships—military, economic, political)

e Identify emerging threats and trends

e Reassurance (self-restraint, clear self of blame)

Reasons not to share information: (national or alliance)

e Need time to fix the vulnerability before others know it

¢ Leveraging competitive advantage (keep vulnerabilities secret—to sell a product or not to
lose customers, protect reputation, speed of remediation relative to competitor)

¢ Not trust the other country (they could use it on someone else or not use it appropriately)

International Government Cybersecurity Information Sharing Agreements 36



¢ Defense of sources and methods
e Offensive use (intel/sources and methods, cyber attack)
¢ No incentive: do not understand the value of sharing

e Lack the capability (internally to protect “equities” and not let others know unsavory stuff
you are doing), or internationally (no POC, methodology)

e Withhold information as leverage, bargaining chip over another country or let them suffer
the consequences

Given the complexity of the problems faced in improving cybersecurity—problems that require
different types of actions and different legal/diplomatic tools to resolve—it is unrealistic to
expect rapid progress towards norm setting and conflict prevention/resolution. On the other hand,
there is movement among states to find ways to cooperate on network and critical infrastructure
protection, build technical capacity, and develop best practices that can be shared. CERT-to-
CERT cooperation is broadly moving toward the routine, but is sometimes hampered by political
considerations in information sharing. More in-depth cooperation on issues such as incident
reporting and response remains confined to political allies, mostly in Western states where use of
the cybersphere is more advanced and governments are more likeminded.

Cyber sharing remains challenged by political differences toward freedom of information and
individual privacy (where gaps exist even among Western nations), perceived national security
concerns, secrecy, and even different models of economic development and the role of private
industry. Another issue at hand is the technology gap. Developing countries continue to voice
concern about the fact that their populations by and large rely on older versions of ICT
technology, requiring different approaches to cybersecurity. For example, in developing
countries such as Kenya, many people access the internet on a price per gigabyte basis, which
means many skip downloading automatic patches to software because doing so eats up all their
available bandwidth. According to one Kenyan official, developing countries are more interested
in ensuring sustainability of the technology they already have invested in rather than seeking
simply to replace it.

The growing number of cybersharing agreements over the last five years points to growing
concerns about the safety of the domain, as the economic value of cyber activity increases.
However, the lack of public information about the details of these agreements—and the
vagueness of many that are in the public domain—makes it difficult to assess the impact of these
agreements on either improving international cybersecurity or successful norm setting.

Both current norm setting activity and cybersharing activity seems to be happening at a political
level, but not necessarily at a deeply practical level beyond efforts to improve national technical
capabilities. The exception to this, according to diplomats involved in multilateral and regional
discussions, is at the CERT-to-CERT level, where there are almost daily interactions, and clear
processes. At the state-to-state level, however, information sharing is more difficult to
implement. For example, while states have agreed to a norm to prevent and restrain attacks on
critical infrastructure, Eviatar Matania, head of Israel’s National Cyber Bureau, recently raised a
key problem: there is no agreed definition of critical infrastructure. “The norm of ‘do not attack
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critical infrastructures’ sounds great, but can you define for me what critical infrastructures are?”
he said at a September 2016 cybersecurity conference in Washington, D.C. “The definition in
every nation is different. Some will define everything as critical.”®

Given that increased transparency is one goal of the ongoing multilateral norm-setting processes
both at the United Nations and within regional organizations, the paucity of detailed public
domain information about cybersharing activities also reflects tension within and among states.
The tension arises from understanding that cooperation is necessary to improve national
cybersecurity for all and the internal pressures for secrecy and government control of cyber
networks deemed critical to national security. That said, if the focus of multilateral efforts in the
coming years is to be on forwarding implementation of the norms and TCBMs agreed so far,
further research should be able to chart with more fidelity actual information sharing practices.

Next Steps

This initial research has discerned some interesting dynamics on the structure of current
information sharing agreements. Future work will more fully explore the decision processes and
actions associated with implementation, with particular attention to the underlying factors
affecting when information on a range of cyber events is likely to be passed from one party to
another. The goal is to improve implementation of current agreements by states and identify
where new or more specific agreements could be helpful.

In particular, CISSM plans to concentrate on the further development of a framework for
cybersecurity needs assessment that will assist policy-makers in prioritizing what types of cyber
information sharing for prevention and incident response would be most valuable, and help them
think through benefits, costs, and risks associated with sharing different types of cyber
information with different kinds of countries under various scenarios.

CISSM also intends to hold cybersecurity information sharing table-top exercises involving
policy-makers both at a national and multinational level. The project held a prototype exercise on
June 5-6, 2017 involving 11 participants (including non-U.S.) that looked at information sharing
prior to an incident, after an isolated attack, and after a campaign of attacks involving more than
one state. As expected, the exercise showed greater willingness among participants to share
information in a post-attack environment, even though preventive sharing could have been more
beneficial. Participants also were more willing to share information regarding cyber criminals
than regarding terrorist organizations, or other states. Further, during the exercises, it became
clear that the more one actor shared its information, the more other actors were willing to
reciprocate. Finally, another insight was that even a smaller, less advanced state is often privy to
information that is not held by larger, more sophisticated states due to geopolitical realities. The
project team intends to use the lessons learned from the pilot exercise to refine the scenarios and
tailor the exercise to different audiences.

% Joe Uchill, “Israel cyber head: US-backed cyber norms too broad,” The Hill, Sept. 13,2016,
http://thehill.com/policy/cybersecurity/29565 1 -israel-cyber-head-us-supported-cyber-norms-too-broad
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International Cybersecurity Information Sharing Agreements

ANNEX 1 — Methodology

The researchers conducted open source, web-based research in English to survey, review, and catalogue
cybersecurity information sharing agreements at the bilateral, regional, and international levels. The main sources of
data were government documents, press releases, articles, policy reports, newspaper articles, and email
correspondence with experts. Each country and regional bloc features an extensive bibliography consisting of these
sources. Additional information was collected through contacting government officials when possible, in cases
where detailed information on an agreement was not available on the web.

The researchers then created a database using a Microsoft Access user interface (UI) macro. The database is
designed as a quantitative tool to generate data on the numbers and types of cybersecurity information sharing
agreements. After several iterations on the design, the database features tables for agreements, list of agreements
with details, and reference tables for the country master list and agreement types, i.e. best practices, cyber crime,
cyber exercises, cyber operations, information sharing, military, policy, research, and training. Broad cooperation
agreements are listed under “policy.” The database not only lists agreements but also displays data on various
dimensions across country levels of activity, regional blocs, and types of cybersecurity cooperation. It can also be
used to create a timeline of agreements.

The database uses a standardized language, e.g. CERT (country name), MoU between (country name) and (country
name). For each agreement, the database lists the name, the category, date of signature, expiration date, the
signatories, links to the agreement text where available, and a summary of the agreement’s main points. In cases of
multilateral treaties and conventions, all countries that are signatories are listed. The database also features the
involved entities in each agreement, i.e. CERT-to-CERT, government-to-government, industry-to-industry, agency-
to-agency, and variations. In some instances, NGOs and universities are included.

In terms of data entry criteria, both formal and informal, institutionalized agreements are listed as long as they are
regular and systematically pursued to share information on cybersecurity. Accounting for the differences in
terminology among countries, agreements on information and communications technology (ICT) are also included.
Countries’ membership to cyber-related organizations, however, are not included if they do not pertain to an
agreement. Similarly ad hoc meetings, events, initiatives, networks, and multinational research projects are not listed
unless they are part of an agreement.

At a macro-level, the research documented 196 agreements involving 116 countries. In total, these agreements
involve 2,349 signatures when broken down by type.



ANNEX 2 — Informal Translation of Russia-China on Cooperation in the Field of International Information
Security

GOVERNMENT OF THE RUSSIAN FEDERATION
Deposited on

April 30,2015 Ne 788-r

MOSCOW

On signing the Agreement between the Russian Federation and the Government of the People's Republic of
China on cooperation in the field of international information security

Approve in accordance with paragraph 1 of Article 11 of the Federal law "On international treaties of the Russian
Federation" presented by Russian Ministry of Foreign Affairs and coordinated with other interested federal
executive bodies and tentatively agreed with the Chinese side a draft agreement between the Russian Federation and
the Government of the Peoples Republic of China on cooperation in the field of international information security
(attached).

Instruct Russian Foreign Ministry to hold talks with the Chinese side and on reaching the agreement - sign it on
behalf of the Government of Russian Federation, allowing to make changes in the attached project that do not
represent a matter of principle.

The Government of the Russian Federation and the Government of the People's Republic of China, hereinafter
referred to as by the Parties, in accordance with the provisions of the Treaty of Good-Neighborliness, Friendship and
Cooperation between the Russian Federation and the People's Republic of China on July 16, 2001,

Noting substantial progress in the development and introduction of new information and communication
technologies, forming the global information space,

Underlining a great importance to the role of ICT in promoting social and economic development for the benefit of
all humanity and the maintenance of international peace, security and stability,

Expressing concern for the threats related to the use of such technologies in the civilian and military purposes not
inconsistent with the objectives of international peace, security and stability, with the goal of undermining the
sovereignty and security of states and interfering in their internal affairs and violating the privacy of citizens,
destabilizing the political and socio-economic environment, stirring up national and religious hatred,

Attaching great importance to international information security as to one of the key elements of the system of
international security,

Reaffirming that the sovereignty and international norms and principles, arising from state sovereignty, apply to the
conduct of states in the framework of the activities,

Related to the usage of information and communication technologies, and the jurisdiction of states over the
information infrastructure on their territory, and that the state has the sovereign right to define and implement public
policy on matters relating to information and telecommunications "Internet" network, including security provision,

Emphasizing the collaboration within the framework of the Shanghai Cooperation Organization,

Convinced that the further deepening of trust and development of cooperation between the Parties in the field of
information and communication technologies are an imperative and in serve their best interest,

Taking into account the important role of information security in ensuring the rights and fundamental freedoms of
men and citizen,



Attaching great importance to the balance between security and human rights in the field of information and
communication technologies,

In order to prevent threats to international information security and ensure information security interests of the
Parties in order to create an international information environment, which is characterized by peace and cooperation,

Trying to form a multilateral, transparent and democratic regulation of international information and
telecommunications network "Internet" with a view to the internationalization of management information and
telecommunications network "Internet" and to ensure equal rights of states to participate in the process of the
system's control, including democratic management of basic resources of information and telecommunication
network "Internet "and their equitable distribution,

Desiring to create a legal and organizational framework for cooperation between the Parties in the field of
international information security,

Have agreed as follows:

Article 1. Main definitions.
Article 2. The main threats in the field of international information security.

Article 3. Key areas of cooperation.

In view of the major threats referred to in Article 2 of this Agreement, authorized representatives of the Parties and
the competent authorities of the Parties, which are determined in accordance with Article 5 of this Agreement, shall
cooperate in the field of international information security in the following areas:

1) definition, coordination and implementation of the necessary cooperation in the field of international information
security;

2) establishment of communication channels and contacts in order to jointly respond to threats in the field of
international information security;

3) cooperation in developing and promoting standards international law in order to ensure national and international
information security;

4) joint response to threats in the field of international information security as defined in Article 2 of this
Agreement;

5) information exchange and law enforcement cooperation with a view to the investigation of cases involving the
use of information and communication technologies for terrorist and criminal purposes;

6) development and implementation of the necessary joint confidence-building measures that contribute to ensuring
international information security;

7) cooperation between the competent authorities of the Parties in the area of security provision to the critical
information infrastructure of the Parties, technology exchange and cooperation between the competent authorities of
the Parties in the field of Computer Emergency Response;

8) information exchange on the Parties legislation on issues of information security;

9) promotion of the improvement of the international legal framework and practical mechanisms for cooperation
between the Parties in ensuring international information security;

10) creation of conditions for cooperation of the competent authorities of the Parties in order to implement this
Agreement;



11) the deepening of cooperation and coordination of activities of the Parties on issues of international information
security within the framework of international organizations and forums (including the United Nations, the
International Telecommunication Union, the International Organization for Standardization, the Shanghai
Cooperation Organization, BRICS countries, the Regional Security Forum of ASEAN and others);

12) the promotion of research in the field of international information security, joint research projects;
13) joint training, exchange of students and teachers from specialized higher education institutions;

14) holding working meetings, conferences, seminars and other forums of the delegates and experts representing the
Parties in the field of international information security;

15) establishment of a mechanism for cooperation between the competent authorities of the Parties with a view to
exchanging and sharing of information on existing and potential risks, threats and vulnerabilities in the area of
information security - their identification, assessment, research, mutual exchange of information about them and
prevention of their occurrence.

2. The Parties or the competent authorities of the Parties may, by mutual agreement to define other areas of
cooperation.

Article 4. General principles of cooperation.

Article 5. Basic forms and mechanisms of cooperation.
1. Practical cooperation in specific areas of cooperation under this Agreement, the Parties may exercise

through the competent authorities of the Parties responsible for the implementation of this Agreement. Within 60
days from the date of entry into force of this Agreement, the Parties will exchange via diplomatic channels the data
on competent authorities of the Parties responsible for the implementation of this Agreement.

2. In order to establish the legal and institutional framework for cooperation in specific areas of the
competent authorities of the Parties may conclude appropriate agreements of interdepartmental character.
3. The procedure of exchange defined in subparagraph 15 of paragraph 1 of Article 3 of this Agreement, as

well as used message formats and the means of protection of transmitted information are determined by
corresponding agreements between the competent authorities of the Parties.

4. In order to review the implementation of this Agreement, the exchange of information, analysis and the
joint assessment of emerging threats to information security, as well as the definition, harmonization and
coordination of a joint response to such threats Parties shall hold consultations on a regular basis, and authorized
representatives of the competent authorities of the Parties. Consultations are carried out by agreement of the Parties,
usually 2 times a year, alternately in the Russian Federation and the People's Republic of China. Each of the Parties
may initiate further consultation, offering time and place of the meeting and the agenda.

Article 6. Data protection.

Article 7. Financing.

Article 8. Relation to other international agreements.

This Agreement does not affect the rights and obligations of the Parties under other international treaties to which it
is a member, nor it is directed against any third country.

Article 9. Settlement of disputes.

Article 10. Final provisions.

1. This Agreement is concluded for an indefinite period and shall enter into force on the 30th day following the date

of receipt through diplomatic channels of the last written notification on fulfillment by the Parties of internal
procedures necessary for its entry into force.



2. The parties may make changes to this Agreement, which by mutual agreement of the Parties are executed as a
separate protocol.

3. This Agreement may be terminated at the expiration of 90 days from receipt of one of the Parties through
diplomatic channels, written notice of the other party of its intention to terminate this Agreement.

4. In the event of termination of this Agreement, the Parties shall take measures to fully implement the obligations to
protect information and ensure compliance with previously agreed joint activities, projects and other activities
carried out under this Agreement and not completed at the time of termination of this Agreement.

Done at, "" 2015, in two copies, in Russian and Chinese languages, both texts being equally authentic.



ANNEX 3 — Russian Original, Russia-China on Cooperation in the Field of International Information
Security

MPABUTEJILCTBO POCCHUCKOHN ®EJIEPAIIMHA
PACIHOPAXEHUE

ot 30 ampens 2015 r. Ne 788-p

MOCKBA

O nogmucanun Cornamenus mexay IlpaButeascrsom Poceuiickoi
®enepanun u llpasutenscreom Kuraiickoii Haponnoii Pecny6ankn
0 COTpyAHHYeCTBe B 00,1acTH 00ecnedeHns] MeKTYHAPOAHOM

HH(popMannoHHOH Ge3omacHoCTH

B cootserctBun ¢ mynktom | cratem 11 @exepanbHOro 3akoHa

"O mexayHapoIHbix goroBopax Poccuiickoit @enepannn" 0100puTh
npexacrasaenssii MU Jlom Poccun cornacoBanHbId ¢ ApyrumMu
3aUHTEPECOBAHHBIME (elepalbHbIMU OpPraHAMH HCIONHUTENBHOH BIACTH
U IpeiBapHTensHO mpopabortanHelil ¢ Kuraiicko#t Ctoponoil mpoext
Cornamennus Mexny IIpasutensctBom Poccuiickoit enepannu

u IIpaButenscrBom Kuraiickoit Hapoxnoit Pecnybnuku o coTpyaHuuecTse
B obnmactu obecmedeHHs MeXIyHapOAHON HH(pOpManMOHHOH Ge3omacHoCTH
(mpunaraetcs).

[Mopyuuts MU/ly Poccun npoectu neperosopst ¢ Kuraiickoit CTopoHoit

U [0 JOCTIKEHHH JOTOBOPEHHOCTH NOANMCATh OT MMeHH lIpaBuTenbcTBa
Poccniickoit @enepanuu ykazanHoe CornameHue, paspemuB BHOCHTb

B IIpHJIAraeMblil MPOEKT M3MEHEHHs, He MMEIOI[Ue MPUHIUMNHAIBHOTO

XapakTepa.



IIpencenatens IIpaBuTenscTBa

Poccuiickoit ®enepaunu Jl.Mensenes



IIpoext

COTJIAIIEHUE

mexay IlpaBurenscreom Poccuiickoii @exepanueit

u [IpaButenncTBoM Kuraiickoii HapoaHoii Pecny6ukn

0 COTpyAHHYecTBe B 00,1acTH 00ecnedeHNs] MeKYHAPOTHON

HH(popMannoHHOH Ge3omacHoCTH

[IpaButensctBo Poccuiickoit @enepanun u IlpaButensctBo Kutaiickoit
Haponanoit PeciyOnuxu, nanee umenyemble CTOpOHaMH,

PYKOBOJACTBYSICh ToJoxkeHusMu JloroBopa o poOpococeactse, Apyx0e u
coTpyanudectBe Mexay Poccuiickoit @enepanuein u Kuraiickoit Haponnoit
Pecny6nuxoii ot 16 utons 2001 rona,

OTMeuas 3HAYUTENbHBIH Mporpecc B Pa3BHUTUH U BHEAPEHUM HOBEHIINX
MH(}OPMANHOHHO-KOMMYHUKAIHOHHBIX TEXHONOTHii, (JOPMHUPYIOIINX
rnobansHoe HHYOPMALMOHHOE IPOCTPAHCTBO,

IpujaBas BAXHOE 3HaUEHUE POIU HHYOPMAOHHO-KOMMYHUKAIIHOHHBIX
TEXHOJOTHH B COJAEHCTBHH COLHMATbHO-YKOHOMHYECKOMY Da3BHTHIO Ha Oiaro
BCETO YeTI0BEeYecTBa H MOANSPKAHUN MEKYHAPOLHOTO MUpa, 6€301IaCHOCTH U
CTaOUIILHOCTH,

BbIpakass 03a00YEHHOCTh YIPO3aMH, CBS3aHHBIMH C BO3MOXKHOCTAMH
HCTONB30BAHUS TAKUX TEXHOIOTHH B IpakaHCKON U BOGHHOHU cepax B HENsX,
HE COBMECTHMBIX C 33jladaMH 00ecTedyeHHs MEeXIyHapORHOTO MHUPa,
Oe30macHOCTH M CTAOMJIBHOCTH, AT TMOJAPBIBA CyBepeHHTeTa U 0e30IacHOCTH
rocyJapcTB M BMEIIATeNIbCTBA B MX BHYTPEHHME Jela, HAPYLIEHHUS
HENPHKOCHOBEHHOCTH YaCTHOM XKU3HHU TpaxaaH, 1eCTabUIN3auH
BHYTPUMOIUTUYECKOH U COIMANBbHO-3KOHOMUYECKOH 0OCTAaHOBKH, Pa3kHIaHHA
MEKHAIMOHATBHON H MEXKOH(pECCHOHATLHON BPaX b,

npujaBas BaXXHOE 3HAYCHHE MEXKIYHApOAHON HMH(OPMALMOHHOI
0€30IacHOCTH KaK OJHOMY U3 KIIFOUEBBIX JIEMEHTOB CHCTEMBI MEXIYHApOIHOM
0€30MacHOCTH,

MOATBEP:KAas TO, 4YTO TOCYAAPCTBEHHBIH CYBEPEHUTET U MEKIYHAPOAHbIE

HOPMBI M TIPUHLUIIBI, BBITECKAIOMIAE W3 TOCYAAPCTBCHHOI'O CYBECPCHUTECTA,



pacIpoCTPaHAOTCS HAa MOBEAEHUE [OCYAApCTB B PaMKax JeATEIbHOCTH,
CBSI3aHHOM € MCIMOJIb30BaHUEM HH(OPMALIMOHHO-KOMMYHHKAIMOHHBIX

TEXHOJIOTUH, ¥ I0PUCAUKIHIO TOCYapCTB Hal HH(POPMALIMOHHOM



HHpPAcTPyKTypoil Ha HX TEPPUTOPUM, a TaKkKe TO, YTO FOCYJAapCTBO MMEET
CYBEpPEHHOE IIPaBO ONpEIeNsATh U HPOBOAUTH IOCYJAPCTBEHHYIO MONUTUKY IO
BOIIPOCAM, CBA3aHHBIM C HH()OPMALHOHHO-TENEKOMMYHUKALUOHHON CEThIO
"WuTepHet", BKII0Uas obecneyeHne 6e30macHOCTH,

npujaBas ocoboe 3HaYeHHE COBMECTHOH pabore B pamkax Illaxxaiickoit
OpraHU3aluK COTPYAHUYECTBA,

Oynyun yOexJIEeHHBIMH B TOM, 4TO JaibHeiimee yriaybieHHe AOBepHS U
passuthe B3auMojeiicTBus CTOPOH B 007aCTH UCIIONb30BAHHSA
HNH(GOPMALHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH ABJIAIOTCS HACTOATENBHON
He00X0UMOCTBIO U OTBEYAIOT HX HHTEPECAM,

IpUHEMAs BO BHEMAaHHUE BaXHYIO PONib HHYOPMALHOHHOH 6€3011acHOCTH

B oOecreueHnHy paB 1 OCHOBHEIX CBO0O] 4eTI0BeKa U TpaxlaHKHA,

IpujaBas BaXHOE 3HaueHue OanaHcy Mexay obecreueHueM

Oe3omacHOCTH M COOMIOJEHHEM MpaB 4eloBeka B 0OTACTH HCIOIb30BAHHUS
HH(GOPMALHOHHO-KOMMYHUKAIIMOHHBIX TeXHONOTHIA,

CTPEMACh NpPEeOTBpallaTh YIPo3bl MEKAYHAPOAHON HH(OPMALMOHHOI
Oe3omacHoCTH, 0OeceunTh HHTEpech HH(popMaluoHHOH Oe3omacHocTH CTOPOH
B LeNIX (OpPMHPOBAHHSA MEXIYyHAPOIHONH MHOOPMALMOHHOW Cpeibl, I
KOTOpOI1 XapaKTepHBI MUP U COTPYIHHYECTBO,

cTpeMsach (OpPMHUPOBATH MHOTOCTOPOHHIOI0, NEMOKPATHYECKYI0 U
NPO3PAYHYI0 MEXAYHAPOAHYIO CHCTEMY YIpaBlIeHHS HH(OPMALUOHHO-
TEeNeKOMMYHHKAI[MOHHON ceThlo "VHTepHET" B LeNAX WHTEpHAL[MOHAIM3ALUH
yIpaBlIeHHs HHOPMALMOHHO-TEIEKOMMYHUKAIMOHHOH ceTblo "UHTepHer" u
ofecreyeHns paBHBIX IPaB FOCYAapCTB Ha ydacTUe B 3TOM IIpoIecce, BKIoUas
JIeMOKpAaTHUeCKOe YIpaBIeHUE OCHOBHBIMU pecypcaMi HH(OPMALUOHHO-
TeNeKOMMYHHKAI[MOHHON ceTu "MHTepHeT" U UX CIpaBeINBOE paclpeeNeHue,
AKenas co3JaTh MPaBOBble M OPTAHM3ALUOHHBIE OCHOBBI COTPYJHHYECTBA
CropoH B obnactu obecrmedeHHs MeXIyHApOAHON HH(OPMALUOHHOI
0€30MacHOCTH,

COMIACUINUCH O HUIKECICAYIOMIEM:

Cratps 1
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OcHOBHBIE TTOHATHS

Jns ueneit B3ammozeictBus CTOpPOH B XOJe BBITIOJHEHHS HACTOSIIETO
CornamieHus UCTONB3YIOTCS OCHOBHBIE MOHATHS, IEPEUEHb KOTOPHIX IPUBEACH

B IPUJIOKCHUU, ABJIAIOLIEMCAH HEOTHEMJIEMOM YacThIO HaCTOALICTO

11



Cornamenus. YKa3aHHOE OPUIIOKCHUE MOKET MO MEpE HCO6XOJII/IMOCTI/I

JOMOJIHATHCA, YTOUHATHCA U 00HOBIATHCA MO COTTIACOBAHMIO CTOpOH.

Cratbs 2
OcHoBHBIE yIpo3bl B 0071acTH 00ecneueHus

MEKIYHAPOAHOU HH(OPMAIMOHHOH 6€30MacHOCTH

[Ipu ocymecTBIEHUH COTPYAHUYECTBA B COOTBETCTBUM C HACTOSAIIUM
CornamenneM CTOPOHBI HCXOAAT M3 TOTO, YTO OCHOBHBIMU YTpPO3aMH
MeKIYHapOAHON HH(pOPMALUOHHON 0e301macHOCTH SABIAIOTCS UCIONb30BAaHHE
HH(GOPMALHOHHO-KOMMYHUKAIIMOHHBIX TeXHONOTHIL:

1) ang ocymecTBIeHHS AaKTOB arpeccHu, HANpPaBICHHBIX HAa HapylIeHHE
CyBepeHHUTeTa, 0€30MacHOCTH, TePPUTOPUANBHON LETOCTHOCTH TOCYAAapCTB U
Ipe/CTAaBIAIOIUX YIPO3y MEXAYHApPOAHOMY MHPY, 0€30MacHOCTU U
CTpaTerH4eckoit cTabMIBHOCTH;

2) Ans HaHECEHWs YKOHOMUYECKOTO M JIPYroro yimepba, B TOM yucCle
yTeM OKa3aHus IECTPYKTHBHOTO BO3/EHCTBUs HAa 00BEKTH HH)OPMALMOHHON
HH(PACTPYKTYpHI;

3) B TeppOpUCTUUECKUX LEAX, B TOM YHCIIE IS IPONaraHisl Teppopu3Ma

U TIPUBNEYEHHS K TePPOPUCTHYECKOI JeATeNbHOCTH HOBEIX CTOPOHHUKOB;

4) st coBeplLIeHHS NPABOHAPYLICHHIl U MPECTYMNEHUl, B TOM UYHCIe
CBSI3aHHBIX C HEMPABOMEPHBIM J0CTYIIOM K KOMIbIOTEPHOH HH(OpMaLny;

5) a1 BMeIIATeNnbCTBA BO BHYTPEHHHE JeNa TOCYyJapCTB, HapyICHUS
00IIEeCTBEHHOTO MOPSAAKA, PA3KUTaHUA MEXKHAIHMOHAIBHON, MEXpacoBoil
MEKKOH(ECCHOHANBHOH BpaX/bl, NPOMATraH/Ibl PaCHCTCKUX U KceHo(hoOCKHX
ujell ¥ TeOpUi, IOPOK AKX HEHABUCTh U JUCKPUMHUHALMIO,
MOACTPEKAIOMINX K HACHIHIO i HECTaOUIBHOCTH, @ TaKXKe JUIS JecTabuIu3anum
BHYTPUMOIUTUYECKON U CONMANBbHO-3KOHOMUYECKOH 00CTaHOBKHM, HapyLICHHS
yIpaBJIeHHs FOCYJapCTBOM;

6) ang pacmpocTpaHeHUs UHGPOPMANUU, HAHOCAIMIEH BpeA OO0LIECTBEHHO-
HOJUTUYECKON U COLUANbHO-3KOHOMHUYECKOH cucTeMam, 1yXOBHOM,

HPABCTBEHHOH M KyJIbTYPHOHU Cpefie APYTHX TOCYJapCTB.



Cratps 3

OcCHOBHbIE HAaNPaBIEHHS COTPYAHIIECTBA

1. C yueToM OCHOBHBIX YIpo3, YKa3aHHBIX B CTaTbe 2 HACTOALIETO
Cornamenns, CTOpoHbI, YNOIHOMOYEHHbIE MPEJCTABUTENN M KOMIICTCHTHBIE

opransl rocygapcts CTOpOH, KOTOpbIE ONpPEAENAIOTCS B COOTBETCTBHH CO

13



cratbel 5 Hactosmero CornameHus, OCYIIECTBISIOT COTPYJHHYECTBO B
obnactn obecrnedyeHuss MekIyHapoAHOH MHOOPMALMOHHON 0€30MacHOCTH IO
CIeYIOIMM OCHOBHBIM HAalPaBICHUAM:

1) onpenenexue, cornacoBaHue ¥ OCYIIECTBICHHE HEOOXOAUMOTO
COTpyAHMYECTBA B 00MacTH obecrnedeHus: MeXAyHapoIHOH HH(OpMAaUMOHHON
0€30MacHOCTH;

2) co3faHMe KaHAJNOB CBS3M U KOHTAKTOB B IL[EIAX COBMECTHOTO
pearupoBaHus Ha yrpo3sl B cdepe MexAyHapoaHOH HHYOPMALHOHHOM
0€301acHOCTH;

3) B3auMozeiicTBIE B pazpaboTKe U NPOABHKEHUH HOPM

MEKIYHApOAHOTO IpaBa B LENAX 0o0OecledeHHs HAMOHAIBHON U
MeXIyHapOAHOH HHPOPMAIIMOHHOH Ge30macHoCTH;

4) coBMECTHOE pearupoBaHHe Ha Yrpo3sl B obnacTu obecreueHus
MEXAyHapOAHOH HH(POPMANMOHHON 0€30MacHOCTH, yKa3aHHBIE B CTaThe 2
HacTosero CornanieHus;

5) oOMeH uHQOpManUed U COTPYAHHYECTBO B MPABOOXPAHUTENBHOM
00macTH B LeNAX PaccieoBaHUS €N, CBA3AHHBIX C MCIOIb30BAHHEM
HH(QOPMALOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH B TEPPOPUCTHUECKHX U
KPUMHHAIBHBIX LENIX;

6) pa3paboTka U ocylecTBIeHHE HEOOXOIMMBIX COBMECTHBIX Mep
JI0Bepusl, CIOCOOCTBYIOMHUX 00€CTICUeHNI0 MEXAYHAPOAHON HH(POPMALHOHHOI
0€301acHOCTH;

7) COTpYAHUUYECTBO MEXAY KOMIETEHTHBIMH OpraHaMM TOCYHapcTB
CropoH B obnactu obecreueHus 6e30MaCHOCTH KPUTHIECKOI
nH(OpMaHOHHON HHPpAcTPyKTyps rocyaapcts CTOpoH, 00MeH
TEXHOJOTUAMU U COTPYAHHUECTBO MEXTY YIOTHOMOUEHHBIMH OpPraHaMH
rocyaapctB CTOpoH B 0071acT! pearHpOBaHUs HA KOMIBIOTEPHbIE HHIUICHTHI;
8) oOMeH uH(popmanueil 0 3akoHOIaTeTbCTBE rocyaapcts CTOpoH mo
BOMpocaM oOecredyeHnst HHPOPMaLMOHHOH 6€30MacHOCTH;

9) comeiicTBiE COBEPIIEHCTBOBAHMIO MEXIYyHAPOAHO-IPABOBON 0a3bl U
IpaKTHYECKUX MEXaHU3MOB coTpyjaHudecTBa CTOpPOH B 0becredeHHu

MEKIYHAPOAHOU HHPOPMAIMOHHO 0€30aCHOCTH;
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10) co3nanue ycmoBuit Ans B3auMOJACHCTBHSA KOMIIETEHTHBIX OPraHOB
rocyaapcts CTOpOH B LeNsIX peanu3anuu HacTosmero Cornaimenus,

11) yrnybnenue coTpyaHUYECTBa U KOOPIUHAIUM NEATETbHOCTH

rocyaapct8 CTopoH mo mpobiemMaM oOecledeHus MexAyHapOoIHOMH
nHGOpMaNHOHHOH 0€30MaCHOCTH B paMKaX MEXIyHAPOAHBIX OpraHU3aUUi U

(popymo (Bkmouas Opranusanuto OObennmHeHHbIX Hanuit, MexayHaponHbli
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COI03 JNMEKTPOCBA3M, MeXKIyHapOAHYI0 OpPTaHM3ALUI0 IO CTaHIApTU3ALUH,
[Manxaiickyio opranuzanuio corpyauudectsa, crpansl BPUKC, Pernonanbublit
(bopym Accomumaiuu rocyaapcts KOro-Boctouoit Asum mo 0e30macHOCTH u
Apyrue);

12) conelicTBUEe Hay4YHBIM HCCIENOBAHUAM B 00nacTé obecreueHus
MeKIyHapOAHONH HH(pOPMAIUMOHHON 0E301macHOCTH, NMPOBEJEHHE COBMECTHBIX
HayYHO-UCCIIeJ0BAaTeIbCKUX PaboT;

13) coBMecTHas MOATOTOBKA CHELHATUCTOB, OOMEH CTYAEHTaMHU,

acrmupaHTaMH M MPeno/iaBaTe M1 NPOQUIbHBIX BBICIINX YUeOHBIX 3aBE/ICHNUN;
14) mpoBenenue pabouux BCTped, KOH(EPEHIMi, CEMHHAPOB U JPYIUX
(OopyMOB YIIOJTHOMOUYEHHBIX TIPeACTaBUTENEH 1 IKCTIEPTOB rocyaapcts CTOpoH

B chepe MexIyHAPOIHON HHPOPMAMOHHOH 6€30MaCHOCTH;

15) co3nanue MexaHH3Ma COTPYAHHUYECTBA MEXKIY YHOTHOMOUECHHBIMH
opraHamu rocyaapcts CTopoH B mensx obMeHa HHOpMamueid U COBMECTHOTO
HCTONB30BaHUSA HH(POPMALUM O CYIIECTBYIOIIUX M NOTEHUHANBHBIX pPHCKaX,
yrpo3ax M ySA3BUMOCTSX B 007acTH HHPOPMAUMOHHONW 0€30MacHOCTH, UX
BBIABICHNUS, OLEHKH, M3y4eHHS, B3aHMHOTO MH(GOPMHPOBAHUS O HUX, a TaKXKe
IpefyNpexACHHS UX BOSHUKHOBEHHUS.

2. CTOpoHBI MM KOMIETEHTHBIE OpraHbl rocyfapcTs CTOPOH MOTYT MO

B3aUMHOM JJOTOBOPEHHOCTH OIPEAEIATh APYrUe HANPaBIeHUs COTPYAHUYECTBA.

Cratps 4

O61mye NPUHIHUIIBL COTPYAHUYECTBA

1. CTOpoHBI OCYLIECTBIAIOT COTPYIHHYECTBO B 00MAcTH obecreueHus
MEXAYHapOAHOH MH(POPMALMOHHONH 0€30MacHOCTH B paMKaX HACTOSIIETO
Cornamenns TakuM 00pa3oM, YTOOBI TakO€ COTPYAHUYECTBO CMOCOOCTBOBAIO
COLMANBHOMY M IKOHOMUYECKOMY Pa3BUTHUIO, OBLIO COBMECTHUMO C 3aJauaMu
HOJJIepKAHUS MEXIYHAPOIHOTO MHpa, 0€30MacHOCTH M CTaOWIBLHOCTH U
COOTBETCTBOBAJIO OOIIETIPH3HAHHBIM MPHUHIMIAM M HOPMaM MEXAYHApOAHOTO
IpaBa, BKIOYAs MPUHIUIE MUPHOTO YPETYIUPOBAHUS CIOPOB U KOH(IUKTOB,

HETIPUMCHEHUA CUJIBI U YTPO3bL CHHOﬁ, HEBMCIIATEIbCTBA BO BHYTPEHHUE J€T4a,
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yBaXEHUSI MPaB U OCHOBHBIX CBOOOJ YeNOBeKa, a TAKKe MPUHIUIAM
JIBYCTOPOHHETO COTPYAHHYECTBAa M HEBMEIIATENbCTBA B MH(OPMAILMOHHBIE
pecypcesl rocyaapcets CTOpoH.

2. learensHocTh CTOpOH B pamkax Hacrosmero CornameHus IOJKHA
OBITH COBMECTUMOHM ¢ MpaBoM Kaxaoii CTOPOHBI MCKaTh, MOJNy4aTh U

pacmpocTpaHiTh MHAOPMALMIO C YYETOM TOTO, YTO TAKOE MPaBO MOMKET OBITH
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OTPaHMYEHO 3aKOHOAATENBCTBOM TocynapcTB CTOpoH B Lensx obecrnedeHus
HAIlHOHANBHON 6€301acHOCTH.

3. Kaxpgas CtopoHa MMeeT paBHOE HPaBO Ha 3al[UTYy UH(POPMALUOHHBIX
PecypcoB CBOETO FOCYJapcTBa OT HEMPABOMEPHOIO MCIOIL30BAHHUSA H
HECaHKI[MOHUPOBAHHOTO BMEIIATEIbCTBA, B TOM YHCIE OT KOMIBIOTEPHBIX aTaK
Ha HUX.

Kaxnas CropoHa He OCyLIECTBIsSeT MO OTHOWIEHHIO K Apyroit CTopoHe
noao0HbIX AeifcTBUI U oKka3bIBaeT coeiicTBHe Apyroit CTopoHe B peanu3anuu

YKa3aHHOTO NPaBa.

Cratps 5

OcHoBHbIE (HOPMBI H MEXAHH3MBI COTPYLHUYECTBA

1. IIpakTueckoe B3aMMOJCHCTBUE 110 KOHKPETHBIM HAIPaBICHUSIM
COTpYJHHYECTBA, TpeaycMOTpeHHbIM HacTosmuM CornamenueM, CTOpOHBI
MOTYT OCYIIECTBIATh MO JMHUM KOMIICTEHTHBIX OpPraHOB rocynapcts CTOpoH,
OTBETCTBEHHBIX 3a peanu3anuto HacTosmero Cornamenus. B Teuenne 60 gueit
o JHA BCTyIUIeHUs HacTosmero Cornamrenus B culy CTOpOHBI 0OMEHSIOTCS 1O
JUIIOMaTHYeCKUM KaHanaM JaHHBIMH O KOMIIETEHTHBIX OpraHaX TroCyAapCTB
CTopoH, OTBETCTBEHHBIX 3a peanu3anuio HacTosmero CornamneHus.

2. B mensx co3faHHSA MPaBOBBIX U OPraHU3ALHOHHBIX OCHOB

COTPYJHHYECTBA MO KOHKPETHBIM HANpPAaBICHUSIM KOMIICTEHTHBIE OpPTaHbI
rocyaapctB CTOpPOH MOTYT 3aK/II04aTh COOTBETCTBYIOIIUE JOTOBOPHI
MeKBEJOMCTBEHHOTO XapaKTepa.

3. Hopsanok ocymecTBieHUs: oOMeHa, ONpPEJENeHHOT0 MOAMYHKTOM 15
nyHkTa 1 crateu 3 Hactosmero Cornamenus, a TakXke IPHMEHsAEMbIE UL 3TOTO
(opmarbl cooOLIeHHIT M CpeIcTBa 3alIMTH TepeaBaeMoil MH(popMaluu
ONpeJeNA0TCS COOTBETCTBYIOIMUMH COTTANIEHUAMU MEXIY KOMIETCHTHBIMH
opranamu rocyaapcts CTopoH.

4.B mensx paccMOTpeHHs XoJa peanu3anuu Hactosmero Cornamenus,
oOMeHa HH(OpManueil, aHaMM3a U COBMECTHOH OIEHKH BO3HHKAIOIIMX YTPO3

NHGOPMALMOHHO! 0€30MaCHOCTH, a TAKKe ONpPEJENeHUs, COTNacOBAHUL H
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KOOpJMHAIINM COBMECTHBIX MEp PearupoBaHMs Ha Takue yrpos3sl CTOpoHHI
IPOBOJAT HA PEryIAPHOH OCHOBE KOHCYJbTALUM YHNOJHOMOYEHHBIX
IpejcTaBUTeNEH ¥ KOMIETEHTHBIX OpraHoB rocyaapcts Ctopon. Koncynsramuu
npoBoAdATCA Mo cornacoBaHuio CTOpOH, Kak IpaBuNo, 2 pa3a B TOX
nonepemeHHo B Poccuiickoit ®enepannu u Kutaiickoit Hapoanoit Pecriy6umuke.

Kaxnas u3 CTOpOH MOXET MHUIMUPOBATH MPOBEACHHE JOMOTHUTEIBHBIX
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KOHCY/IbTallM{, Npeanaras BpeMs M MeCTO UX IIPOBEJCHHUS, a TaKKe IOBECTKY

JUHA.

CraTps 6

3amura nHpopMaIUH

1. CTopoHB! 0becreunBaOT HAANEKAIYH 3AIMUTy TepefaBaeMoil Wiu
co37aBaeMoOi B XOJA€ COTPYHHMYECTBAa B paMkax Hacrosmiero CornameHus
nHOpManuy, AOCTYN K KOTOPOH M pPAacIpOCTpaHEHHE KOTOPOH OrpaHUYEHHI B
COOTBETCTBUH C 3aKOHOJATENbCTBOM rocynapcTs CTopoH. 3amura Takon
UH(POpPMALMU OCYILIECTBIAETCS B COOTBETCTBUH C 3aKOHOJAATENHCTBOM M (HJIH)
COOTBETCTBYIOIIUMH HOPMATUBHBIMU IIPABOBBIMH aKTaMH MOJydaromieit
Croponsl. Takas uH(pOpManus He packpbiBaerTcs, He mepenaercs 0e3
nucbMeHHOro cornacus CTOpOHBI, SBISIONIEHCS HCTOYHHUKOM 3TOi
nHGOpMaNuu, U JOMKHBIM 00pa3soM 0003HAuaeTcs B COOTBETCTBHU C
3aKOHOJaTeNbCTBOM rocyaapcts CTOpoH.

2. 3amuTa roCyIapcTBeHHON TaiiHbl Poccuiickoit ®enepauun u (uiu)

oxpaHa rocynapctBeHHoil Taitnel Kutaiickoil Hapoxguoit Pecmybmuku B Xone
COTpyJHHYECTBA B paMKax HacTosmero CornameHHs OCYIIECTBIAIOTCS

B cooTBercTBuU ¢ CornamenueM Mexay I[IpaButensctBom Poccuiickoit
®enepanun u IlpaButensctBom Kuraiickoit Hapoxuoit PecmyOmuku

0 B3aHMHOM 00ECNEeYeHHM 3aIIUTHl M COXPAHHOCTH CEKPeTHOH HH(popManuu
oT 24 mas 2000 roza, a TakKe 3aKOHOJATENIBCTBOM U (UIIM) COOTBETCTBYIOIIMHU

HOPMATHBHBIMU MPABOBBIMUA aKTaMHU roCy1apCTB CTOpOH.

Cratps 7

QuHaHCHpOBaHUE

1. CTOpPOHBI CaMOCTOSTENbHO HECYT PACXOABI MO YYacTHIO HX
IPEACTAaBUTENEH M 3KCIEPTOB B COOTBETCTBYIOIIMX MEPOLPUATUAX IO
HCTONHEHHI0 HacTosmero CornameHus.

2. B orHomeHnn opoYux pacxodoB, CBA3AHHBIX C HUCIOJIHECHUEM
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Hactodmero Cornamenus, CTOPOHBl B KaXJOM OTHEIbHOM CIydae MOTYT
COTJIACOBBIBATh MHOM MOPANOK (QMHAHCUPOBAHHSA B COOTBETCTBHHU C

3aKOHOZATENbCTBOM TocyapcTB CTOPOH.

21



Cratps 8

OTHoIIEHHE K APYTUM MeXTYHapOIHBIM J0rOBOpaM

Hactosmee CornameHue He 3aTparuBaeT IpaB U 00A3aTENbCTB KamJIoH
u3 CTOpOH MO ApPYyrUM MEXIyHApOAHBIM JOTOBOpPAM, YYaCTHHKOM KOTOPBIX
ABISETCA €e TOCYJapcTBO, W HE HANPABICHO MPOTHB KaKOro-IHOO TPEeThero

rocyaapcTBa.

Cratps 9

Pa3pemenue cropos

CTOpOHBI pemarnT CHOpHbIE BOMPOCHL, KOTOPblE MOTYT BO3HHKHYTb B

CBA3M C TOJKOBAHMEM UM TPHMEHEHHEM IONOXEHMH HAcTOALIEro
Cornamenus, myTeM KOHCYNbTAallMi H HEPETOBOPOB MEXAY KOMIETEHTHBIMH
opraHamu rocyaapcts CTOpoH u B ciyyae HEOOXOAUMOCTH IO

JUIITOMAaTHYCCKUM KaHallaM.

Cratps 10

3aKII0YNTENbHEIE TON0KCHUSL

1. Hacrosmee CornameHue 3aki04aeTcs Ha HEONpPEIENEHHBIH CPOK U
BcTymaeT B cuny Ha 30-# feHb cO OHA MONTy4eHHS 10 JUIIIOMATHYECKUM
KaHalaM IOCIeIHEer0 MUChMEHHOTO YBEJOMIEHMS O BhIMONHEHHH CTOpOHAMH
BHYTPUTOCYJAPCTBEHHBIX MPOLENYp, HEOOXOMUMBIX AN €ro BCTYIICHHS B
CUILY.

2. CTOpoHBl MOTYT BHOCHTb B Hacrosimee CorjiaunieHue n3MEHEeHHS,
KOTOpBIE N0 B3aUMHOMY coriacuio CTOpoH oQOpMISIOTCS OTAENbHBIM
IPOTOKOJIOM.

3. JleifctBue Hactosmero CornameHus MOXET OBITh MPEKPAIIeHO MO
ucreuennu 90 guel co AHA HodydeHus oAHON u3 CTOPOH MO AUIIOMATHUECKUM
KaHalaM IMHCbMEHHOTO yBelOMJeHHs Apyroit CTOpOHBI 0 ee HaMepeHHH

IpeKkpaTuTh jAeiicTBHe HacTosAmero CornameHus.
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4. B cnydae npexpamenus aeiicTus Hactosamero Cornamenus CTOpOHBI
IPUHAMAIOT Mepbl s MONHOTO BBHIMOJHEHHS 0043aTENbCTB MO 3alIUTE
UHpOpMALHU, a Takke 00ECEeYnBAIOT BBHINOJHEHHE PAaHEE COTJIACOBAHHBIX
COBMECTHBIX PabOT, MPOEKTOB M HHBIX MEPONPUATHH, OCYIIECTBISIEMBIX B
pamkax Hactosmero CornaiieHus U He 3aBepUICHHBIX K MOMEHTY MpeKpalieHus

neiictBus Hacrogmero Cornanienus.
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CoBepIieHO B T. 2015 r. B aBYX
9K3EMILIAPAX, HAa PYCCKOM M KMTAHCKOM s3blKax, mpuyeM 00a TeKCTa MMEKT

OIMHAKOBYIO CHIY.
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3a [IpaBuTenscTBO

Poccuiickoii ®enepanuu

3a [IpaBuTenscTBO

Kutaiickoit Haponnoit Pecrry6muku
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Annex 4: Agreement among the Governments of the Shanghai Cooperation Organization (SCO)
Member States on Cooperation in the Field of Ensuring International Information Security
(Yekaterinburg, 16 June 2009), Russian Original

COT'JIAIIEHUE
MEX]Y ITIPABUTEJIbLCTBAMU I'OCYJAPCTB—YJIEHOB
[IAHXAMCKOM OPTAHU3AIIMN COTPYJHUYECTBA

0 COTPYJHUYECTBE B OBJIACTH OBECIIEUEHU S
MEXIYHAPOJHON HHOOPMAIIMOHHOM BE3OITACHOCTH

ExarepunOypr, 16 utons 2009 roxa

(Berymuno B cuiy ¢ 5 suBaps 2012 rona)

IIpaButenscTBa rocyaapcts — 4ieHoB Ilanxaiickoil opraHu3anuy
COTpYJHHYECTBA, Aaee HMeHyeMble « CTOPOHEDY,

OTMeuas 3HAUHTENbHbIN Nporpecc B pa3BUTUH U BHEAPEHUH HOBEHIIHX
HH(GOPMALHOHHO-KOMMYHUKAIIMOHHBIX TEXHONOTHI H CpeacTB, POPMUPYIOIIUX
rnobansHoe HHYOPMALOHHOE IPOCTPAHCTBO,

BBIpakast 03a004€HHOCTb YTPO3aMH, CBA3aHHBIMH C BO3MOXHOCTAMH
HCTONB30BAHUS TAKUX TEXHONOTHH U CPEJCTB B LENAX, HE COBMECTUMBIX C
3aauaMu o0ecreyeHns MexIyHapoJHOH 6e30IacHOCTH M CTaOMIIBHOCTH, KakK B
TpaXkJIaHCKOM, TaK U B BOGHHOH cepax,

IpujaBas BAXKHOE 3HAUEHUE MEXAYHAPOIHOH HH(POPMALHOHHOI

0€30IacHOCTH KaK OJHOMY U3 KIIFOUEBBIX JIEMEHTOB CHCTEMBI MEXIYHApOIHOM
0€30MacHOCTH,

Oynyun yOexIeHHBIMH B TOM, 4TO JajibHeilee yriayOaeHne 10Bepus u
pasButHe B3auMojeiicTBus CTOPOH B BOIPOCcax 00eCceueH s MeX TyHapOLHOH
HH(GOPMaLHOHHOH 6€30I1aCHOCTH SBIIAIOTCA HACTOATENbHOH HEOOXOAUMOCTBIO U
OTBEYAIOT HX MHTEPECaM,

IPUHEMAs BO BHUMAaHHUE BaXHYIO PONib HHYOPMALHOHHOH 6€3011aCHOCTH B
ofecreyeHnH MpaB U OCHOBHBIX CBOOO] UeN0BEKa U IpaxAaHUHa,

yuutbiBas pesomonuu I'enepansroil Accambiaen OOH «JlocTixkenus B

chepe HHPOPMATU3ALKMH U TENIEKOMMYHHKALHMI B KOHTEKCTE MEXIyHApOAHOI
0€e30macHOCTHY,

CTPEMSACH OTPAHHYUTh YTPO3bl MEKAYHAPOAHOI HHOPMALIUOHHON
Oe3omacHoCTH, 00ecIednTh HHTEpeCH HH(pOpMalMoHHO! Oe3omacHocT CTOPOH U
C03/1aTh MEXKIYHAPOAHYI0 HHPOPMALHOHHYIO Cpey, A1 KOTOPOi XapaKTepHbI
MHUp, COTPYAHUYECTBO H TAPMOHHUS,

Keasd co34aTh MNPAaBOBLIC U OPraHU3allMOHHBIC OCHOBBI COTPYTHUYCCTBA
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CropoH B obnactu obecreueHns MexyHapoAHON HHYOPMALMOHHON
0€30MacHOCTH,

COMIACUINUCH O HUIKECICAYIOMIEM:

Cratpsa 1

OcHOBHbIE TOHSITHS

Jns ueneit B3aumozeiictBus CTOPOH B XO/€ BHITIOJHEHUS HACTOSIIETO
CornamieHus UCIONb3YIOTCS OCHOBHBIE MOHATHS, IEPEUEHb KOTOPHIX MPUBEACH

B [Ipunoxennn | («IlepeyeHb OCHOBHBIX MOHATHI B 001aCTH MEXAYHAPOIHOM
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nHGOpMaLHOHHOH 6€301aCHOCTHY ), ABIAIOIIEMCS HEOTHEMIEMOI! YacThi0
Hactosmero CornameHus.
[Ipunoxenue | MOXKET 0 Mepe HEOOXOAUMOCTH TOMOIHATHCS, YTOUHATHCS

1 00HOBIATHCS 10 cornacoBanuto CTOPOH.

Cratbd 2

OcHOBHBIE YTPO3bI B 00.1aCTH 00ecneveHHs MeXKAyHAPOLHOI
HH(OPMANHOHHOIi 6e30M1aCHOCTH

Peanusys coTpyAHHUECTBO B COOTBETCTBUH ¢ HacTosmuM Cornamenuem,
CTOpOHBI HCXOMAT U3 HAMYUSA CIeAYIOIUX OCHOBHBIX yrpo3 B 001acTu
ofecreyeHns MexIyHapoJHOH HHPOPMALUOHHOH 0€30MaCHOCTH:

1) pa3paboTka u npuMeHeHHue HHPOPMALUOHHOTO OPYXKUs, IOATOTOBKA H
BeleHHEe HHOOPMALOHHON BOMHEI;

2) naopMaIMOHHEI TeppopusM;

3) uaopMaIMOHHAS IPECTYIHOCTS;

4) ucrop30BaHNe TOMHHUPYIOLIETO MOJOXEHUS B HHOOPMALHOHHOM
IPOCTPAHCTBE B ylIep0d HHTepecaM U 6€30MacCHOCTH APYTUX TOCYAapCTB;

5) pacnpocTpanenue nHpOpManuK, HaHOCANIEH Bpe 00IECTBEHHO-
HOIUTUYECKOH U COUUANBbHO-3KOHOMUYECKOH cUCTEMaM, 1yXOBHOH, HDABCTBEHHOH
1 KyJIbTypHOH cpefie APYTHX TOCYAapCTB;

6) yrpo3bl 6e3omacHoMy, cTa0HIbHOMY (YHKIMOHUPOBAHHIO TII00ANBHBIX

1 Hal[MOHAIBHEIX HHPOPMALUOHHBIX HHPPACTPYKTYP, UMEIOIIE IPUPOJIHBIN U
(unu) TeXHOTEHHBIN XapakTep.

CornacoBanHoe noHnMaHue CTOPOHAMH CYI[ECTBA MEPEUUCTICHHBIX B
HacTodIIeil cTaThe OCHOBHBIX yrpo3 mpuBeseHo B [Ipunoxennn 2 («Ilepedens
OCHOBHBIX BUJIOB YTPO3 B 001aCTH MEXAyHAPOAHON HHYOPMAL[LOHHON
0€30IacHOCTH, UX UCTOYHUKOB M MPU3HAKOBY ), ABIAIOMEMCS HEOTHEMIEMOIt
4acThi0 HacTosmero CornaneHus.

[Ipunoxenue 2 MOXKET 0 Mepe HEOOXOAUMOCTH TOMOIHATHCS, YTOUHATHCA

1 00HOBIATHCS 10 cornacoBanuto CTOPOH.

Cratbs 3

OcHOBHbIE HATIPABJIEHUS COTPYAHUYECTBA

C y4eToM yrpo3, yka3aHHBIX B cTaThe 2 HacTosimero CorianieHus,

CTOpOHBI, X YIIOJHOMOYEHHbIE MPEICTABUTENH, & TAKXKE KOMIIETEHTHBIE OPTaHbl
rocyaapctd CTOpOH, KOTOPBIE OTNPEAEIAIOTCS B COOTBETCTBUH CO CTAThell

5 Hactosmero Cornamenus, OCYIIECTBISIOT COTPYAHUYECTBO B 00J1aCTH
obecneveHus MeXIyHApOAHON HHPOPMAIMOHHON 0€30MACHOCTH TI0 CIEAYIOMUM
OCHOBHBIM HATpaBICHUAM:

1) onpenenexue, COrmacoBaHUE U OCYIIECTBICHHE HEOOXOUMBIX
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COBMECTHBIX Mep B 0011acTH obecnedeHus Mexk/yHapoaHO! HHPOPMALHOHHOH
0€30MacHOCTH;
2) co3faHKe CUCTEeMBI MOHUTOPHHTA ¥ COBMECTHOTO PEarnpoBaHus Ha

BO3HHKAIOIIHUE B 3TOI 00JIaCTH YTPO3HI;
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3) BeIpaboTKa COBMECTHBIX MEp MO Pa3BUTUI0 HOPM MEXTYHAPOJHOTO

npaBa B 00J1acTU OTPaHUYEHUS PACTIPOCTPAHEHHUS U NIPUMEHEHHUS
MH(POPMALHOHHOTO OPYXKHs, CO3/AI0MIET0 YTPO3bl 000POHOCTIOCOOHOCTH,
HAI[MOHABLHOU U 00IIECTBEHHON 0€30MacHOCTH;

4) mpoTUBOAEHCTBUE yIPo3aM UCIOIb30BaHHA HHPOPMALOHHO-
KOMMYHHMKAIIHOHHBIX TEXHONOTHH B TEPPOPUCTHUECKUX LENX;

5) mpoTuBoAeHcTBIE HH(YOPMALHOHHOH MPECTYIHOCTH;

6) mpoBeieHHe He0OX0AUMBIX AN Heneil HacTosmero CornameHus
9KCIEPTH3, HCCIIE0BAHUMI 1 OLIEHOK B 00acTn odecneveHns nHGOpManoHHON
0€30MacHOCTH;

7) copeiicTBre o0ecneueH o 06€30MacHOr0, CTaOMIBHOTO

(yHKUMOHNPOBAHNUS U HHTEPHALIMOHANHM3ALNH YIIPaBIECHHS I100aNbHON CEThIO
Wureprer;

8) obecneuenue nHPOPMAIMOHHON OE30MACHOCTH KPUTHUECKH BaXHbIX
CTPYKTYp rocyaapcts CTOpoH;

9) pa3paboTka 1 OCyIecTBICHHE COBMECTHBIX MEpP JIOBEPHUS,
CIOCOOCTBYIOIIMX 00€CTIeYeHHI0 MEX/TYHApOJHON HH(OPMAHOHHOI
0€301acHOCTH;

10) pa3paboTka 1 OCyLIECTBIEHUE COTTTACOBAHHON MONUTHKH U
OpraHU3aIMOHHO-TeXHUUECKUX IPOLENYp MO Pearu3alii BO3MOKHOCTEH
HCTONB30BAHUS 3IEKTPOHHOM U POBON MOAMKUCH U 3aL[UTHl HHPOPMALIUY TIPH
TPAHCTPAHUYHOM HH(POPMALIUOHHOM 00OMEHE;

11) obmen unpopmanuei o 3akoHOgaTENBCTBE TocyAapcTB CTOPOH MO
BOMpocaM oOecredyeHnst HHPOPMaLMOHHOI 6€30MacHoCTH;

12) coBepIIeHCTBOBAHUE MEXAYHAPOIHO-NIPAaBOBOI 6a3bl U MPAKTHUECKUX
MeXaHU3MOB cOTpyaHHYecTBA CTOPOH B 0OecHeueHnH MexyHapoJHOI
nH(OpMaHOHHOH 6€3011acHOCTH;

13) co3nanue ycnoBuil Ans B3aUMO/CHCTBUS KOMIIETCHTHBIX OPraHOB
rocyaapcts CTOpOH B LeNsIX peanu3anuu HacTosiero Cornamenus,

14) B3auMofeiicTBUE B paMKaX MEXIyHapOXHBIX OpraHu3anuil u GopymoB

o npobiemam obecredeHns MexKIyHapoAHOH HHPOPMAIMOHHON 6e30MaCHOCTH;
15) oOMeH ombITOM, TOATOTOBKA CIELHAINCTOB, IPOBEICHIE pabounx

BCTpey, KOH(epeHIuii, CeMHHAPOB U APYTHX GOPYMOB YIOTHOMOUYEHHBIX
npejcraButeneil u sxcnepros CTopoH B 0061acTH HHPOPMALHOHHOI
0€301acHOCTH;

16) obMen uH(popManueii Mo BONpocaM, CBI3aHHBIM C OCYIIECTBICHUEM
COTPYJHHYECTBA 110 MEPEUUCICHHBIM B HACTOSIIEH CTaThe OCHOBHEIM
HarnpaBJIeHUSM.

CTOpOHBI UM KOMIIETEHTHbIE OpraHbl rocyaapcTB CTOPOH MOTYT IO

B3aUMHOM JJOTOBOPEHHOCTH OIPEAEIATh APYrUe HANPaBICHUs COTPYAHUYECTBA.
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Cratbs 4

Oﬁume NPUHIHUIIBI COTPYIHUYECTBA

1. CTOpOHBI OCYIIECTBIAIOT COTPYAHUUECTBO H CBOIO JIEATEIbHOCTD B
MeKIyHapOAHOM HH(OPMALOHHOM MPOCTPAHCTBE B paMKaxX HACTOSILETO
Cornamrenus TakuM 00pa3oM, 4To0bI Takas JeATeIbHOCTh CIOCOOCTBOBANA
COLMATBHOMY ¥ YKOHOMHYECKOMY Pa3BUTHIO U ObLIa COBMECTUMOM ¢ 3a1auaMu
HOAJepKaHUS MEXTYHAPOJHOH 6e30IacCHOCTH U CTaOMIBHOCTH, COOTBETCTBOBANA
o0menpu3HaHHBIM NPUHIUNAM H HOPMaM MEXAYHapoJAHOTo MpaBa, BKIOYAs
IPUHIHUIIB MUPHOTO YPEeryIUPOBAHHS CIIOPOB M KOH(IUKTOB, HEMPHMEHEHHS
CHIIbl, HEBMEIIATENBCTBA BO BHYTPEHHHE €N, yBaKEHHUS IIPaB U OCHOBHBIX
cBO0OJ UenoBeKa, a TakxkKe NPUHIUIAM PETHOHANBHOTO COTPYAHUUYECTBA U
HEBMeIIaTeNbCTBA B MH(POPMALMOHHBIE pecypchl rocyapcTB CTOPOH.

2. lestensHocTh CTOPOH B paMKax HacTosmero CornanteHus J0mKHA

OBITH COBMECTUMOI ¢ paBOM Kaxk0i CTOPOHBI UCKATh, ONY4aTh U
PacmpocTpaHsTh HHPOPMALHIO C YIETOM TOTO, YTO TAKOE IIPABO MOKET OBITH
OTPaHMYEHO 3aKOHOJATEIbCTBOM B IEJNSIX 3aIUTHl HHTEPECOB HALMOHATBHOM 1
00IIecTBEHHOH 0€3011aCHOCTH.

3. Kaxpas CTopoHa HMeeT paBHOE IPaBO Ha 3al[UTy HHOOPMALHOHHBIX
PecypcoB U KPHTHUECKU BAXHEIX CTPYKTYpP CBOETO FOCYAapCTBa OT
HEeNPaBOMEPHOTO UCIONb30BaHHS I HECAHKI[MOHUPOBAHHOTO BMENIATENbCTBA, B
TOM 4YHCJIE OT HH()OPMALMOHHBIX aTaK Ha HAX.

Kaxnas CTopoHa He mpOBOAUT MO OTHOIIEHHIO K Apyroit CTopone

n0a00HbIX JefcTBHIL U OKa3bIBaeT cofelicTBie ApyruM CTOpPOHAM B peann3aniu

BBIIICYKA3aHHOTO MpaBa.

Cratba 5

OcHoBHbIE GOPMBI H MEXaHU3MBI COTPYAHUYECTBA

1. B TeueHue mecTHAECATH JHEH C AaThl BCTYIIEHHS HACTOALIETO
Cornamenus B cuny CTOpOHBI 00MEHSAIOTCS Yepe3 AeTNO3UTapUs JTaHHBIMH O
KOMIETEHTHBIX Opranax rocyaapcts CTOpOH, OTBETCTBEHHBIX 32 Peanu3aluio
Hactosuero CornameHus, 1 KaHanax npsMoro obmeHa nudopmaruei mo
KOHKPETHBIM HAIPaBIEHUAM COTPYAHUYECTBA.

2. C uemnbio pacCMOTPEHHUS X0/ BBINIOTHEHHS HacTosmero Cornamenus,
oOmeHa nH(MOpMAIHeH, aHANH3a ¥ COBMECTHOI OIICHKH BO3HUKAMOIIUX yIPpo3
MH(POPMALMOHHON 0€30TaCHOCTH, a TAKKE ONpeeNeHUs, COTIACOBAHHUS U
KOOpAMHALMU COBMECTHBIX MEp pearupoBaHus Ha Takue yrpo3bl, CTOPOHBI
TPOBOJIAT Ha PETYISIPHOH OCHOBE KOHCYIbTAIUH YIIOJTHOMOYEHHBIX

npexcraButeneil CTOpoH 1 KOMIETEHTHBIX OpraHoB rocyaapcts CTopoH (nanee —
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KOHCYJIbTallHH).

OuepeHbIE KOHCYIBTAIIMK IPOBOAATCS 10 cornacoBaHuio CTOpPOH, Kak
IpaBuio, oauH pa3 B nomayroaue B Cexperapuare [llanxaiickoii opranu3anuu
COTpYJHHYECTBA MU HA TEPPUTOPUHU rocyaapcTsa ofHoi u3 CTOpoH 1o ee

IPUTTIALIECHUIO.
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Jro6ast 13 CTOPOH MOXKET HHHIIMUPOBATH MPOBEJEHUE BHEOUEPEHBIX
KOHCyHbTaHHﬁ, npeaiiarad BpeMsa U MECTO, a TAKIKE IMMOBECTKY IHA A
nocnexyrwmero cornacoBanus co sceMu Ctoponamu u CekperapuaToM
[ITanxaiickoii opraHu3aly COTPYIHHUYECTBA.

3. IIpaxkTHuecKkoe B3auMO/IeiiCTBYE 10 KOHKPETHBIM HalPaBIEHUIM
COTPYAHNUYCCTBA, NPEAYCMOTPEHHBIM HACTOALIUM COFﬂaIIIeHI/IeM, CTOpOHLI MOTYT
OCYIIECTBIATH MO JUHUU KOMIICTCHTHBIX OPTraHOB roCy1apCTB CTOpOH,
OTBECTCTBCHHBIX 3a pCaIn3aluio Cornamenus.

4.B Oedax co3aaHus MpaBOBBIX U OPraHU3allMOHHBIX OCHOB
COTPYAHNUYCCTBA MO KOHKPETHLIM HAMMPABJICHUAM KOMIIETCHTHBIC OPraHbl
rocyaapct8 CTOPOH MOTYT 3aKJI0YaTh COOTBETCTBYIONINE JOTOBOPHI

MEKBEIOMCTBCHHOTO XapaKTepa.

Cratbd 6

3amura uHpopManuu

1. Hacrosmee Cornamenue He HanaraeT Ha CTOpPOHBI 0043aTeNbCTB MO
NPeIOCTaBICHHUIO HHQOPMAIMK B PaMKaX COTPYIHHYECTBA B COOTBETCTBUH C
HactosmuM CornamenueM i He ABIAeTCS OCHOBAHHEM 1A Iepeaaun
nH(OpMaLKUN B paMKaX 3TOTO COTPYAHUYECTBA, €CIU PACKPHITHE TAKOM
HH(OpMaLUN MOXKET HAaHECTH YIepd HAlMOHANBHBIM HHTEpPECAM.

2. B pamKax coTpyfHHUYECTBA B COOTBETCTBUH C HacTosAUM CornanieHineM
CTopoHBI He oCyLIecTBIAIOT 00MeH HH(OpMalHel, KoTopast COrIacHo
3aKOHOJATeNbCTBY ToCcyAapcTBa M000i 13 CTOPOH OTHOCHTCS K TOCYAapCTBEHHOI
TaifHe U (WJIHM) rocyapcTBEHHBIM cekpeTaM. [lopsanok mepegaun u obpalieHus ¢
nono6Ho# nHPOpManueil, KOTOpas B KOHKPETHBIX CIYYasX MOXKET CUMTAThCS
HeobXxoauMoit Juis neneil ucnonHeHus HacTosAmero CornameHus, peryaupyercs Ha
OCHOBaHHH U Ha YCIOBHAX COOTBETCTBYIOIIUX A0T0OBOPOB Mexkay CTopoHaMU.

3. CropoHB! 00ecneunBalOT HA/UIEXKAIYIO 3aIIUTY TIepeaBaeMoil 1iu
C037aBaeMOi B X0/I€ COTPYAHHYECTBA B paMKax HacTosmero Cornamenus
uH(OpMaLuy, He OTHOCAIIEHCS B COOTBETCTBUHU C 3aKOHOATeIbCTBOM
rocyaapctsa 060# u3 CTOpOH K rocyJapCTBeHHOH TaiiHe 1 (1iH)
rOCyAapCTBEHHBIM CEKPEeTaM, OCTYI K KOTOPOil ¥ pacIpoCTpaHeHHue KOTOPoi
OTPaHUYEHbl B COOTBETCTBUHM C 3aKOHOJATENbCTBOM U (MIIH) COOTBETCTBYIOIIUMH
HOPMaTHUBHO-TIPAaBOBBIMH aKTaMHU rocygapcTsa 1060 u3 CTopoH.

3amura Takoil HHGOPMAIMH OCYIIECTBIAETCS B COOTBETCTBUH C
3aKOHOJATeIbCTBOM H (WMIIM) COOTBETCTBYIOIMMH HOPMATHBHO-IPaBOBBIMH
aKTaMu rocynapctsa nonydatomeit Ctoponsl. Takas nHdopMarus He
packphIBaeTCs U He mepeaercs 0e3 mucbMeHHoro cornacus CTOpOHS,

SBIIIOMENCS HCTOUHUKOM TON HHPOPMALUH.
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Taxas nH(popMaIust 10IKHBIM 00pa3oM 0003HauaeTCs B COOTBETCTBUH C
3aKOHOJATeIbCTBOM H (MJIH) COOTBETCTBYIOIMMH HOPMATUBHO-IPaBOBBIMH

akTamu rocynapcts CTOpoH.
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Cratbs 7

duHancupoBaHue

1. CTOpoHBI caMOCTOSTENLHO HECYT PACXOJIBI MO YUACTHIO UX
TPEACTABUTENEH U IKCTIIEPTOB B COOTBETCTBYIONIMX MEPOTIPUATHSAX 11O
HCIOIHEHHIO HacToAmero Cornamenus.

2. B oTHOLIEHUHU MTPOYNX PACXOIO0B, CBA3AHHBIX C UCTIONTHEHUEM
Hactosimero Cornamenus, CTOpOHBI B KaKA0M OTIENBHOM CIy4ae MOTYT
COTJIACOBBIBATh MHOM MOPAOK (PUHAHCUPOBAHUS B COOTBETCTBHHU C

3aKOHOZATeNbCTBOM TocyAapcTB CTOPOH.

Cratbs 8

OTHOWIEHHE K JPYTUM MeKAYHAPOIHBIM 10T0BOPaM

Hacrosimee Cornaimenue He 3aTparuBaet mpas 1 0053aTeNbCTB KaxX 01 U3
CTOpOH 10 APYTHM MEXAYHAPOJHBIM JOTOBOPAM, YUaCTHHUKOM KOTOPBIX SBJIAETCS

€€ TOCYIapCTBO.

Cratbs 9

Paspemenne cuopos

CTOpOHbI pemaroT CrOpHBIE BOMPOCHI, KOTOPBIE MOTYT BOSHUKHYTH B CBSA3U

C TOJTKOBAHUEM WJIM TPUMEHCHUEM MOJIOKEHU I HacToALICTrO COFHaHICHI/ISI, oyTem

KOHCYJIbTallM{l U IEPETOBOPOB.

Cratbs 10
Pabouue A3bIKH
Pabounmu f3pIKaMu pH OCYIIECTBICHUH COTPYTHUYECTBA B paMKax

HacTosuero CornameHus SBASIOTCS PYCCKUN U KUTAHCKUH A3BIKH.

Cratps 11

Jenosutapuit

Jemno3utapuem Hactosuero Cornamenus spusercs Cexperapuar
[ITanxaiickoii opraHu3aly COTPYIHUYECTBA.

[MoanuuHBIH K3eMIIAp HacTosmero Cornamenus XpaHUTCS Y
JIeTIO3UTapHs, KOTOPHIi B TeUueHHE MATHAALATH AHE ¢ JaThl €ro MoMHCaHUs

HanpaBuT CTOpPOHAM €ro 3aBepeHHbIE KOIHU.

Cratbs 12

3aKa0YHTEIbHbIE MOJI0KEHHS

1. Hacrosmee Cornanienue 3akiIo4aeTcs Ha HEONPEIENeHHBIH CPOK H



BCTYIIACT B CUJTY HaA TpI/I[LIIaTbII;’I ACHb C JaThl MOJYyUYCHUS NCTO3UTAPUEM

YeTBEPTOrO YBEAOMICHHUS B MUCbMEHHOH GopMe o BeimonHeHnn CTopoHaMu

BHYTPUTOCYAAPCTBEHHBIX IPOLEAYP, HEOOXOAUMBIX JUIS €r0 BCTYIICHUS B CUILY.

Jnsg CTOpOHBI, BEITIONHUBIIEH BHYTPUTOCY AaPCTBEHHbBIE IPOLEYPHI O3HEE,
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HacTosuee Cornanenne BCTYaeT B CHTy Ha TPHALATHII JeHb ¢ AaThl HOTy4eHHS
JIeTI03UTaPHEM COOTBETCTBYIOIIETO YBEOMICHNUS.

2. CTopoHBI MOTYT BHOCUTh H3MEHEHHS B HacTosmee Cornaniexue,

KOTOpBIE 10 B3aUMHOMY cornacuio CTopoH ohopMIIOTCS OTAETbHBIM
IPOTOKOJIOM.

3. Hactosmee Cornamenue He HapaBIeHO NPOTUB KAKUX-THOO

rOCyapcTB M OpraHU3alHil i IOCTIe ero BCTYIUICHHUS B CIIIY OTKPBITO A/
IPUCOEAUHEHHUS IF0O0T0 TOCYAAPCTBA, Pa3AEIIAIOMIEro el U IPUHIUIIBI
Hactosuero Cornamenus, myTeM MNepefayn IeNo3UTapHI0 JOKYMEHTa O
npucoeanHeHu . I IpucoeAnHsIomerocs rocyiapcta Hacrosuiee Cornanenue
BCTYIAeT B CHITY [0 HCTEUEHUU TPUALATH JHEH ¢ JaThl ONYUeHHUs JETO3UTapUEM
TOCNIEHEr0 YBEAOMIEHHS O COTIaCHHU Ha TaKoe NMPHUCOeJUHEHNE MOAMUCABIINX ero
U TIPUCOEAMHUBIINXCS K HEMY TOCYHApCTB.

4. Kaxpas u3 CTopoH MoxeT BbliiTH U3 HacTosmero CornameHus,

HanpaBuB JIEMO3UTAPHUIO B MUCbMEHHOH (hopme yBejoMIIeHHEe 00 ITOM He MeHee
4eM 3a JIeBAHOCTO JHEH [0 IpeanonaraeMoll 1atsl Bbixoza. Jenosutapuit
U3BEI[aeT 0 TakoM HaMepeHuu Apyriue CTOPOHB! B TeUeHHEe TPUALATH JHEH ¢ JaThl
MOJTy4eHHS TAKOTO YBEIOMICHHS

5. B cnyuae mpekpanieHus aeiictBus Hactosuero Cornamenus CTOpOHBI
IPUHUMAIOT MEPbI JUIS IOJTHOTO BHITIONHEHHU 0043aTeIbCTB MO0 3aI[UTe
nH(OpMaluy, a TAKKE paHee COTIACOBAHHBIX COBMECTHBIX paboT, IPOEKTOB
HHBIX MEPOIPUATHIl, OCYIECTBIIEMbIX B pamKkax CornameHus 1 He 3aBepIICHHbIX
K MOMEHTY HpekpanieHus jgeiicTus CornaureHus.

Cosepureno B ropoae Exarepun6ypr 16 urons 2009 roga B oqHoM

MOATHHHOM 3K3EMILIIPEe Ha PYCCKOM U KHTaiiCKOM f3bIKax, IpuueM 00a TexkcTa
HMEIOT OJAMHAKOBYIO CUIY

(mogmucwu)
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[MTPUJIOXKEHUE 1

k CornameHuto Mexy IpaBUTENbCTBAMHU rocyaapcTB—uneHoB lllanxaiickoil opranuzamuu
COTpPYIHHYECTBA O COTPYAHUUIECTBE B 001acTH 00eCTIedeH s MEXAYHAPOAHOH HH(POPMALHOHHOI
Oe3omnacHoOCTH

I[TEPEYEHD
OCHOBHBIX MOHATHIi B 00.1acTH 00ecedeHHs] MeAKAYHAPOAHOM

HH(popManHoHHOH Ge30macHOCTH

«MHdopMaIoHHas 6€30MaCHOCTE» — COCTOSHUE 3aIIUIIEHHOCTH

JUYHOCTH, 00IecTBa H TOCYAApPCTBA U UX HHTEPECOB OT YTPO3, JECTPYKTHBHBIX U
MHBIX HETaTHUBHBIX BO3EHCTBHUI B HHPOPMALOHHOM IIPOCTPAHCTBE;
«nH(OpMaLHOHHAs BOHHA» — MPOTUBOOOPCTBO MEKIy ABYMS HiH Oonee
rocyapcTBaMi B HHYOPMALMOHHOM ITPOCTPAHCTBE C LIEJIbI0 HaHECEHHS yiepha
NH(GOPMALHOHHBIM CHCTEMAM, TIpoLeccaM U pecypcaM, KpUTUUECKH BaXKHBIM U
JPYTHM CTPYKTypaM, OAPbIBA IIOJIUTUYECKON, SKOHOMUYECKON U COLUATBHON
CHCTEM, MaCCHPOBAHHOM IICHXOJIOTHYeCKOH 00pabOTKY HACENEHUS I
JecTabunu3anuy 00IecTBa U rOCy1apcTBa, a TAkKe MPHHYKACHHS TOCYJapcTBa K
IPUHATHIO PEIICHUH B HHTEpecax MPOTHBOOOPCTBYIOLIEH CTOPOHBI,
«uH(popMaLoHHas HHYPACTPYKTYpa» — COBOKYIHOCTb TEXHHYECKUX

CPEACTB U cucTeM (OpMHUPOBaHU, CO3aHHUs, Tpeodpa3oBaHus, mepefain,
HCTONB30BAHUS U XpaHEHHUS HHPOpMaLHy;

«HH(QOPMALIOHHOE OpYyXKIe» — HH(POPMALUOHHBIE TEXHOIOTHH, CPECTBA

1 METO/[bl, IPUMEHsIEMBIE B LeNIAX BeCHHA HHPOPMALMOHHOI BOHHBI;
«HH(OPMaLMOHHAS NPECTYyIHOCTbY) — UCIO0Jb30BaHHE HHYOPMAL[OHHBIX
pecypcoB u (1nH) Bo3/ieiCTBHE HAa HUX B HH(POPMALMOHHOM IIPOCTPAHCTBE B
IPOTHBOINPABHBIX IEISX;

«HH(OPMALIOHHOE IPOCTPAHCTBO» — cepa JesTeNbHOCTH, CBSI3aHHAs C
(opMupOBaHHeM, co31aHKHEM, IPeoOpa3oBaHUEM, iepeaadei, HCIIONb30BaHIEM,
XpaHeHHeM MH(pOpPMaINK, OKa3bIBAIOIIAs BO3/EIICTBYE, B TOM YHCHIE HA
MHIMBHUIYaJbHOE U 00IIECTBEHHOE CO3HAHNE, HHPOPMALMOHHYIO HHPPACTPYKTYPY
¥ COOCTBEHHO HH(POPMALIHIO;

«MH(pOPMALMOHHBIE pecypchl»y — HHOPMALHOHHAs HHPPACTPYKTYpa, a

TaKke cOOCTBEHHO HH(MOPMALHS U ee TOTOKY;

«HH(GOPMALMOHHBIN TEPPOPU3MY» — UCIONB30BaHHE HHYOPMALHOHHBIX
pecypcoB u (1iH) Bo3/ieiCTBHE HAa HUX B HH(POPMALMOHHOM IIPOCTPAHCTBE B
TEPPOPHCTHIECKUX LENAX;

«KPUTUYECKH BaXKHBIE CTPYKTYPBI» — OOBEKTHI, CHCTEMBI M HHCTUTYTHI
rocyaapcTBa, BO3AEHCTBIE HAa KOTOPBIE MOXKET HMETh MOCIEACTBUS, IPSIMO
3aTparuBaollye HAlMOHAIbHY0 0€30MaCHOCTh, BKI0Yas 0€30MaCHOCTS THYHOCTH,

ofmecTBa 1 rocy1apcTBa;
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«MEXyHapoHas HHYOpPMALMOHHAs 0E30MaCHOCTb) — COCTOSHHE
MesKIyHapOAHBIX OTHOIIEHUH, HCKIIIOYAIOIee HapylIeHne MUPOBOH CTaOUIEHOCTH
1 CO37laHKe YTrPo3bl 0€30MaCHOCTH TOCYAapCTB U MUPOBOTO COO0IIECTBA B

NH(OPMaLOHHOM IPOCTPAHCTB
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«HETPaBOMEPHOE HCIOJb30BaHNE HHPOPMALMOHHBIX PECYPCOB) —
HCTONb30BaHNE HH()OPMAIL[MOHHEIX PECypCcoB 6e3 COOTBETCTBYIOIIHX MIPAB UIH C
HapyLIeHHEM yCTaHOBIEHHBIX IPABUI, 3aKOHOAATENbCTBA TOCyAapcTB CTOPOH
1160 HOPM MEXIYHapOLHOTO TPaBa;

«HECAHKIMOHUPOBAHHOE BMELIATENBCTBO B HH(POPMAIL[HOHHBIE PECYPCH»

— HempaBOMEpHOE BO3/eHCTBHE HA IPOLeCCHl (OPMUPOBAHNS, CO3AAHHUS,
o0pabotku, mpeobpa3oBanus, Nepeadn, UCIOIb30BaHNs, XPAaHEHHS HHPOPMALHY;
«yrpo3a HH(pOpMaIMOHHOH! Oe30macHOCTU» — (aKTOPbI, CO3A0IIIE

OMaCHOCTb AJid INYHOCTH, 06HICCTB21, TocyaapCTBa U UX UHTEPECOB B

[MPUJIOKEHME 2

k CornameHuto Mex1y IpaBUTENbCTBAMHU rocyaapcTB—uieHoB lllanxaiickoil opranuzamuu
COTPYIHHYECTBA O COTPYAHUUIECTBE B 001acTH 00eCTIedeH s MEXAYHAPOAHOH HH(POPMALHOHHOI
Oe3omnacHoOCTH

[IEPEYEHb
OCHOBHBIX BH/IOB YIP03 B 00,1aCTH MeXAyHAPOAHOIl HHPOPMALHOHH O

6630HaCHOCTH, HX HCTOYHUKOB U MPU3HAKOB

1. PazpaboTka u npuMeHeHne HHPOPMALHOHHOTO OPYXKUs, IOATOTOBKA H
BeleHHEe HH)OPMAIL[IOHHON BOMHEL.

M cTOYHMKOM 3TOH YIpO3bl ABIAIOTCS CO3aHUE U PA3BUTUE

HMH(GOPMALHOHHOTO OPYXKHS, IPEACTABIAIONIEr0 HEIOCPEACTBEHHYIO yIPO3y s
KPUTHYECKU BaXKHBIX CTPYKTYp FOCYAApPCTB, YTO MOKET IPHBECTU K HOBOI IOHKE
BOOPYKEHHUH U MpeJcTaBIsAeT IMaBHYyI0 yrpo3y B 00J1acTH MeXAyHapOHOH
nH(OpMaLHOHHOH 6€301acHOCTH.

Ee npusHakamu ABIAI0TCSA NIPUMEHEHHE HHPOPMALHOHHOTO OPYXKHS B

IeJIAX MOATOTOBKY U BeACHHA HHPOPMALOHHOI BOIHBI, a Tak)Ke BO3AEHCTBHS Ha
CHUCTEMBI TPAHCTIOPTHPOBKY, KOMMYHUKAIUH U YIPaBIEHHS BO3IYIIHEIMH,
IPOTHBOPAKETHBIMU U APYTHUMHU BHIAMH 00BEKTOB 000POHEL, B pe3yIbTaTe Uero
rOCyAapcTBO YTPAuMBaeT CIOCOOHOCT 00OPOHATHCS MEPE]] THI[OM arpeccopa u He
MOKET BOCIIOJIb30BAThCS 3aKOHHBIM [IPABOM CaMO3AIHUThL; HAPYLIECHUE
(yHKUMOHHpOBaHUS 00BEKTOB HHYOPMALMOHHON HHPPACTPYKTYPEI, B Pe3yIbTaTe
4ero Napanu3ylTcs CUCTEMBI YIPABICHHUS U IPUHATHS PELICHH B rOCy1apcTBaXx;
JIeCTPYKTUBHOE BO3/1€HCTBUE HA KPUTUYECKU BAKHBIE CTPYKTYPEL.

2. NudopMaIOHHEI TeppopU3M.

M cTOYHMKOM 3TOH YIpO3bl ABIAIOTCSA TEPPOPUCTHUECKUE OPTraHU3ALUU U

JULA, IPUYACTHBIE K TEPPOPUCTUYECKOM JEATENBHOCTH, OCYIECTBIAIONE
IPOTHBOINPABHBIE JEHCTBYSA OCPEACTBOM HIU B OTHOLIEHHU HH(YOPMALHOHHBIX
pecypcos.

Ee npu3nakamu SBISIOTCS UCTIOJIb30BaHIE HH)OPMALMOHHBIX CETeil

TEPPOPUCTHYECKUMH OPraHU3aUUAMHU JUI OCYLIECTBIECHUS TEPPOPUCTUUECKOH
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JesATEeNbHOCTU U NPUBJICUEHNUS B CBOM PAIBI HOBBIX CTOPOHHUKOB; AECTPYKTUBHOE
BO3/IeHCTBHE HA HHPOPMAIIMOHHBIE PECYPCHI, TPUBOALICE K HAPYLICHUIO
00I11eCTBEHHOT0 TTOPSIKA; KOHTPOIUPOBAHNE UITH OIIOKUPOBAHHE KAHANOB
nepefayu MaccoBoil HHGOpMaLKK; UCTIONb30BaHUE ceTu MHTepHeT Hu ApyTHX
HMH(GOPMALMOHHBIX ceTell AN Npomaras/bl TePpOpU3Ma, CO3AaHUA aTMOCHEpH
CTpaxa 1 MaHUKH B 00IecTBe, a TAK)KE UHbIE HETaTHBHBIE BO3EHCTBUA HA
MH(pOPMALOHHBIE PECYPCHI.

3. NUudopmalmoHHast IPECTyIHOCTS.

M cTOUHNKOM 3TOH yrpo3sl ABIAIOTCS JIUIA UM OPraHU3alHH,

OCYIIECTBIAIONINE HEMPAaBOMEPHOE HCIIONB30BAHNE HH(HOPMALIMOHHEIX PECYPCOB
WM HECaHKI[MOHUPOBAHHOE BMEIIATENBCTBO B TAKHE PECYPCHI B IPECTYIHBIX

oeaax.
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ANNEX 4:
Agreement between the Governments of the Member States of the Shanghai Cooperation

0 . L .
rganization on Cooperation in the Field of International Information Security

I}

y and possible cooperative measures to address them, as well

as the concepts referred to in paragraph 2 above, and to submit

. a;epor; on the results of this sludy to the General Assembly at its
sixty-fifth session; ;

B, ,ecldgs 1o include in the provisional agenda of its sixty-
fourth session the item entitled “Deveiopments in the field of in-
formatlon and telecommunications in the context of international
security”,

i 61st plenary meeting
2 December 2008

i
= . AGREEMENT
! between the Governments :
‘ofithe Member States of the Shanghal Cooperation
3 Organization
i on Cooperation in the Field of International
Information Security

i Unofficial translation
The Governiments of the Member States of the Shanghai Co-
operation Organization hereinafter referved to as the Parties,
Noting considerable progress in the development and intro-
duction ol newinformation and communication technologies and
means shaping the global information space. ,

Exptessing concern about the threats posed by possible use

ol such technologies and means for the purposes incompatible
with eljsuring intemational security and stability in both civil and
military spheres, :

Aﬂaphing greatimportance (o international information secuti-
ty as dne of key elements of the system of inlemational security,

Cotlvinced that further enhancement of confidence and -

slrengtihening of interaction between the Parties in the field of
ensuring international information security are urgently needed
fve the interests of the Parties,

isidering the important role of information security in the fi-
suring human and civil rights and fundamental freedoms,
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Considering the resolutions of the UN Geneyal Assembly "De-
velopments in the field of information and telecommunicalions in
the context of international security”, .

Striving to curb international information security threals, ensure
the information security interests of the Parties and create aninlema-
tional informalion environment of peace, cooperation and harmony,

Wishing to establish a fegal and organizational fravnework for
cooperation between the Parties in the field ol ensuring interna-
tional information security,

Have agreed as follows:
Article 1
General Terms
-For the purpose of interaction between the Parties in the impte-
méntation of this Agreement, the basic terms shall be used which
are listed in Annex 1 (List of Basic Terms in the Field of Internatio-
nal Information Security) that is anintegral part of this Agreement.
. Annex 1 may, as necessary, be supplemented, amended and
updated as agreed by the Parties.
Atticle 2 Y
Main Threats in the Field of Ensuring International {nformation
Security :
in the process of cooperation in accordance with this Agree-
ment the Parties shall proceed from the assumption that theve
are the following main threals in the field of ensuring inter natio-
nal information security: X
1) Deyelopment and use of information weapons, prepara-
tion for and waging information war,
2) Information terrorism;
3) Information crime;

4) Useofthe dominant position in the nformation space to

the detriment of the interests and security of other Slates;

.5) Dissemination of information harmful fo sacial and polili-
cal, social and economic systems, as well as splvitqu.moraI and
cultural spheres of other States;

6) Naturaland/or man-made threats lo safe and stable ope-
ration of global and national information infrastructures.

The agreed understanding by the Parties of the essence of
major threats listed in this Article is provided in Annex 2 (List of
Major International information Security Threats, their Sources
and Attributes) that is an integral part of this Agreement.

Annex 2 may, as necessary, be supplemented, amended and
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updated as agreed by the Partles.

Article 3

Maih Areas of Cooperation

Taking into account the threats under Article 2 of this Agree-
menl, {he Parties, their authorized representatives and compe-
tent authorities of the States of the Parlies that are specified un-
der Article 5 of this Agreement shall cooperate in ensuring inter-
national information security in the following main areas:

1) lidentifying, agreeing and implementing necessary col-
lective [neasures in the lield of ensuring intemnational information
security;

2) ;establishing a syslem to monitor and jointly respond to
threals emerging in this area;

3) ielaborating collective measures regarding development
ol norips of international law to curb proliferation and use of in-

10rm'a1§on weapons that endangers the defensive capability, na-

tional and public security; )

4) jcountering threals of using [CTs for terrorist purposes;

5) | countering information crime;

6) : conducting examination, research and assessmentin the
field of ensuring information security that is necessary for the
purposes of this Agreement;

7) |assisting secure and stable functioning and internationa-
Iizalion{ of global Intermel governance; .

8) : ensuring information security of crilical structures of the
States]of the Parties: -

" 9) i elaborating and implementing joint confidence-building
measyres to ensure intemational information security,

10)| efaborating and implementing coordinated policies and
organizational and lechnical procedures for using the electro-
nic digdital signature and information protection in t(ans-border
informiation exchange; : ;

11) information exchange on legislation of the Slates of the
Parties on issues of ensuring information security; ’

12) improving the intemational legal base and practical
mechanisms of cooperation among the Parties in ensuring in-
ternal’onal information security; :

13} creating conditions for interaction among the compe-
tent a%nhorilies of the States of the Parties in order to imple-
ment lhis Agreement; :

l4)f interacting within the framework of international organiza-
tions and forums on ensuring international information security;
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15) exchanging experience, {raining of specialists, holding
working meetitigs, conferences, seminars and other forums of
authorized representatives and experts of the Parties in the fi-
eld of information security; )

16) information exchange on issues concerning implemen-
tation of cooperation in the main areas listed in this Article.

The Parties or the competent authorilies of the States of the Parti-
@s may determine other areas of cooperation by mutual agreement.

Article 4 . .

General Principles of Cooperation *

1. The Parties shall cooperate and act in the intemational in-
formation space within the framewaork of this Agreement in such
a way that these activities contribute to social and economic de-
velopment and comply with maintaining international ‘security
and stability, generally recognized principles and norms of inter-
national law, including the principles of peaceful setitement of
disputes and confiicts, non-use of force, non-intetference inin-
ternal affairs, respect for human rights and fundamental free-
doms and the principles of regional cooperation and non-intesf-
erence in the information resources of the States of the Parlies.

2. The activities of the Parties within the framework of this Ag-
reement should be compatibie with the right of each Parly to se-
arch, obtainand disseminate informnation given that this right canbe
restricted by law in order ta protect national and pulblic security.

3. Each Party shall have equal rights to protect the informa-
tion resources and critical structures of their Stales from ifficit use
and unauthorized interference, including information attacks.

Each Party shall not cany out such actions against another Party
and shall assist other Pariies in exercising the above-mentioned right.

Article 5

WMain Forms and Mechanisms of Cogoperation

1. Within 60 days after the date on which this Agreement has
entéred into force, the Parties shall exchange data, througha de-
pasitary, on the competent authorities of the States of the Parli-
es responsible for implementing this Agreementand channels of
direct information exchange on specific areas of cooperation.

2. in order to review the implementation of this Agree-
ment, information exchange, analysis and joint dssessment of
emerging threats to information security, as well as to determi-
né, agree and coordinate joint response measures, the Parti-
es should hold regular consultations between the aulhorized
representatives of the Parties and competent authorities of the
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Heg Igar consultations shall be usvally held, as agreed by
the Parties, once in six months at the Secretariat of the
Shanghai Cooperation Organizatlon or in the territory of the
State of one of the Parties at its invitation. :

Any _ol the Parties may initiale extraordinary consultations
proposiig the time, venue and agenda for subsequent appro-
val tgy qll the Parlies and the Secretarial of the Shanghai Coop-
erattor1 Organization, s

) .3‘ ‘The Parties may engage in practical inleraction in spe-
cific a[eas of cooperation pravided for by this Agreement
throug h the competent authorities of the States of the Parties
responisible for Implementing this Agreement. '

4; £ order to lay the legal and organizational foundation for

States jf the Parties (hereinafter - consuitations).

cooperation in specific areas, the competent authorities of the Sta-’

tes of the Parties may conclude appropriate inleragency treaties.

Arti¢le 6
Pr(;?ection of Information
. 1. ,lThis Agreement shali nol oblige the Parties to provide
information within the framework ol cooperation in accordance
yvilh this Agreement and shall not provide hasis for transferring
- information within the framewaork of this cooperation if the dis-
closuré of such information might damage national interests.

2. |Within the framework of cooperation in accordance
with this Agreement, the Parlies shall not exchange informati-
on lha(l constitutes State secret and/or State secrets by law of
the Stqle of any of the Parties. The procedures of transferring
and prpcessing such information that may be considered ne-
cessaVE in certain cases for implementation of this Agreement
shall be regulaled subject to lhe terms and conditions of rele-
vanl treaties signed between the Parties. )

3. iThe Parlies shall ensure appropriate prolection of the
Intorrn%lion transterred or generated in the course of coopera-
tion within the framework of this Agreement, that shall not con-

stitute:Stale secrel and/or State secrets according to the fegi-

slatlori of any of the States of the Parties, access and dissemi-

nation| of which are reslricted according to the legislation
and/dj relative regulations of arny of the States of the Parties.
information shall be protected according to the legislation
; relevant regulations of the State of the receiving Party. Such
informa tion shall not be disclosed or fransferred without the writlen
conselr of the Party, which is the source of this infoimation.
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Such information shall be property designated in accordance with
the legistation and/or relevant regulations of the States of the Parties.

Article 7 . .

Financing

1. The Parties shall independently bear the costs of parti-
cipation of their representaiives and experts in relevant activi-
ties relating to the implementation of this Agreement,

2. As for other costs of implementation of this Agreement,
the Parties may agree upon other tinancing procedures in
each particular case in accardance with the legislation of the
States of the Parties.

Article 8 .

Relationship to other International Treaties

. This Agreement shall not affect the rights and abligations of
edch of the Parties under other international Treaties o which
their States are parties to. ‘

Article 8

Settlement of Disputes

.Disputes that may arise out of interpretation or application
of the provisions of this Agreement shall be settled through
cansultations and negotiations. :

" Article 10

Working Languages : . :

The working languages for cooperation under this Agree-
ment shall be Russian and Chinese. i -

Article 11 :

Depaositary )

The Depositary of this Agreement shall be the Shanghai Co-
operation Organization Secretariat. .

The original copy of this Agreement shall be deposited with

" the Depositary that shall, within fifteen days following the date

of its signature, send its certified copies to the Parties.

Ardicle 12

Final Provisions

1. This Agreement shall be concluded for an indefinite pe-
riod of ime and enter Into force on the thirtieth day following the
date of receiving by the Deposilary of the fourth written nolifica-
tion on the completion by the Parties of respective internal pro-
cedures necessary for its entry into force. For the Party that has
completed its domestic procedures afterwards, this Agreement
shall come into force on the thirtieth day from the date of recei-
ving by the Depositary of the appropriate notification.
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2. e Parties may amend this Agreement, which shall be for-
malizedj by mulual consent of the Parties, in a separate protoco!.

a. jr_his 'Ageement is not direcled against any other States
or organizations and upon its entering into force shall be open for
‘accessipn by any State that shares the goals and principles of
this AQrEerpenl, by depositing of the document of accession with
the Degositary. For the acceding Slate, the present Agreement
shall come into force on the thirtieth day following the date of re-

ceiving |by the Depositary of the last notification of consent to -

such adcession of both the signatory and acceding States.

- 4. Each Party can withdraw from this Agreement, by sen-
- ding lo !he'Deposilary a written notification of its intention no
less than ninety days before the expected date of withdrawal.
The !)e sitary shalf inform other Parties of this intention with-
in thirly days from the date of receipt of such nofification.
. §. Incase of terminationof this Agreement the Parties shallun-
deﬂaka measures to fulfill their obfigations on information security

completely, as wel as earfier agreed joint efforts, projects and other
m es camied oul under this Agreemenl and that have not been
accomplished by the moment of the termination of this Agreement.
pone al Yekaterinburg on 16 June 2009ina single original co-
pyin Rstian and Chinese, both texis being equally authentic.
' °

Far the Government
of the Republic of Kazakhstan

For the Government
of the People’s Aepublic of China

For the Government
of the Kyrgyz Republic

For the Govemment
of the Russian Federation

. For the Government
of the Republic of Tajikistan

of the Republic of Uzbekistan
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For the Government .

ANNEX 1
to the Agreement between the Governmenls
of the Member Slates of the Shanghai
Cooperation Organization on Caooperation
in the Field of International Information Security

usTt

of basic lerms in the field of international information se-
curity

"Information security” - security of the individual, socie-
ty, stale and their interest from lhreats, destructive and

. other negative impacts in the information space;

- "Information war” - confrontation between two or more

stales in the information space aimed at damaginginforma-

tion systems, processes and resources, critical and other
structures, undermining political, economic and social sy-
stems, mass psychologic prainwashing lo destabilize soci-
ety and stale, as well as to force the state to taking deci-
sions in the interest of an opposing party; i

“information infrasiructure” - array of technical means
and systems to generate, transform, transfer, use and sto-
re information; .

"Intormation weapon™ - informallon iechnologles, ways
and means of waging an information war,

“Information crime” - use of and/or attack on informati-
on resources in the information space for illegal purpases;

“Information space” - field of activities related to genera-
ting, transforming, transferring, using and sloring informa-
tion which influences, in particular, individual and public
mind, information inlrastructure and information as such,

“Information resources” - information inlrastructure, as
well as information as such and its flows;

“Information lerrorism” - use of and/or attack on infor-
mation resources in the information space for terrorist pur-
poses; .

“Critical structures” - public facilities, syslems and insli-
tutions attacks on which may cause consequences direclly

- affecting national security, including that of the individual,

society and state;
“International information security” - international rela-
tions environmenl which rules out violating world stability
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and threatening the security of states and world cotmmuni-
ty in the information space;

Unlawful use of information resources” - use of informa-
tion (eﬁources withoul relevant rights or in violation of the
;):ftmq rules and laws of states or norms of inlernational

"U"naulhorized }nterfe_rence with the information resour-
ces ” - _unlawful impact on the processes of generating,
progessing, transforming, transferring, using and storing
information;

Information security threat” - factars which pose a thre-

atto th}a individual, society, state and their interest in the in-
formation space.

|

i ANNEX 2
: 1o the Agreement between the Governments
i of the Member Slates of the Shanghai
. Cooperation Organization on Cooperalion
in the Field of International Information Security
‘ HsT
of Major International Information Security Threats,
their Sources and Attribules '
1. Developmenl and use of information weapons, pre-
paring and waging information war.
Thisithreat emanates from creating and developing in-
formatibn weapons that pose an immediate danger to crit-
ical structures of States which might lead to a new arms ra-

ce and represenls a major threal in the tield of international -

information security. )

Amchg its characlerislics are the use of information we-
apons !o prepare and wage information war, and impact
transppriation, communication and air control systems,
missild|defense and other types of defense facilities, as a
result ¢f which the Slate looses ils defense capabilities in
the face of aggressor and fails to exercise ils legitimate
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right to self-defense; breaching information infrastructure
operation, which leads lo the collapse of adminisirative and
decision-making systems in the States; and deslructive im-
pact on critical structures.

2. Information terrorism.

This threat emanates from lesrorist organizalions and in-
dividuals involved in terrorist activities acting untawfully
through informalion resources against regarding them.

it is characterized by the use of information nelworks by
terrovisl organizations to carry out terrorist activities and
recruil new supporters; destructive ifmpact on information
resources leading to disruplion of public order; conirol or
blocking of mass media channels; use of the Internel or
other information netwarks for terrorist propaganda, crea-
ting an atmosphere of fear and panic in the society, as well
as olher negative impacts on the information resources.

3. Information crime. ; :

The soutces of this threat include individuals or organi-
2ations involved in the unlawful use of information resour-
ces or unauthorized interference in such resources for cri-
minal purposes. . "

it is characterized by breaching information systems to

compromise information integrity, accessibility and confi-
dentiality; deliberate production and dissentination of com-

puter viruses and other malicious programs; DoS-attacks -

(denial of service) and other negative impacts; damage to
information resources; violation of legitimate rights and fre-
edoms of citizens in the information sphere, inciuding intel-
lectual properly and privacy, use of information resources
and methods in order to commit such crimes as fraud,
theft, extortion, smuggling, illicit drug trafficking, distribu-
tion of child pornography, etc..

4. Use of dominant position in the information space
to the delriment of the interests and security of other coun-
tries. :

The sources of this threat include the uneven develop-
ment of information technologies in various states and the
exisling trend to increase the "digital gap” between the de-
veloped and developing countries. A number of states that
have advantages in ihe development of information techno-
logies deliberately constrain the developmeni of other
countries and access to information technologies, which
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-creales a serious danger for the states with insufficienl in-
formation potential.

It i_{s characterized by monopolization of production of
software and hardware of information infrastructures, limi-
tatim'r; of slate parlicipation in international information
lechnplogy cooperation which hampers their developmenlt
and increases the dependence of these countries from the
more|developed states; embedding of hidden options and
funct;ons into the software and hardware supplied to other
countries in order to control and influence information res-
ources and/or critical structures of these cauntries; control
and monopolization of the market of information technolo-
gies and products to the detriment of the interests and se-
curity of the States. i

5. . Dissemination of information harmful to the socio-
political and sacio-economic systems, spititual, moral and
cultural environment of other States.

This threat emanales from states, organizations, groups
of pebple or individuals that use the information infrastruc-
ture to disseminate information harmful to the socio-politi-
cal and sacio-economic systems, spiritual, moral and cul-
tural knvironment of other States. Ik

it is characlerized by the appearance and replication of
inforgnation in digital (radio and television) and other mass
medii, on the Internet and other information exchange net-
works that:

distorts the perception of tive politicai sysiem, social or-
der, domestic and foreign policy, important political and
social processes in the State, spiritual, moral and cultural
values of its population; - :

prbmotes the ideas of terrorisim, separalism and extre-
mismi;

stirs up inter-ethnic, interracial and inter-confessional
hostility. i

6. Natural and/or man-made threats to safe and stable
operiation of global and nalional information infrastructu-
res. ;

THese threats emanate from natura! disasters and other
dangderous natural phenomena, as well as man-made disa-
sters that occur suddenly or as a result of a long process
that kan cause large-scale impact on the informaltion res-
ource$ of the State.
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They are characterized by disruption o!'operalion of in-
formation infrastructure facilities and, as’a consequence,
destabilization of critical structures, slate management and
decision-making systems, which directly affects state and
social security.
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Annex 5 — U.S. Agreements By Type

agreement_name agreement_t | agreemen | agreement_signatories agreement_summary source Combo53
ype t_date
Technical Policy, 02-Oct-16 | Albania, Austria, Slovakia, Slovenia, Improve cyber incident ~ CERT to
Agreement Between | Cyber Spain , Sweden, Turkey, United prevention, detection and CERT
NATO Computer Operations Kingdom of Great Britain and response; EU has been
Incident Response Northern Ireland, United States of observing the NATO annual
Capability (NCIRC) America, Belgium, Bulgaria, Canada, cyber defense exercise, Cyber
and the Computer Croatia, Cyprus, Czech Republic, Coalition
Emergency Denmark, Estonia, Finland, France,
Response Team EU Germany, Greece, Hungary, Iceland,
(CERT-EU) Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands,
Norway, Poland, Portugal, Romania
NATO Cyber Information | 08-Jul-16 | Albania, Slovakia, Slovenia, Spain , Enhance cyber defenses and http://www.nato | Government
Defense Pledge Sharing, Turkey, United Kingdom of Great national infrastructures; Work .int/cps/en/nato | to
Policy, Britain and Northern Ireland, United with EU and other allies to ha/official texts | Government
Cyber States of America, Belgium, Bulgaria, | enhance cyber defense 133177.htm
Exercises, Canada, Croatia, Czech Republic, cooperation; Partner with
Training, Denmark, Estonia, France, Germany, industry and academia;
Military Greece, Iceland, Italy, Latvia, Emphasize cooperation via
Lithuania, Luxembourg, Norway, education, training, exercises,
Portugal, Romania and information exchange
Defense Agreement | Military 29-Jun-16 | United States of America, Iceland Allows for DoD’s plans for the | Government
between the United defense of Iceland by military to
States and Iceland means, as well as addressing Government

“issues of mutual interest such
as cyber and maritime security,
exchange of classified
information, and others issues
as mutually determined.
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Framework for the Cyber 01-Jun-16 | United States of America, India Sharing best practices, sharing Government
United States-India | Crime, information on a real time or to
Cyber Relationship | Information near real time basis, R&D, Government
Sharing, combat cyber crime, joint
Research, training programs, facilitating
Best joint tabletop exercises.
Practices,
Cyber
Exercises,
Training
Strategic Agreement | Information | 01-Jun-16 | United States of America, France Co-develop a solution to better Industry to
between French Sharing, detect and counter cyberattacks Industry
electronics group Research in real time; aimed first at
Thales and US French infrastructure providers,
Cisco Systems then to be deployed globally
Technical Information | 29-Apr-16 | Argentina, Spain , Suriname, Address cybersecurity in critical Industry to
Cooperation Sharing Switzerland, United States of America, | infrastructure, share knowledge Industry
Agreement between Uruguay, Venezuela, Bolivia, Chile, and experiences among
the Regional Colombia, Costa Rica, Ecuador, professionals in the field to
Association of Oil, Ghana, Jamaica, Mexico, Netherlands, | reduce vulnerabilities of
Gas, and Biofuels Paraguay companies to cyber attacks,
Sector Companies build capacities for management
in Latin America of cybersecurity and the
and the Caribbean response to emergencies
(ARPEL) and the
Industrial
Cybersecurity
Center of Spain
Spain’s National Research 01-Apr-16 | Spain, United States of America Jointly run research projects on Institution to

Institute for
Cybersecurity
(INCIBE)
agreement with the
University of
Washington

cybersecurity

Institution
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APEC Policy, 01-Jan-16 | Australia, Singapore, Thailand, United | Develop and support ICT Government
Telecommunication | Research, States of America, Viet Nam, Brunei innovation, promote a secure, to
s and Information Cyber Darussalam, Canada, Chile, China, resilient, and trusted ICT Government
Working Group Operations Indonesia, Japan, Malaysia, Mexico, environment, promote regional
Strategic Action New Zealand, Papua New Guinea, economic integration, enhance
Plan Peru, Philippines, Republic of Korea, digital economy and internet

Russian Federation, Hong Kong, economy, strengthen

Taiwan cooperation
MoU between the Cyber 16-Nov- Antigua and Barbuda, Argentina, Spain | Cooperation on cybersecurity Government
Organization of Crime, 15 , Trinidad and Tobago, United States and the fight against terrorism; to
American States and | Information of America, Uruguay, Venezuela, Exchange information, develop Government
Spain Sharing, Bahamas, Barbados, Belize, Bolivia, initiatives of mutual interest,

Policy Brazil, Canada, Chile, Colombia, Costa | training, workshops, legislative

Rica, Cuba, Dominica, Dominican assistance activities,

Republic, Ecuador, El Salvador, conferences, and meetings.

Grenada, Guatemala, Guyana, Haiti, Fight against cyber crime and

Honduras, Jamaica, Mexico, cyber terrorism

Nicaragua, Panama, Paraguay, Peru,

Saint Kitts and Nevis, Saint Lucia,

Saint Vincent and the Grenadines
MoU among Hague | Research 01-Oct-15 | United States of America, Netherlands | Focus on cybersecurity research Agency to
Security Delta and development, as well as Agency
(Netherlands), business cooperation; Part of
Virginia Economic the extended program of the
Development joint Dutch-Flemish mission in

Partnership, and
Fairfax County
Economic
Development
Authority

Atlanta
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US-China Cyber Cyber 25-Sep-15 | United States of America, China Investigate cyber crimes and Government
Agreement Crime, mitigate malicious activity to
Information emanating from each country's Government
Sharing territory; refrain from

knowingly stealing intellectual

property; promote international

state cybersecurity behavior

norms; establish high-level joint

dialogue to combat cyber crime

and related issues
Joint Statement: Cyber 11-Aug- United States of America, India Increased collaboration on Government
2015 United States- | Crime, 15 cybersecurity capacity-building, to
India 4th Cyber Research cybersecurity R&D, and in Government
Dialogue combatting cyber crime.
Microsoft-Spanish Research 01-Jul-15 | Spain, United States of America Greater transparency in Agency to
National Microsoft’s Government Industry
Intelligence Center Security Program; Research to
(CNI) agreement improve security against cyber

attacks and vulnerabilities
US Trade and Research, 01-May- United States of America, Romania Romanian government launched Agency to
Development Cyber 15 a cybersecurity innovation CERT
Agency (USTDA) Operations, center (CIC) in partnership with
Public-Private Training USTDA in May 2015 to

Partnership with
CERT-RO (May
2015-present)

identify, assess and manage
cyber risks; CIC will train
personnel, test new
technologies, simulate cyber
attacks, and facilitate cross-
regional trade opportunities for
collaboration
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Assessing and Best 01-Apr-15 | Antigua and Barbuda, Argentina, Aims to assist countries in } Government
developing Practices Trinidad and Tobago, United Kingdom | understanding their priorities for to
Cybersecurity of Great Britain and Northern Ireland, | investment and development to Government
Capability Initiative, United States of America, Uruguay, respond to cyber incidents using
Norway, United Venezuela, Bahamas, Barbados, a Capability Maturity Model for
Kingdom, Belize, Bolivia, Brazil, Canada, Chile, | qualitative and quantitative
Organization of Colombia, Costa Rica, Cuba, benchmarking; Five dimensions
American States, Dominica, Dominican Republic, of the Capability Maturity
Global Ecuador, El Salvador, Grenada, Model: 1. Security strategy,
Cybersecurity Guatemala, Guyana, Haiti, Honduras, defense and resilience, 2.
Capacity Center Jamaica, Mexico, Nicaragua, Norway, | Culture and society, 3.
(GCSSC) Panama, Paraguay, Peru, Saint Kitts Knowledge development, 4.

and Nevis, Saint Lucia, Saint Vincent Law and regulation, 5.

and the Grenadines Standards, controls, and

technologies

MoU between the Information | 06-Mar- United States of America, Netherlands | Cooperating when enforcing https://www.ftc. | Agency to
United States Sharing, 15 applicable privacy laws such as | gov/system/files | Agency
Federal Trade Research, the FTC Act and the Dutch Data | /documents/coo
Commission and the | Training Protection Act, including peration agree
Dutch Data sharing relevant information ments/150309ft
Protection Authority about complaints; Facilitating cdutchcb-1.pdf

in the Enforcement
of Laws Protecting
Personal
Information in the
Private Sector

research and education about
how to protect personal
information; Aiding mutual
exchange of knowledge and
expertise between the two
entities via training programs
and staff exchanges; Informing
each other of privacy-related
developments
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Agreement between | Military 01-Jan-15 | Albania, Slovakia, Slovenia, Spain , NCIO to support Bulgaria's Agency to
Bulgarian Ministry Turkey, United Kingdom of Great NATO 2020 strategy with focus Agency
of Defense and Britain and Northern Ireland, United on Cyber Defense, automated
NATO States of America, Belgium, Bulgaria, | information services
Communications Canada, Croatia, Czech Republic, modernization, and
and Information Denmark, Estonia, France, Germany, cryptographic equipment
Organization Greece, Hungary, Iceland, Italy, acquisition services
(NCIO) Latvia, Lithuania, Luxembourg,

Netherlands, Norway, Poland,

Portugal, Romania
Estonia and Cyber 01-Jan-15 | United States of America, Estonia Advance defense industry Government
Raytheon Cyber Operations, partnerships and pursue to Industry
Agreement Military collaborative initiatives to

enhance Cyber Defense
capabilities of Estonia

Florida Atlantic Research 01-Jan-15 | United States of America, Republic of | Collaborate on the development Agency to
University and Korea of secure communications using Industry
South Korea quantum physics for
Telecom research applications in cryptology,
and education hardware engineering, and
agreement quantum computing
MoU on Cyber Cyber 01-Jan-15 | Albania, Slovakia, Slovenia, Spain , Improve and enhance Cyber Government
Defense Operations, Turkey, United Kingdom of Great Defense cooperation; cooperate to
Cooperation Military Britain and Northern Ireland, United in fighting against cyber threats Government

between NATO and
the Czech Republic

States of America, Belgium, Bulgaria,
Canada, Croatia, Czech Republic,
Denmark, Estonia, France, Germany,
Greece, Hungary, Iceland, Italy,
Latvia, Lithuania, Luxembourg,
Netherlands, Norway, Poland,
Portugal, Romania

and attacks
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Joint Cyber Crime Cyber Crime | 01-Sep-14 | Austria, Spain , United Kingdom of India to be Britain’s “trusted Government
Action Taskforce (J- Great Britain and Northern Ireland, partner” over cyber crime and to
CAT) United States of America, Canada, security; Create a joint task Government
Finland, Germany, Italy, Netherlands force to exchange and share
information about identifying
and countering threats; Police
training exchanges in cyber
forensics and other areas of
detection and enforcement;
Regular cooperation meetings
between leaders in
cybersecurity research from
academia and industry
Arrangement on the | Policy 02-Jul-14 | Australia, Singapore, Spain , Sweden, IT products and protection Government
Recognition of Turkey, United Kingdom of Great profiles that earn a Common to
Common Criteria Britain and Northern Ireland, United Criteria Certificate, based on a Government
Certificates in the States of America, Canada, Czech collaborative Protection Profile
Field of Information Republic, Denmark, Finland, France, (cPP) and Evaluation Assurance
Technology Germany, Greece, Hungary, India, Levels, can be procured and
Security Israel, Italy, Japan, Malaysia, used without further evaluation.
Netherlands, New Zealand, Norway,
Pakistan, Republic of Korea
Boeing (USA) deal | Information | 01-Jun-14 | United States of America, Italy Provide Italian government and Industry to
with Head Italia Sharing, defense customers with Industry
(Italian military Cyber advanced cybersecurity
intelligence and Operations solutions to protect critical data
telecommunications and infrastructure; Provide
supplier) training and simulation

platforms; improve information
security defense in face of cyber
attacks or natural disasters.

54




Agreement between | Cyber Crime | O1-Jan-14 | United States of America, Mexico Cooperation against cyber crime | _ Agency to
Microsoft and Industry
Mexico Federal
Police to Take
Action Against
Cyber Crime
Individual Research 01-Jan-14 | Albania, Slovakia, Slovenia, Spain , Cooperate and share lessons http://www.nato | Government
Partnership and Turkey, United Kingdom of Great learned on Cyber Defense .nt/nato_static/ | to
Cooperation Britain and Northern Ireland, United assets/pdf/pdf 2 | Government
Program between States of America, Belgium, Bulgaria, 014 05/201405
Japan and NATO Canada, Croatia, Czech Republic, 07 140507-

Denmark, Estonia, France, Germany, IPCP_Japan.pdf

Greece, Hungary, Iceland, Italy, Japan,

Latvia, Lithuania, Luxembourg,

Netherlands, Norway, Poland,

Portugal, Romania
NATO Cooperative | Cyber 01-Jan-14 | Albania, Slovakia, Slovenia, Spain , Formalizes existing partnership | Agency- Agency to
Cyber Defense Exercises, Turkey, United Kingdom of Great and the annual Cyber Defense Agency? Agency
Centre of Military Britain and Northern Ireland, United exercises (Locked Shields) Government-
Excellence Signed States of America, Belgium, Bulgaria, Agency?

Agreement with
Estonian Defense
League

Canada, Croatia, Czech Republic,
Denmark, Estonia, France, Germany,
Greece, Hungary, Iceland, Italy,
Latvia, Lithuania, Luxembourg,
Netherlands, Norway, Poland,
Portugal, Romania
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Organization of Cyber 01-Jan-14 | Antigua and Barbuda, Argentina, Promote development of } Government
American States Operations, Trinidad and Tobago, United States of | cybersecurity capabilities in the to
(OAS) and Estonia Training America, Uruguay, Venezuela, Americas to include advising on Government
MoU on Bahamas, Barbados, Belize, Bolivia, the creation of cybersecurity
Cybersecurity Brazil, Canada, Chile, Colombia, Costa | documents and training

Rica, Cuba, Dominica, Dominican

Republic, Ecuador, El Salvador,

Estonia, Grenada, Guatemala, Guyana,

Haiti, Honduras, Jamaica, Mexico,

Nicaragua, Panama, Paraguay, Peru,

Saint Kitts and Nevis, Saint Lucia,

Saint Vincent and the Grenadines
Security Information | 01-Jan-14 | United States of America, Brunei Brunei and Microsoft will _ CERT to
Cooperation Sharing, Darussalam engage in cooperative activities Industry
Program (SCP) Cyber related to cybersecurity; online
between Microsoft Operations, training and webinars on
and ITPSS Training cybersecurity topics and

information exchanges;
computer incident response

US-Russian Information 17-Jun-13 | United States of America, Russian Conclude a range of steps Also CERT- Government
Cooperation on Sharing, Federation designed to increase CERT to
Information and Cyber transparency and reduce Government
Communications Operations escalation, have US-CERT and
Technology and RUS-CERT exchange technical
Security information; use the Nuclear

Risk Reduction Center to build
confidence through information
exchange; authorize direct
communications between the
US Cybersecurity Coordinator
and the Russian Deputy
Secretary of the Security
Council
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R&D agreement Research 01-Jan-13 | Albania, Slovakia, Slovenia, Spain ~ Government
between the Turkey, United Kingdom of Great to Industry
Scientific and Britain and Northern Ireland, United

Technological States of America, Belgium, Bulgaria,

Research Council of Canada, Croatia, Czech Republic,

Turkey (TUBITAK) Denmark, Estonia, France, Germany,

Informatics and Greece, Hungary, Iceland, Italy,

Information Latvia, Lithuania, Luxembourg,

Security Research Netherlands, Norway, Poland,

Center (BILGEM) Portugal, Romania

and NATO

Individual Information | 27-Jun-12 | Albania, Slovakia, Slovenia, Spain , Develop common approaches to | http:/www.nato | Government
Partnership and Sharing, Turkey, United Kingdom of Great meet emerging security .int/cps/ic/natoh | to
Cooperation Policy, Britain and Northern Ireland, United challenges (cyber given as an g/official texts | Government
Program between Cyber States of America, Belgium, Bulgaria, | example) 88720.htm

New Zealand and Operations Canada, Croatia, Czech Republic,

NATO

Denmark, Estonia, France, Germany,
Greece, Hungary, Iceland, Italy,
Latvia, Lithuania, Luxembourg,
Netherlands, New Zealand, Norway,
Poland, Portugal, Romania
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US Department of Cyber 22-Feb-12 | United States of America, Netherlands | Build upon cooperative Agency to
Homeland Security- | Operations cybersecurity initiatives to Agency
Dutch Ministry of promote a safe, secure, and
Security and Justice resilient cyber environment;
Letter of Intent on Collaborate on incident
Cybersecurity management and response
Cooperation activities, control systems

security, and cybersecurity

exercises; DHS-Dutch National

Cybersecurity Center meeting

on February 21, 2012, identified

cyber forensics, malicious

software in a mobile

environment, cross-border

identity management, vital

infrastructures/SCADA, and

cloud computing as focus areas.
MoU between the Cyber 20-Jan-12 | Albania, Slovakia, Slovenia, Spain , Enhance the contribution of Government
Government of Operations Turkey, United Kingdom of Great Latvia to international to
Latvia and NATO Britain and Northern Ireland, United cooperation in the area of Government
Concerning States of America, Belgium, Bulgaria, | cybersecurity and defense in
Cooperation on Canada, Croatia, Czech Republic, view of the cross-border nature
Cyber Defense Denmark, Estonia, France, Germany, of threats to information

Greece, Hungary, Iceland, Italy,
Latvia, Lithuania, Luxembourg,
Netherlands, Norway, Poland,
Portugal, Romania

technologies
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MoU between Military 01-Jan-12 | Albania, Slovakia, Slovenia, Spain , No details Agency to
NATO Cyber Turkey, United Kingdom of Great found per word | Agency
Defense Britain and Northern Ireland, United doc
Management Board States of America, Belgium, Bulgaria,
(CDMB) and Canada, Croatia, Czech Republic,
National Security Denmark, Estonia, France, Germany,
Authority of the Greece, Hungary, Iceland, Italy,
Czech Republic Latvia, Lithuania, Luxembourg,
Concerning Netherlands, Norway, Poland,
Cooperation on Portugal, Romania
Cyber Defense
Statement of Intent Information 01-Jan-12 | Australia, United States of America Enhance information sharing on | Government
Regarding Sharing, operational cybersecurity issues to
Cooperation on Cyber among national cyber incident Government
Cybersecurity and Operations, response teams; enhance crisis
Cyber Incident Best coordination; exchange best
Response Practices, practices; share information on

Cyber cyber exercises

Exercises,

Training
Finmeccanica (Italy | Cyber 19-Dec-11 | United States of America, Italy Helps meet the requirements of | _ Industry to
aerospace and Operations the NATO Computer Incident Industry

defense) and
Northrop Grumman
(USA) Teaming
Agreement

Response Capability (NCIRC)-
Full Operating Capability
(FOC)
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Poland Agreement Research 24-Feb-11 | Albania, Slovakia, Slovenia, Spain , Facilitate joint research and Government
with NATO Turkey, United Kingdom of Great development and lower the cost to Agency
Consultation, Britain and Northern Ireland, United of Cyber Defense
Command, and States of America, Belgium, Bulgaria,
Control Agency Canada, Croatia, Czech Republic,

Denmark, Estonia, France, Germany,

Greece, Hungary, Iceland, Italy,

Latvia, Lithuania, Luxembourg,

Netherlands, Norway, Poland,

Portugal, Romania
MoU between the Information 19-Jan-11 | United States of America, India Promote closer cooperation and Government
United States and Sharing, timely exchange of information; to
India Best promote best practices for the Government

Practices exchange of critical

cybersecurity information and
expertise between the two
governments through the Indian
Computer Emergency Response
Team (CERT-In), Department
of Information Technology,
Ministry of Communications
and Information Technology,
and DHS' United States
Computer Emergency
Readiness Team (US-CERT).
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NATO and Estonia | Information | 01-Jan-10 | Albania, Slovakia, Slovenia, Spain , Agreement renewed in 2016; Government
Agreement on Sharing, Turkey, United Kingdom of Great creates legal framework for to
Cyber Defense Policy, Britain and Northern Ireland, United Cyber Defense cooperation, Government
Military States of America, Belgium, Bulgaria, | facilitates information
Canada, Croatia, Czech Republic, exchange, and provides
Denmark, Estonia, France, Germany, mechanism for assistance in
Greece, Hungary, Iceland, Italy, case of cyber attack
Latvia, Lithuania, Luxembourg,
Netherlands, Norway, Poland,
Portugal, Romania
European Electronic | Cyber Crime | 01-Jan-09 | United States of America, Italy Build a Europe-wide strategic Agency to
Crime Task Force alliance to fight and prosecute Agency
(EECTF) between computer crime; Prevent
the United States identity theft, computer hacking
Secret Service and and other computer-based
Italy’s Postal and crime; The task force will use
Communications the software that Poste Italiane
Police, and the developed that can track
Public Security electronic payments as it moves
Department of the beyond traditional mail delivery
Italian Ministry of
Interior
Chile and Microsoft | Information | 01-Jan-07 | United States of America, Chile Bring Microsoft Government
Security Sharing, expertise/training to Chilean to Industry
Cooperation Cyber government and educational
Program Operations, institutions; goal of decreasing
Training risk of security attacks; created

ethical hacking challenges;
CLCERT receives a notification
when Microsoft has a malware
alert

61




MoU between the Cyber 15-Dec-06 | Albania, Slovakia, Slovenia, Spain , Access to the NCIRC network, Agency- Agency to
National Research Operations, Turkey, United Kingdom of Great participation to NATO Cyber Institution? Industry
Institute of Cyber Britain and Northern Ireland, United Defense exercise, joint incident
Electronics and Exercises States of America, Belgium, Bulgaria, | response, support on malicious
Cryptology Canada, Croatia, Czech Republic, code analysis, vulnerability
(TUBITAK Denmark, Estonia, France, Germany, database, alarm and warnings,
UEKAE) and Greece, Hungary, Iceland, Italy, staff exchanges
NATO Computer Latvia, Lithuania, Luxembourg,
Incident Response Netherlands, Norway, Poland,
Capability- NCIRC Portugal, Romania
US-India Information | 01-Jan-06 | United States of America, India Added cooperation in ) Government
Cybersecurity Sharing transportation and financial to
Forum (2006) sectors; set up an India Government
Information Sharing and
Analysis Center and the India
Anti-Bot Alliance
Lima Declaration Policy, 01-Jan-05 | Australia, Singapore, Thailand, United | Key principles for broadband ) Government
Cyber States of America, Viet Nam, Brunei development, compliance and to
Operations, Darussalam, Canada, Chile, China, enforcement principles, guiding Government
Best Indonesia, Japan, Malaysia, Mexico, principles for PKI-based
Practices New Zealand, Papua New Guinea, approaches to electronic

Peru, Philippines, Republic of Korea,
Russian Federation, Hong Kong,
Taiwan

authentication, principles for
action against spam and the
implementation guidelines for
action against spam
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Budapest Cyber Crime | 01-Jul-04 | Albania, Andorra, Armenia, Australia, | First international treaty on Government
Convention on Austria, Slovakia, Slovenia, South crimes committed via the to
Cyber Crime Africa, Spain , Sri Lanka, Sweden, internet and other computer Government
Switzerland, Turkey, Ukraine, United networks; dealing with
Kingdom of Great Britain and infringements of copyright,
Northern Ireland, United States of computer-related fraud, child
America, Azerbaijan, Belgium, Bosnia | pornography, and violations of
and Herzegovina, Bulgaria, Canada, network security. Main
Croatia, Cyprus, Czech Republic, objective is to pursue a common
Denmark, Dominican Republic, criminal policy against cyber
Estonia, Finland, France, Georgia, crime
Germany, Greece, Hungary, Iceland,
Ireland, Israel, Italy, Japan, Latvia,
Liechtenstein, Lithuania, Luxembourg,
Malta, Mauritius, Monaco,
Montenegro, Netherlands, Norway,
Panama, Poland, Portugal, Romania,
Serbia
London Action Plan | Cyber Crime | 01-Jan-04 | Australia, South Africa, Spain, Encourage communication and Government
on International Sweden, Switzerland, United Kingdom | coordination among the to
Spam Enforcement of Great Britain and Northern Ireland, agencies with spam Government

United States of America, Belgium,
Brazil, Canada, Chile, China,
Denmark, Finland, Hungary, Ireland,
Japan, Latvia, Lithuania, Malaysia,
Mexico, Netherlands, New Zealand,
Nigeria, Norway, Portugal, Republic of
Korea

enforcement authority; share
findings with the OECD Spam
Task Force
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MoU on Mutual Cyber Crime | 01-Jan-04 | Australia, United Kingdom of Great Facilitate effective enforcement Government
Enforcement Britain and Northern Ireland, United against spam violations; to
Assistance in States of America facilitate investigations of spam Government
Commercial Email violations; assist one another in
Matters providing evidence that could
assist in determining whether a
person has committed a spam
violation; law enforcement
assistance
US-India Cyber 01-Jan-04 | United States of America, India Established five joint working Government
Cybersecurity Crime, groups to cover legal to
Forum (2004) Research, cooperation and law Government
Cyber enforcement, research and
Operations, development, critical
Military information infrastructure,
watch and warning emergency
response, defense cooperation,
and standards and software
assurance.
APEC Information | 01-Jan-02 | Australia, Singapore, Thailand, United | Recommendtions in information Government
Cybersecurity Sharing, States of America, Viet Nam, Brunei sharing and cooperation, to
Strategy Best Darussalam, Canada, Chile, China, security and technical Government
Practices, Indonesia, Japan, Malaysia, Mexico, guidelines, public awareness,
Training New Zealand, Papua New Guinea, training, and education

Peru, Philippines, Republic of Korea,
Russian Federation, Hong Kong,
Taiwan
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US-India Information 01-Jan-01 | United States of America, India CERT-In and US National Government
Cybersecurity Sharing, Cybersecurity Division share to
Forum (2001) Cyber expertise in artifact analysis, Government
Operations network traffic analysis, and

exchange of information; US-

India High Technology

Cooperation Group formed in

2002
National Guard Information | 01-Jan-93 | United States of America, Hungary One of the 22 European Government
State Partnership Sharing partnerships of U.S. European to
between Hungary Command (EUCOM) State Government

and Ohio

Partnership Program, given the
large population of Hungarians
throughout Ohio; EUCOM
Cyber Defense-staff assistance
visit (SAV): U.S. Air Force
Tech. Sgt. Steven Schwarck,
cyberspace operations, 121st
Air Refueling Wing
Communications Flight,
travelled to Budapest, Hungary
in September 2015 as part of the
National Guard State
Partnership Program. He met
with the Hungarian Military
National Security Service to
discuss Cyber Defense topics.
"We discussed our methods of
cybersecurity - our architecture,
solutions and software, and we
also explained aspects of DoD
8570, which provides guidance
on training for DoD staff," said
Tech. Sgt. Schwarck.
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ANNEX 6 — China Agreements By Type

agreement_name

agreement_
type

agreement
_date

agreement_signatories

agreement_summary

source

Combo53

China-Germany Pending
Cybersecurity
Agreement

Policy

01-Jun-16

China, Germany

Agreement to aid “Made in China 2025”
and German “Industry 4.0” initiatives;
Refraining from economic cyber
espionage; Developing a mechanism for
dealing with possible breaches, e.g.
espionage, with a control mechanism set
up to monitor possible incidents; Possibly
reached in June 2016 (unconfirmed news
reports)

Government to
Government

MoU Between Malta
Government and Huawei
(China)

Research,
Training

16-Apr-16

China, Malta

Strategic alliance agreement to support
the Digital Malta program; 3 main areas
of cooperation: creation of a joint
innovation center in Malta for R&D of
smart city solutions to prevent and react
to evolving threats; Plan to deploy a 4.5G
commercial pilot with telecom operators
in Malta, and offering two weeks of ICT
training in China for 5 talented Maltese
students.

Government to
Industry

MoU between Spanish
National Institute of
Cybersecurity (INCIBE)
and Huawei Spain
(China)

Best
Practices,
Training

26-Feb-16

Spain , China

First Huawei agreement with a European
country; Periodically share information
regarding cybersecurity actions and
protection measures, and best practices,
promote awareness and training in
cybersecurity; Support the training and
qualification of Spanish companies and
professionals

Industry to
Industry
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APEC Policy, 01-Jan-16 Australia, Singapore, Develop and support ICT innovation, Government to
Telecommunications and | Research, Thailand, United States of | promote a secure, resilient, and trusted Government
Information Working Cyber America, Viet Nam, ICT environment, promote regional
Group Strategic Action Operations Brunei Darussalam, economic integration, enhance digital
Plan Canada, Chile, China, economy and internet economy,
Indonesia, Japan, strengthen cooperation
Malaysia, Mexico, New
Zealand, Papua New
Guinea, Peru, Philippines,
Republic of Korea,
Russian Federation, Hong
Kong, Taiwan
Cooperation on Information | Ol-Jan-16 China, Indonesia Information and communication Government to
Cybersecurity between Sharing, technology strategy (cybersecurity Government
China and Indonesia Research, awareness for decision-making purposes
Cyber and cybersecurity in national
Operations infrastructure development); capacity
building in operations and technology (in
digital forensics, information security,
network security, cyber risk management,
big data analysis, and the digital
economy); joint research in cybersecurity
(cryptography operating systems, cyber
law, cyber terrorism, and counter cyber
intelligence); joint operations (cyber war
simulation, response and mitigation in
cyber war, cyber monitoring, cyber crisis
management, and resilience)
Joint Statement between | Cyber Crime | 21-Nov-15 | China, India Strengthen cooperation on cyber crime Government to

the Indian Ministry of
Home Affairs and the
Ministry of Public
Security for the People's
Republic of China

including telecom fraud, exchange visits,
and cooperation in law enforcement
capacity building.

Government
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UK-China Joint Cyber Crime | 22-Oct-15 | United Kingdom of Great | Establish high-level dialogues to https:/www. | Government to
Statement on building a Britain and Northern strengthen cooperation on cyber crime; gov.uk/gover | Government
global comprehensive Ireland, China agree not to conduct or support cyber- nment/news/u
strategic partnership for enabled theft of intellectual property, k-china-joint-
the 21st century trade secrets or confidential business statement-
information 2015
US-China Cyber Cyber 25-Sep-15 | United States of America, | Investigate cyber crimes and mitigate ) Government to
Agreement Crime, China malicious activity emanating from each Government
Information country's territory; refrain from
Sharing knowingly stealing intellectual property;
promote international state cybersecurity
behavior norms; establish high-level joint
dialogue to combat cyber crime and
related issues
Joint Statement on Cyber Crime | 27-Mar-15 | China, Indonesia Enhance cooperation in cybersecurity; http://www.f | Government to
Strengthening cooperate on countering cyberterrorism mprc.gov.cn/ | Government
Comprehensive Strategic mfa eng/wijdt
Partnership between the _665385/264
People's Republic of 9 665393/t12
China and the Republic 49201.shtml
of Indonesia
China-Russia Bilateral Cyber 01-Jan-15 China, Russian Federation | Oppose the use of information technology | http://govern | Government to
Agreement Crime, in internal affairs of other states and to ment.ru/medi | Government
Information undermine national sovereignty a/files/SAMA
Sharing, ccs7mSIXgbf
Policy, flUa785Ww
Research, MWcABDIJw
Training .pdf
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Cooperation agreement Cyber 01-Jan-15 China, Russian Federation | Cooperation on quality software Industry to
between Russia's Operations protecting China from cyber attack Industry
Kaspersky Lab and

China's Zhongguo

Wangan

Joint Statement on Cyber 01-Jan-15 China, Indonesia Enhance cooperation in cybersecurity; Government to
Strengthening Crime, cooperate on countering cyberterrorism Government
Comprehensive Strategic | Information

Partnership between the | Sharing

PRC and The Republic

of Indonesia

MoU between China and 01-Jan-15 China, Lao People's Government to
Laos on Cyberspace Democratic Republic Government
Cooperation and

Development

China and Tajikistan Information | 0l-Jan-14 Tajikistan, China Maintain close communication and Government to
Joint Declaration Sharing increase cooperation in cybersecurity Government
MoU between South Information | 0l-Jan-14 China, Republic of Korea | Form a cooperative group to jointly Agency to
Korea's Ministry of Sharing, respond to APT, phishing, and DDoS Agency
Science, ICT & Future Research, attacks; conduct joint research; share

Planning, and China's Training information on cyber threats; exchange

Ministry of Industry and
Information Technology

cybersecurity specialists
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EU-China 2020 Cyber Crime | 01-Jan-13 Austria, Slovakia, Support and promote peaceful, secure, http://eeas.eur | Government to
Strategic Agenda for Slovenia, Spain , Sweden, | and resilient open cyber space through opa.eu/archiv | Government
Cooperation United Kingdom of Great | EU-China Cyber Taskforce; collaborate es/docs/china/

Britain and Northern on projects combatting cyber-crime docs/2013112

Ireland, Belgium, 3_agenda 20

Bulgaria, China, Croatia, 20__en.pdf

Cyprus, Czech Republic,

Denmark, Estonia,

Finland, France,

Germany, Greece,

Hungary, Ireland, Italy,

Latvia, Lithuania,

Luxembourg, Malta,

Netherlands, Poland,

Portugal, Romania
MoU between CERT Cyber 01-Jan-13 Australia, China Enhance information sharing; streamline _ CERT to CERT
Australia and CERT Operations priority incident handling
China
Agreement among the Cyber 01-Jan-09 Tajikistan, Uzbekistan, Found unofficial English translation } Government to
Governments of the Crime, China, Kazakhstan, Establish a system to monitor and Government
SCO Member States on | Information Kyrgyzstan, Russian respond to emerging cyber threats
Cooperation in the Field | Sharing, Federation Curb the use of information weapons
of Ensuring International | Policy which endanger security and defense

Information Security

Counter information crime

Ensure information security of critical
structures belonging to signatories
Elaborate upon and coordinate policies
and procedures using electronic digital
signature and information protection in
trans-border information exchange
Exchange of experience and training of
specialists
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MoU between ASEAN Cyber 01-Jan-09 Singapore, Thailand, Viet | Information sharing, personnel exchange | http://www.as | Government to
and China on Crime, Nam, Brunei Darussalam, | and training, law enforcement, joint ean.org/stora | Government
Cooperation in the Field | Information Cambodia, China, research ge/images/arc
of non-traditional Sharing, Indonesia, Lao People's hive/documen
security issues Research, Democratic Republic, ts/ASEAN-
Training Malaysia, Myanmar, ChinaMOUo
Philippines nNTS.pdf
Lima Declaration Policy, 01-Jan-05 Australia, Singapore, Key principles for broadband } Government to
Cyber Thailand, United States of | development, compliance and Government
Operations, America, Viet Nam, enforcement principles, guiding
Best Brunei Darussalam, principles for PKI-based approaches to
Practices Canada, Chile, China, electronic authentication, principles for
Indonesia, Japan, action against spam and the
Malaysia, Mexico, New implementation guidelines for action
Zealand, Papua New against spam
Guinea, Peru, Philippines,
Republic of Korea,
Russian Federation, Hong
Kong, Taiwan
Seoul-Melbourne Information | 01-Jan-05 Australia, Thailand, Twelve Asia-Pacific communications and | _ Agency to
Multilateral MoU on Sharing China, Japan, Malaysia, Internet agencies Agency

Cooperation in
Countering Spam

New Zealand, Philippines,
Republic of Korea
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London Action Plan on Cyber Crime | 01-Jan-04 Australia, South Africa, Encourage communication and Government to
International Spam Spain , Sweden, coordination among the agencies with Government
Enforcement Switzerland, United spam enforcement authority; share
Kingdom of Great Britain | findings with the OECD Spam Task
and Northern Ireland, Force
United States of America,
Belgium, Brazil, Canada,
Chile, China, Denmark,
Finland, Hungary,
Ireland, Japan, Latvia,
Lithuania, Malaysia,
Mexico, Netherlands,
New Zealand, Nigeria,
Norway, Portugal,
Republic of Korea
APEC Cybersecurity Information | 01-Jan-02 Australia, Singapore, Recommendtions in information sharing Government to
Strategy Sharing, Thailand, United States of | and cooperation, security and technical Government
Best America, Viet Nam, guidelines, public awareness, training,
Practices, Brunei Darussalam, and education
Training Canada, Chile, China,

Indonesia, Japan,
Malaysia, Mexico, New
Zealand, Papua New
Guinea, Peru, Philippines,
Republic of Korea,
Russian Federation, Hong
Kong, Taiwan
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23 TOTAL AGREEMENTS
Best Practices

Cyber Crime

Cyber Exercises

Cyber Operations
Information Sharing

Military

Policy

Research

Training

AGREEMENTS W/ DOUBLE-COUNTS**

10
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ANNEX 7 — Russia Agreements by Type

agreement_name | agreement | agreemen | agreement signatories agreement_summary source Combo53
_type t_date
APEC Policy, 01-Jan-16 | Australia, Singapore, Thailand, Develop and support ICT ) Government to
Telecommunicatio | Research, United States of America, Viet innovation, promote a secure, Government
ns and Information | Cyber Nam, Brunei Darussalam, Canada, | resilient, and trusted ICT
Working Group Operations Chile, China, Indonesia, Japan, environment, promote regional
Strategic Action Malaysia, Mexico, New Zealand, economic integration, enhance
Plan Papua New Guinea, Peru, digital economy and internet
Philippines, Republic of Korea, economy, strengthen cooperation
Russian Federation, Hong Kong,
Taiwan
China-Russia Cyber 01-Jan-15 | China, Russian Federation Oppose the use of information http://governmen | Government to
Bilateral Crime, technology in internal affairs of t.ru/media/files/5 | Government
Agreement Information other states and to undermine AMAccs7TmSIXg
Sharing, national sovereignty bff1Ua785WwM
Policy, WcABDIJw.pdf
Research,
Training
Cooperation Cyber 01-Jan-15 | China, Russian Federation Cooperation on quality software } Industry to
agreement between | Operations protecting China from cyber attack Industry
Russia's Kaspersky
Lab and China's
Zhongguo Wangan
India-Russian Cyber 01-Jan-15 | India, Russian Federation Set up an expert group on _ Government to
Cooperation Crime, cybersecurity and counterterrorism; Government
Information exchange of information and
Sharing, cooperation monitoring ISIL
Training activity in cyber realm (Jihadi chat

and online recruitment)
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Iran-Russian Information | 01-Jan-15 | Iran, Russian Federation Agree to interact in Cyber Defense B Government to
Cooperation Sharing, cooperation, specifically in areas of Government
Military exchange and intelligence,
interaction against threats, and joint
defense
Druzhba-Dosti: A Policy, 01-Jan-14 | India, Russian Federation Collaborate to promote safe, secure, | http://pib.nic.in/n | Government to
Vision for Cyber and sustainable use of ICTs ewsite/PrintRele | Government
Strengthening the Operations (information and communication ase.aspx?relid=1
Indian-Russian technology) globally 13166
Partnership over
the Next Decade-
Joint Statement
Japan-Russia Joint | Training 01-Jan-14 | Japan, Russian Federation Launch a cybersecurity council; } Government to
Press Conference work in coordination in multilateral Government
frameworks (ASEAN Regional
Forum and Defense Ministers
Meeting-Plus, East Asia Summit);
regular expert level consultations on
cybersecurity
US-Russian Information | 17-Jun-13 | United States of America, Russian | Conclude a range of steps designed | Also CERT- Government to
Cooperation on Sharing, Federation to increase transparency and reduce | CERT Government
Information and Cyber escalation, have US-CERT and
Communications Operations RUS-CERT exchange technical
Technology and information; use the Nuclear Risk
Security Reduction Center to build

confidence through information
exchange; authorize direct
communications between the US
Cybersecurity Coordinator and the
Russian Deputy Secretary of the
Security Council
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Japan-Russia Joint | Information | 01-Jan-13 | Japan, Russian Federation First "2+2" meeting held and both http:/www.mod. | Government to
Press Conference Sharing sides agreed to launch a go.jp/e/pressconf | Government
cybersecurity council; work in /2013/11/131102
coordination in multilateral .html
frameworks (ASEAN regional
forum, East Asia Summit, ASEAN
Defense Ministers Meeting-Plus);
Regular expert level consultations
on cybersecurity
Agreement among | Cyber 01-Jan-09 | Tajikistan, Uzbekistan, China, Found unofficial English translation | _ Government to
the Governments Crime, Kazakhstan, Kyrgyzstan, Russian Establish a system to monitor and Government
of the SCO Information Federation respond to emerging cyber threats
Member States on | Sharing, Curb the use of information
Cooperation in the | Policy weapons which endanger security

Field of Ensuring
International
Information
Security

and defense

Counter information crime
Ensure information security of
critical structures belonging to
signatories

Elaborate upon and coordinate
policies and procedures using
electronic digital signature and
information protection in trans-
border information exchange
Exchange of experience and training
of specialists
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Lima Declaration Policy, 01-Jan-05 | Australia, Singapore, Thailand, Key principles for broadband Government to
Cyber United States of America, Viet development, compliance and Government
Operations, Nam, Brunei Darussalam, Canada, | enforcement principles, guiding
Best Chile, China, Indonesia, Japan, principles for PKI-based approaches
Practices Malaysia, Mexico, New Zealand, to electronic authentication,
Papua New Guinea, Peru, principles for action against spam
Philippines, Republic of Korea, and the implementation guidelines
Russian Federation, Hong Kong, for action against spam
Taiwan
APEC Information | 01-Jan-02 | Australia, Singapore, Thailand, Recommendtions in information Government to
Cybersecurity Sharing, United States of America, Viet sharing and cooperation, security Government
Strategy Best Nam, Brunei Darussalam, Canada, | and technical guidelines, public
Practices, Chile, China, Indonesia, Japan, awareness, training, and education
Training Malaysia, Mexico, New Zealand,
Papua New Guinea, Peru,
Philippines, Republic of Korea,
Russian Federation, Hong Kong,
Taiwan

12 TOTAL AGREEMENTS
Best Practices

Cyber Crime

Cyber Exercises

Cyber Operations
Information Sharing

Military

Policy

Research

Training

AGREEMENTS W/ DOUBLE-COUNTS
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ANNEX 8 — U.K. Agreements By Type

agreement_name agreement | agreement_ | agreement signatories agreement_summary source Combo53
_type date
Technical Policy, 02-Oct-16 Albania, Austria, Slovakia, Slovenia, Improve cyber incident prevention, } CERT to
Agreement Between | Cyber Spain , Sweden, Turkey, United detection and response; EU has been CERT
NATO Computer Operations Kingdom of Great Britain and Northern | observing the NATO annual cyber
Incident Response Ireland, United States of America, defense exercise, Cyber Coalition
Capability (NCIRC) Belgium, Bulgaria, Canada, Croatia,
and the Computer Cyprus, Czech Republic, Denmark,
Emergency Estonia, Finland, France, Germany,
Response Team EU Greece, Hungary, Iceland, Ireland,
(CERT-EU) Italy, Latvia, Lithuania, Luxembourg,
Malta, Netherlands, Norway, Poland,
Portugal, Romania
NATO Cyber Informatio | 08-Jul-16 Albania, Slovakia, Slovenia, Spain , Enhance cyber defenses and national http:/www.na | Government
Defense Pledge n Sharing, Turkey, United Kingdom of Great infrastructures; Work with EU and to.int/cps/en/n | to
Policy, Britain and Northern Ireland, United other allies to enhance cyber defense atohg/official | Government
Cyber States of America, Belgium, Bulgaria, cooperation; Partner with industry and texts 13317
Exercises, Canada, Croatia, Czech Republic, academia; Emphasize cooperation via | 7.htm
Training, Denmark, Estonia, France, Germany, education, training, exercises, and
Military Greece, Iceland, Italy, Latvia, information exchange

Lithuania, Luxembourg, Norway,
Portugal, Romania
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The EU Directive
on security of
network and
information systems

Informatio
n Sharing,
Policy,
Cyber
Operations

06-Jul-16

Austria, Slovakia, Slovenia, Spain ,
Sweden, United Kingdom of Great
Britain and Northern Ireland, Belgium,
Bulgaria, Croatia, Cyprus, Czech
Republic, Denmark, Estonia, Finland,
France, Germany, Greece, Hungary,
Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands,
Poland, Portugal, Romania

Ensures member States preparedness
by requiring them to be appropriately
equipped, e.g. via a Computer
Security Incident Response Team
(CSIRT) and a competent national
NIS authority; Ensures cooperation
among all the Member States, by
setting up a cooperation group, in
order to support and facilitate strategic
cooperation and the exchange of
information among Member States.
They will also need to set a CSIRT
Network, in order to promote swift
and effective operational cooperation
on specific cybersecurity incidents and
sharing information about risks;
Ensures a culture of security across
sectors which are vital for our
economy and society and moreover
rely heavily on ICTs, such as energy,
transport, water, banking, financial
market infrastructures, healthcare and
digital infrastructure. Businesses in
these sectors that are identified by the
Member States as operators of
essential services will have to take
appropriate security measures and to
notify serious incidents to the relevant
national authority. Also key digital
service providers (search engines,
cloud computing services and online
marketplaces) will have to comply
with the security and notification
requirements under the new Directive.

Government
to
Government
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European Research, 05-Jul-16 Austria, Slovakia, Slovenia, Spain , Public-private partnership to better ) Agency to
Commission Cyber Sweden, United Kingdom of Great equip Europe against cyber attacks Agency
Agreement with the | Operations Britain and Northern Ireland, Belgium, | and strengthen competitiveness of its
European Bulgaria, Croatia, Cyprus, Czech cybersecurity sector; 450 million Euro
Cybersecurity Republic, Denmark, Estonia, Finland, budget under the Horizon 2020
Organization France, Germany, Greece, Hungary, research and innovation program

Ireland, Italy, Latvia, Lithuania,

Luxembourg, Malta, Netherlands,

Poland, Portugal, Romania
EU-Malaysia Cyber 06-Apr-16 Austria, Slovakia, Slovenia, Spain , Cooperation in cybersecurity issues https://eeas.eu | Government
Partnership and Operations Sweden, United Kingdom of Great ropa.eu/headq | to
Cooperation Britain and Northern Ireland, Belgium, uarters/headg | Government
Agreement (PCA) Bulgaria, Croatia, Cyprus, Czech uarters-

Republic, Denmark, Estonia, Finland, homepage/53

France, Germany, Greece, Hungary, 48 en

Ireland, Italy, Latvia, Lithuania,

Luxembourg, Malaysia, Malta,

Netherlands, Poland, Portugal,

Romania
Commonwealth Research 01-Apr-16 Australia, United Kingdom of Great Share expertise, resources, and capital | _ Government
Scientific and Britain and Northern Ireland to boost cybersecurity innovation to to
Industrial Research increase growth of industry; develop Government

Organization
(CSIRO) Data 61
and Cyber London
MoU

programs for improved cyber skills
and governance; launch CyLon
accelerator program in Australia to
build a "regional powerhouse in
cybersecurity"
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MoU between
Cyber London and
Data61

Policy,
Research

01-Apr-16

Australia, United Kingdom of Great
Britain and Northern Ireland

Cylon, Europe’s first cybersecurity
accelerator (hub for training to
entrepreneurs in cybersecurity
companies), and Data61, largest data
innovation group (data centric R&D)
in Australia, agreed to launch a Cylon
accelerator program in Australia,
develop programs for improved cyber
skills and governance, reciprocal
landing pads to enable cyber
innovation to be showcased to both
buyers and investment capital in each
nation.

Industry to
Industry

Joint Statement
between India and
the UK

Cyber
Crime,
Training

01-Nov-15

United Kingdom of Great Britain and
Northern Ireland, India

Work together to educate and train
cybersecurity professionals; expand
the UK's Cheyening Cyber
Scholarships program for India;
establish a cybersecurity training
center of excellence; UK will provide
advice on setting up the Indian Cyber
Crime Coordination Center; Early
conclusion of an MoU on CERT to
CERT cooperation

Government
to
Government

UK-China Joint
Statement on
building a global
comprehensive
strategic partnership
for the 21st century

Cyber
Crime

22-Oct-15

United Kingdom of Great Britain and
Northern Ireland, China

Establish high-level dialogues to
strengthen cooperation on cyber
crime; agree not to conduct or support
cyber-enabled theft of intellectual
property, trade secrets or confidential
business information

https://www.g
ov.uk/govern
ment/news/uk
-china-joint-
statement-
2015

Government
to
Government
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Assessing and Best 01-Apr-15 Antigua and Barbuda, Argentina, Aims to assist countries in Government
developing Practices Trinidad and Tobago, United Kingdom | understanding their priorities for to
Cybersecurity of Great Britain and Northern Ireland, investment and development to Government
Capability Initiative, United States of America, Uruguay, respond to cyber incidents using a
Norway, United Venezuela, Bahamas, Barbados, Belize, | Capability Maturity Model for
Kingdom, Bolivia, Brazil, Canada, Chile, qualitative and quantitative
Organization of Colombia, Costa Rica, Cuba, benchmarking; Five dimensions of the
American States, Dominica, Dominican Republic, Capability Maturity Model: 1.
Global Ecuador, El Salvador, Grenada, Security strategy, defense and
Cybersecurity Guatemala, Guyana, Haiti, Honduras, resilience, 2. Culture and society, 3.
Capacity Center Jamaica, Mexico, Nicaragua, Norway, Knowledge development, 4. Law and
(GCSSO) Panama, Paraguay, Peru, Saint Kitts regulation, 5. Standards, controls, and
and Nevis, Saint Lucia, Saint Vincent technologies
and the Grenadines
Agreement between | Policy, 01-Jan-15 United Kingdom of Great Britain and Established framework for Agency to
BAE Systems Training Northern Ireland, Malaysia cybersecurity collaboration; funds Industry
Applied Intelligence post-graduate program in
and Cybersecurity cybersecurity at the National Defense
Malaysia University in Malaysia
Agreement between | Military 01-Jan-15 Albania, Slovakia, Slovenia, Spain , NCIO to support Bulgaria's NATO Agency to
Bulgarian Ministry Turkey, United Kingdom of Great 2020 strategy with focus on Cyber Agency
of Defense and Britain and Northern Ireland, United Defense, automated information
NATO States of America, Belgium, Bulgaria, services modernization, and
Communications Canada, Croatia, Czech Republic, cryptographic equipment acquisition
and Information Denmark, Estonia, France, Germany, services
Organization Greece, Hungary, Iceland, Italy, Latvia,
(NCIO) Lithuania, Luxembourg, Netherlands,

Norway, Poland, Portugal, Romania
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MoU between Research, 01-Jan-15 Singapore, United Kingdom of Great Incident response; talent development; | https://www.g | Agency to
Cybersecurity Cyber Britain and Northern Ireland joint cyber research and development | ov.uk/govern | Agency
Agency (CSA - Operations, collaboration - funded 6 research joint | ment/uploads/
Singapore) and UK | Cyber projects between Singapore system/upload
National Security Exercises Universities and UK Universities in s/attachment
Advisor areas of security and privacy in smart | data/file/4858
grid systems, vulnerability discovery, | 34/Singapore-
computational modeling and UK Joint_Gr
automatic non-intrusive detection of ant Call Pres
human behavior-based insecurity, s _Release.pdf
creating synergistic capabilities in
cybersecurity research, security by
design for interconnected critical
infrastructures, cybersecurity solutions
for smart traffic control
MoU between Research 01-Jan-15 United Kingdom of Great Britain and Cooperate on cyber research } Industry to
Japan's National Northern Ireland, Japan Industry
Institute of
Communication and
Technology (NICT)
and UK
Cybersecurity
Academic Centers
of Excellence
MoU between the Cyber 01-Jan-15 United Kingdom of Great Britain and Includes cooperation in cyber crime } Government
United Kingdom Crime Northern Ireland, Uzbekistan to
and Uzbekistan on Government
Fighting Crime
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MoU on Cyber Cyber 01-Jan-15 Albania, Slovakia, Slovenia, Spain , Improve and enhance Cyber Defense Government
Defense Operations, Turkey, United Kingdom of Great cooperation; cooperate in fighting to
Cooperation Military Britain and Northern Ireland, United against cyber threats and attacks Government
between NATO and States of America, Belgium, Bulgaria,
the Czech Republic Canada, Croatia, Czech Republic,
Denmark, Estonia, France, Germany,
Greece, Hungary, Iceland, Italy, Latvia,
Lithuania, Luxembourg, Netherlands,
Norway, Poland, Portugal, Romania
UK-Qatar Security Informatio | 01-Nov-14 United Kingdom of Great Britain and Share classified intelligence and Government
Pact n Sharing Northern Ireland, Qatar deepen ties between security agencies to
to combat Jihadism and cyber warfare Government
Enhance cooperation on digital
defense
Joint Cyber Crime Cyber 01-Sep-14 Austria, Spain , United Kingdom of India to be Britain’s “trusted partner” Government
Action Taskforce (J- | Crime Great Britain and Northern Ireland, over cyber crime and security; Create to
CAT) United States of America, Canada, a joint task force to exchange and Government
Finland, Germany, Italy, Netherlands share information about identifying
and countering threats; Police training
exchanges in cyber forensics and other
areas of detection and enforcement;
Regular cooperation meetings
between leaders in cybersecurity
research from academia and industry
Arrangement on the | Policy 02-Jul-14 Australia, Singapore, Spain , Sweden, IT products and protection profiles Government
Recognition of Turkey, United Kingdom of Great that earn a Common Criteria to
Common Criteria Britain and Northern Ireland, United Certificate, based on a collaborative Government

Certificates in the
Field of Information
Technology
Security

States of America, Canada, Czech
Republic, Denmark, Finland, France,
Germany, Greece, Hungary, India,
Israel, Italy, Japan, Malaysia,
Netherlands, New Zealand, Norway,
Pakistan, Republic of Korea

Protection Profile (cPP) and
Evaluation Assurance Levels, can be
procured and used without further
evaluation.
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UK-Japan Joint Best 01-May-14 | United Kingdom of Great Britain and Work closely in areas of security, https://www.g | Government
Statement: A Practices Northern Ireland, Japan policing, and cybersecurity, given ov.uk/govern | to
Dynamic Strategic UK’s experience of hosting the ment/news/uk | Government
Partnership for the London 2012 Olympics to assist -japan-joint-
21st century Tokyo 2020 Games; Continue UK- statement
Japan Cyber Dialogue.

Canada-EU Cyber 01-Jan-14 Austria, Slovakia, Slovenia, Spain , Cooperation against cyber crime ) Government
Strategic Crime Sweden, United Kingdom of Great to
Partnership Britain and Northern Ireland, Belgium, Government
Agreement Bulgaria, Croatia, Cyprus, Czech

Republic, Denmark, Estonia, Finland,

France, Germany, Greece, Hungary,

Ireland, Italy, Latvia, Lithuania,

Luxembourg, Malta, Netherlands,

Poland, Portugal, Romania
Individual Research 01-Jan-14 Albania, Slovakia, Slovenia, Spain , Cooperate and share lessons learned http://www.na | Government
Partnership and Turkey, United Kingdom of Great on Cyber Defense to.int/nato_sta | to
Cooperation Britain and Northern Ireland, United tic/assets/pdf/ | Government
Program between States of America, Belgium, Bulgaria, pdf 2014 05/
Japan and NATO Canada, Croatia, Czech Republic, 20140507 14

Denmark, Estonia, France, Germany,
Greece, Hungary, Iceland, Italy, Japan,
Latvia, Lithuania, Luxembourg,
Netherlands, Norway, Poland, Portugal,
Romania

0507-

IPCP_Japan.p
df
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Japan-EU Cyber Policy 01-Jan-14 Austria, Slovakia, Slovenia, Spain , No Government
Dialogue Sweden, United Kingdom of Great information to
Britain and Northern Ireland, Belgium, included in Government
Bulgaria, Croatia, Cyprus, Czech word doc
Republic, Denmark, Estonia, Finland,
France, Germany, Greece, Hungary,
Ireland, Italy, Japan, Latvia, Lithuania,
Luxembourg, Malta, Netherlands,
Poland, Portugal, Romania
NATO Cooperative | Cyber 01-Jan-14 Albania, Slovakia, Slovenia, Spain , Formalizes existing partnership and Agency- Agency to
Cyber Defense Exercises, Turkey, United Kingdom of Great the annual Cyber Defense exercises Agency? Agency
Centre of Military Britain and Northern Ireland, United (Locked Shields) Government-
Excellence Signed States of America, Belgium, Bulgaria, Agency?
Agreement with Canada, Croatia, Czech Republic,
Estonian Defense Denmark, Estonia, France, Germany,
League Greece, Hungary, Iceland, Italy, Latvia,
Lithuania, Luxembourg, Netherlands,
Norway, Poland, Portugal, Romania
UK Cyber Crime Cyber 19-Feb-13 United Kingdom of Great Britain and India to be Britain’s “trusted partner” | _ Government
deal with India Crime, Northern Ireland, India over cyber crime and security; Create to
Informatio a joint task force to exchange and Government
n Sharing, share information about identifying
Training and countering threats; Police training

exchanges in cyber forensics and other
areas of detection and enforcement;
Regular cooperation meetings
between leaders in cybersecurity
research from academia and industry
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EU-China 2020 Cyber 01-Jan-13 Austria, Slovakia, Slovenia, Spain , Support and promote peaceful, secure, | http://eeas.eur | Government
Strategic Agenda Crime Sweden, United Kingdom of Great and resilient open cyber space through | opa.eu/archiv | to
for Cooperation Britain and Northern Ireland, Belgium, | EU-China Cyber Taskforce; es/docs/china/ | Government

Bulgaria, China, Croatia, Cyprus, collaborate on projects combatting docs/2013112

Czech Republic, Denmark, Estonia, cyber-crime 3 _agenda 20

Finland, France, Germany, Greece, 20 __en.pdf

Hungary, Ireland, Italy, Latvia,

Lithuania, Luxembourg, Malta,

Netherlands, Poland, Portugal,

Romania
MoU between Policy 01-Jan-13 United Kingdom of Great Britain and Cooperate on cybersecurity issues ) Government
Republic of Korea Northern Ireland, Republic of Korea to
and United Government
Kingdom on IT
cooperation
New Zealand- Informatio | 01-Jan-13 United Kingdom of Great Britain and Information sharing (to include http://commu | Government
United Kingfom n Sharing, Northern Ireland, New Zealand intelligence); cyber-related research nity.scoop.co. | to
Joint Statement on Policy, and development activities; coordinate | nz/2013/01/nz | Government
Cybersecurity Cyber responses to incidents -uk-joint-

Operations statement-on-
cyber-
security/
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R&D agreement Research 01-Jan-13 Albania, Slovakia, Slovenia, Spain , ~ Government
between the Turkey, United Kingdom of Great to Industry
Scientific and Britain and Northern Ireland, United
Technological States of America, Belgium, Bulgaria,
Research Council of Canada, Croatia, Czech Republic,
Turkey (TUBITAK) Denmark, Estonia, France, Germany,
Informatics and Greece, Hungary, Iceland, Italy, Latvia,
Information Lithuania, Luxembourg, Netherlands,
Security Research Norway, Poland, Portugal, Romania
Center (BILGEM)
and NATO
Individual Informatio | 27-Jun-12 Albania, Slovakia, Slovenia, Spain , Develop common approaches to meet | http://www.na | Government
Partnership and n Sharing, Turkey, United Kingdom of Great emerging security challenges (cyber to.int/cps/ic/n | to
Cooperation Policy, Britain and Northern Ireland, United given as an example) atohg/official | Government
Program between Cyber States of America, Belgium, Bulgaria, texts 88720.
New Zealand and Operations Canada, Croatia, Czech Republic, htm
NATO Denmark, Estonia, France, Germany,

Greece, Hungary, Iceland, Italy, Latvia,

Lithuania, Luxembourg, Netherlands,

New Zealand, Norway, Poland,

Portugal, Romania
MoU between the Cyber 20-Jan-12 Albania, Slovakia, Slovenia, Spain , Enhance the contribution of Latvia to ~ Government
Government of Operations Turkey, United Kingdom of Great international cooperation in the area of to
Latvia and NATO Britain and Northern Ireland, United cybersecurity and defense in view of Government
Concerning States of America, Belgium, Bulgaria, the cross-border nature of threats to
Cooperation on Canada, Croatia, Czech Republic, information technologies
Cyber Defense Denmark, Estonia, France, Germany,

Greece, Hungary, Iceland, Italy, Latvia,
Lithuania, Luxembourg, Netherlands,
Norway, Poland, Portugal, Romania
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MoU between Military 01-Jan-12 Albania, Slovakia, Slovenia, Spain , No details Agency to
NATO Cyber Turkey, United Kingdom of Great found per Agency
Defense Britain and Northern Ireland, United word doc

Management Board States of America, Belgium, Bulgaria,

(CDMB) and Canada, Croatia, Czech Republic,

National Security Denmark, Estonia, France, Germany,

Authority of the Greece, Hungary, Iceland, Italy, Latvia,

Czech Republic Lithuania, Luxembourg, Netherlands,

Concerning Norway, Poland, Portugal, Romania

Cooperation on

Cyber Defense

Cooperation Research 27-Oct-11 Turkey, United Kingdom of Great R&D and technology transfer in Agency-

agreement between Britain and Northern Ireland cybersecurity, education programs Industry

the Scientific and

Technological

Research Council of

Turkey (TUBITAK)

and the Warwick

Manufacturing

Group (WMQ) at

the University of

Warwick (UK)

MoU Between Cyber 01-Jul-11 United Kingdom of Great Britain and Work together to battle web-based ) Government
Malaysia and the Crime, Northern Ireland, Malaysia crime, money laundering among other to

UK to Fight Cyber Informatio things; Set up technical cooperation Government
Crime n Sharing and sharing of intelligence and

expertise
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Poland Agreement Research 24-Feb-11 Albania, Slovakia, Slovenia, Spain , Facilitate joint research and B Government
with NATO Turkey, United Kingdom of Great development and lower the cost of to Agency
Consultation, Britain and Northern Ireland, United Cyber Defense
Command, and States of America, Belgium, Bulgaria,
Control Agency Canada, Croatia, Czech Republic,
Denmark, Estonia, France, Germany,
Greece, Hungary, Iceland, Italy, Latvia,
Lithuania, Luxembourg, Netherlands,
Norway, Poland, Portugal, Romania
EU and Korea Cyber 01-Jan-10 Austria, Slovakia, Slovenia, Spain , Cooperate on cyber crime; exchange http://eeas.eur | Government
Framework Crime, Sweden, United Kingdom of Great information on education and training | opa.eu/archiv | to
Agreement Informatio Britain and Northern Ireland, Belgium, | of cyber crime investigators; es/docs/korea | Government
n Sharing, Bulgaria, Croatia, Cyprus, Czech investigation of cyber crime and south/docs/fr
Research, Republic, Denmark, Estonia, Finland, digital forensics science amework agr
Training France, Germany, Greece, Hungary, eement final
Ireland, Italy, Latvia, Lithuania, en.pdf
Luxembourg, Malta, Netherlands,
Poland, Portugal, Republic of Korea,
Romania
NATO and Estonia | Informatio | 01-Jan-10 Albania, Slovakia, Slovenia, Spain , Agreement renewed in 2016; creates ~ Government
Agreement on n Sharing, Turkey, United Kingdom of Great legal framework for Cyber Defense to
Cyber Defense Policy, Britain and Northern Ireland, United cooperation, facilitates information Government
Military States of America, Belgium, Bulgaria, exchange, and provides mechanism

Canada, Croatia, Czech Republic,
Denmark, Estonia, France, Germany,
Greece, Hungary, Iceland, Italy, Latvia,
Lithuania, Luxembourg, Netherlands,
Norway, Poland, Portugal, Romania

for assistance in case of cyber attack
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MoU between the Cyber 15-Dec-06 Albania, Slovakia, Slovenia, Spain , Access to the NCIRC network, Agency- Agency to
National Research Operations, Turkey, United Kingdom of Great participation to NATO Cyber Defense | Institution? Industry
Institute of Cyber Britain and Northern Ireland, United exercise, joint incident response,

Electronics and Exercises States of America, Belgium, Bulgaria, support on malicious code analysis,

Cryptology Canada, Croatia, Czech Republic, vulnerability database, alarm and

(TUBITAK Denmark, Estonia, France, Germany, warnings, staff exchanges

UEKAE) and Greece, Hungary, Iceland, Italy, Latvia,

NATO Computer Lithuania, Luxembourg, Netherlands,

Incident Response Norway, Poland, Portugal, Romania

Capability- NCIRC

Budapest Cyber 01-Jul-04 Albania, Andorra, Armenia, Australia, First international treaty on crimes ~ Government
Convention on Crime Austria, Slovakia, Slovenia, South committed via the internet and other to

Cyber Crime Africa, Spain , Sri Lanka, Sweden, computer networks; dealing with Government

Switzerland, Turkey, Ukraine, United
Kingdom of Great Britain and Northern
Ireland, United States of America,
Azerbaijan, Belgium, Bosnia and
Herzegovina, Bulgaria, Canada,
Croatia, Cyprus, Czech Republic,
Denmark, Dominican Republic,
Estonia, Finland, France, Georgia,
Germany, Greece, Hungary, Iceland,
Ireland, Israel, Italy, Japan, Latvia,
Liechtenstein, Lithuania, Luxembourg,
Malta, Mauritius, Monaco,
Montenegro, Netherlands, Norway,
Panama, Poland, Portugal, Romania,
Serbia

infringements of copyright, computer-
related fraud, child pornography, and
violations of network security. Main
objective is to pursue a common
criminal policy against cyber crime
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London Action Plan | Cyber 01-Jan-04 Australia, South Africa, Spain , Encourage communication and Government
on International Crime Sweden, Switzerland, United Kingdom | coordination among the agencies with to
Spam Enforcement of Great Britain and Northern Ireland, spam enforcement authority; share Government
United States of America, Belgium, findings with the OECD Spam Task
Brazil, Canada, Chile, China, Denmark, | Force
Finland, Hungary, Ireland, Japan,
Latvia, Lithuania, Malaysia, Mexico,
Netherlands, New Zealand, Nigeria,
Norway, Portugal, Republic of Korea
MoU on Mutual Cyber 01-Jan-04 Australia, United Kingdom of Great Facilitate effective enforcement Government
Enforcement Crime Britain and Northern Ireland, United against spam violations; facilitate to
Assistance in States of America investigations of spam violations; Government
Commercial Email assist one another in providing
Matters evidence that could assist in
determining whether a person has
committed a spam violation; law
enforcement assistance
European Informatio Sweden, Switzerland, United Kingdom | Jointly develop measures to deal with CERT to
Government CERT | n Sharing, of Great Britain and Northern Ireland, large-scale or regional network CERT
Group Research, Finland, France, Germany, security incidents; Facilitate
Cyber Netherlands, Norway information sharing and technology
Operations, exchange related to IT security
Training incidents and malicious code threats

and vulnerabilities; Identify areas of
specialist knowledge and expertise
that could be shared; Identify areas of
collaborative research and
development
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Best Practices
Cyber Crime

Cyber Exercises
Cyber Operations
Information Sharing
Military

Policy

Research

Training

AGREEMENTS W/ DOUBLE-COUNTS

12

10

11
10

69
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ANNEX 9 — India Agreements By Type

agreement_name agreement_type | agreement | agreement_signatories agreement_summary source Combo53
date

India-Vietnam Policy 01-Sep-16 Viet Nam, India 12 pacts in total, including defense, IT | Unsure of Government to
Bilateral cooperation, space, and cybersecurity agreement Government
Cooperation type
Agreements
Framework for the Cyber Crime, 01-Jun-16 United States of America, Sharing best practices, sharing _ Government to
United States-India | Information India information on a real time or near real Government
Cyber Relationship | Sharing, time basis, R&D, combat cyber crime,

Research, Best joint training programs, facilitating

Practices, Cyber joint tabletop exercises.

Exercises,

Training
Joint Statement Cyber Crime 01-Jun-16 Thailand, India Ramp up cooperation in cybersecurity; | _ Government to
between India and welcomed the initiative for the training Government
Thailand of Thai officers by India's Central

Bureau of Investigation in cyber crime
investigation and computer forensics.

India-UAE Bilateral | Cyber Crime, 01-Feb-16 United Arab Emirates, 7 agreements including cybersecurity, ) Government to
Cooperation Information India pact on cyber space for greater synergy Government
Agreements Sharing between security agencies to combat

efforts to radicalize youths through
online platforms; coordination and
exchange of information in cyber
crime; training in cyber crime
investigation
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MoU with India and | Research 01-Jan-16 India, Papua New Guinea Unsure if the agreement includes cyber Government to
Papua New Guinea components; text not found Government
for Establishing a
Center of
Excellence in IT
Joint Statement Cyber Crime 21-Nov-15 China, India Strengthen cooperation on cyber crime Government to
between the Indian including telecom fraud, exchange Government
Ministry of Home visits, and cooperation in law
Affairs and the enforcement capacity building.
Ministry of Public
Security for the
People's Republic of
China
Joint Statement Cyber Crime, 01-Nov-15 United Kingdom of Great Work together to educate and train Government to
between India and Training Britain and Northern cybersecurity professionals; expand the Government
the UK Ireland, India UK's Cheyening Cyber Scholarships

program for India; establish a

cybersecurity training center of

excellence; UK will provide advice on

setting up the Indian Cyber Crime

Coordination Center; Early conclusion

of an MoU on CERT to CERT

cooperation
Joint Statement: Cyber Crime, 11-Aug-15 United States of America, Increased collaboration on Government to
2015 United States- | Research India cybersecurity capacity-building, Government
India 4th Cyber cybersecurity R&D, and in combatting
Dialogue cyber crime.
MoU between Cyber Crime, 13-Jan-15 Finland, India Collaborate on cybersecurity research Industry to
Codenomicon Research, and development; GFSU CyberLab will Industry
Defensics and Training conduct research, development,

India's Gujarat
Forensics University

training, and services in vulnerability
testing ana analysis, cyber incident
monitoring, and computer forensics
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Agreement between | Cyber 01-Jan-15 India, Japan Combat spam, detect symptoms and CERT to CERT
CERT India and Operations quick response to cyber attacks
Japan Computer
Emergency
Response Team
Coordination Center
(JPCERT/CC)
India-Russian Cyber Crime, 01-Jan-15 India, Russian Federation Set up an expert group on cybersecurity Government to
Cooperation Information and counterterrorism; exchange of Government

Sharing, information and cooperation

Training monitoring ISIL activity in cyber realm

(Jihadi chat and online recruitment)

India-Uzbekistan Information 01-Jan-15 Uzbekistan, India Expand cooperation in cybersecurity Government to
Pact to Boost Sharing Government
Cooperation
MoU between Information 01-Jan-15 Singapore, India Establish framework for professional Agency to
Cybersecurity Sharing, Best dialogue; cooperation among CERTs Agency
Agency (CSA - Practices for operational readiness and response;
Singapore) and the collaboration related to smart
Department of technologies; exchange of best
Electronics and practices; human resource development
Information
Technology of India
MoU between Cyber Crime, 01-Jan-15 India, Malaysia Cooperation and exchange of Agency to CERT
Cybersecurity Information information regarding cybersecurity
Malaysia and CERT | Sharing, Cyber incident managenent, technology

India (CERT-In)

Operations, Best
Practices

cooperation, cyberattacks, policies, best
practices, and mutual response to
cybersecurity incidents
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MoU between Information 01-Jan-15 Canada, India Cooperation in cybersecurity (no _ Agency to
Indian Ministry of Sharing, Cyber specific details mentioned) Agency
Communications Operations
and IT and the
Department of
Public Safety and
Emergency
Preparedness of
Canada
Arrangement on the | Policy 02-Jul-14 Australia, Singapore, Spain | IT products and protection profiles that | _ Government to
Recognition of , Sweden, Turkey, United earn a Common Criteria Certificate, Government
Common Criteria Kingdom of Great Britain based on a collaborative Protection
Certificates in the and Northern Ireland, Profile (cPP) and Evaluation Assurance
Field of Information United States of America, Levels, can be procured and used
Technology Canada, Czech Republic, without further evaluation.
Security Denmark, Finland, France,
Germany, Greece,
Hungary, India, Israel,
Italy, Japan, Malaysia,
Netherlands, New Zealand,
Norway, Pakistan,
Republic of Korea
MoU between Cert- | Information 16-Jan-14 India, Republic of Korea Launched a cyber affairs dialogue for _ Agency to
In and Korea Sharing regular interaction to enhance Agency
Internet and information and knowledge sharing,
Security Agency expert exchanges, etc.
(KISA)
Agreement between | Research, Cyber | 01-Jan-14 India, Japan Combat spam project; project for http://pib.nic.i | Government to

India and Japan to
Cooperate in the
Fields of
Cybersecurity and
Green Information
and
Communications
Technology (ICT)

Operations,
Training

detecting symptoms and quick response
to cyberattacks

n/newsite/Print

Release.aspx?r
elid=112548

Government
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Druzhba-Dosti: A Policy, Cyber 01-Jan-14 India, Russian Federation Collaborate to promote safe, secure, http://pib.nic.i | Government to
Vision for Operations and sustainable use of ICTs n/newsite/Print | Government
Strengthening the (information and communication Release.aspx?r
Indian-Russian technology) globally elid=113166
Partnership over the
Next Decade- Joint
Statement
India-Australia Joint | Policy, Cyber 01-Jan-14 Australia, India Exchanges on cyber policy and http://india.em | CERT to CERT
Declaration on Operations cooperation between CERT India and bassy.gov.au/n
Security CERT Australia dli/pa5009isb.
Cooperation html
MoU between Information 01-Jan-14 India, Republic of Korea Promote cooperation and exchange of } CERT to CERT
Korea Computer Sharing information on cybersecurity
Emergency
Response Team
Coordination Center
(KRCERT/CC) and
CERT India, DeitY
in the field of
Cybersecurity
UK Cyber Crime Cyber Crime, 19-Feb-13 United Kingdom of Great India to be Britain’s “trusted partner” ) Government to
deal with India Information Britain and Northern over cyber crime and security; Create a Government
Sharing, Ireland, India joint task force to exchange and share
Training information about identifying and

countering threats; Police training
exchanges in cyber forensics and other
areas of detection and enforcement;
Regular cooperation meetings between
leaders in cybersecurity research from
academia and industry
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Five Initiatives for Information 01-Jan-13 India, Indonesia Enhance cooperation on cyber crime http://mea.gov. | Government to
Strengthening the Sharing, Cyber and cybersecurity issues in/bilateral- Government
India-Indonesia Operations documents.ht
Strategic m?dtl/22318
Partnership
MoU between the Information 19-Jan-11 United States of America, Promote closer cooperation and timely | _ Government to
United States and Sharing, Best India exchange of information; promote best Government
India Practices practices for the exchange of critical

cybersecurity information and expertise

between the two governments through

the Indian Computer Emergency

Response Team (CERT-In),

Department of Information

Technology, Ministry of

Communications and Information

Technology, and DHS' United States

Computer Emergency Readiness Team

(US-CERT).
Joint Action Plan Information 01-Jan-11 India, Kazakhstan Bilateral cooperation and projects on _ Government to
for Furthering the Sharing topics to include cybersecurity Government
Strategic

Partnership between
the Republic of
India and the
Republic of
Kazakhstan (Road
Map) for the period
0f2011-2014
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MoU between Information 01-Jan-11 India, Kazakhstan Development of cooperation in the area CERT to CERT
CERT-In (India), Sharing, Policy, of Information Security and covers the
Department of Cyber scope of mutual response to
Information Operations cybersecurity incidents, exchange of
Technology of India information on spam and other cyber-
and Kz-CERT attacks, exchange of information on
(Kazakhstan) prevalent cybersecurity policies and

exchange of human resources
US-India Information 01-Jan-06 United States of America, Added cooperation in transportation Government to
Cybersecurity Sharing India and financial sectors; set up an India Government
Forum (2006) Information Sharing and Analysis

Center and the India Anti-Bot Alliance
US-India Cyber Crime, 01-Jan-04 United States of America, Established five joint working groups Government to
Cybersecurity Research, Cyber India to cover legal cooperation and law Government
Forum (2004) Operations, enforcement, research and

Military development, critical information

infrastructure, watch and warning

emergency response, defense

cooperation, and standards and

software assurance.
US-India Information 01-Jan-01 United States of America, CERT-In and US National Government to
Cybersecurity Sharing, Cyber India Cybersecurity Division share expertise Government
Forum (2001) Operations in artifact analysis, network traffic

analysis, and exchange of information;
US-India High Technology
Cooperation Group formed in 2002
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29 TOTAL AGREEMENTS
Best Practices

Cyber Crime

Cyber Exercises

Cyber Operations

Information Sharing

Military

Policy

Research

Training

AGREEMENTS W/ DOUBLE-COUNTS**

11

10
16

[= = N -

59
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