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Various forms of cancer kill roughly 565,000 Americans per year; tobacco kills around
440,000, and obesity causes perhaps 400,000 or more deaths.? Approximately 1.7 million
patients develop infections annually while undergoing treatment in U.S. hospitals, resulting in an
estimated 99,000 deaths.® These four causes account for roughly 1.5 million U.S. deaths per year,
every year. A single organism, Clostridium difficile, causes some 350,000 infections and 15,000—
20,000 deaths per year.* In 1990, the Institute of Medicine at the U.S. National Academy of
Sciences estimated that microbial resistance, largely caused by the use of antibiotics in food
supplements for cattle and chickens, cost the U.S. health care system approximately $5 billion
per year.® In 2008, that cost was estimated at $20 billion per year.® Bioterrorism killed no U.S.
citizens in the 20th century and five to date in the 21st century.

Since the anthrax scare of October and November 2001—in which 22 people were
sickened, of whom 5 died—the U.S. government has appropriated $64 billion for biological
weapons prevention and defense. The proposed current rate of annual appropriation for this
purpose is $7 billion, which will likely continue in the future.’

Placing the two brief paragraphs above alongside each other presents the crux of the
issues examined in this chapter. Can we present a reasonable estimate of the threat of
bioterrorism to the United States? How has the subject been treated in the political domain?
What are the consequences of some of the U.S. government’s responses to the problem since
2001? Five policy questions will be reviewed. The first and most basic is the assessment of the

bioterrorist threat to the United States. Under this rubric, the nature of the political discussion



surrounding the issue of bioterrorism in the United States in recent years is examined. The
second issue is how the U.S. government’s response since 2001 has increased the proliferation
potential of biological weapons (BWs) and damaged national security. The third is the diversion
of resources within the U.S. public health sector. The fourth issue is the misdirection of public
health efforts in developing nations. The final policy issue to be examined is that of oversight

and regulation of the burgeoning U.S. biodefense program.

<<ahd>>Assessment of the Current Threat of Bioterrorism to the United States

The problem of assessing the threat of bioterrorism can be separated into four
considerations: the status of state offensive biological weapons programs; evidence of
proliferation from state BW programs; evidence of state assistance to nonstate actors to develop
or produce biological agents or weapons; and efforts to develop biological agents or weapons by
nonstate actors that are true international terrorist groups.

Official U.S. government statements in the late 1980s claimed that four nations possessed
offensive BW programs when the Biological Weapons Convention was signed in 1972 and that
this number increased to 10 by 1989.% In November 1997, U.S. government officials raised the
estimate to 12—9 of which the United States identified by name in the intervening years. In 2001,
the estimate was 13. Since then, the U.S. government has removed Libya, Iraq, and Cuba from
the list (it had removed South Africa in 1995, without public notice when that government
terminated both its biological and chemical weapons programs)—a reduction of essentially one-
third. But strikingly, as early as 2003, official U.S. intelligence assessments became markedly
more qualified about which countries were definitively developing BWs.® Defense Intelligence

Agency Director Michael Maples’s threat assessment presentation on January 11, 2007, accentu-



ated the lack of specifics on the number and status of offensive state BW programs:

e “North Korea’s resources include a biotechnical infrastructure that could support the
production of various biological warfare agents.”

e “Iran has a growing biotechnology industry, significant pharmaceutical experience
and the overall infrastructure that could be used to support a biological warfare
program. DIA believes Iran is pursuing development of biological weapons.”

e “China possesses a sufficiently advanced biotechnology infrastructure to allow it to
develop and produce biological agents.”

e “We judge Russia also continues research and development that could support its
chemical and biological warfare programs.”

e “India and Pakistan ... both ... have the infrastructure to support biological and some
aspects of the chemical warfare programs.”

e “Syria’s biotechnical infrastructure is capable of supporting limited biological agent
development. DIA assesses Syria has a program to develop select biological

agents.”0

Only the statements on Iran and Syria refer explicitly to offensive BW programs; the

other statements fail to support the suggestion that these particular countries possess an offensive
BW program. These latter statements could apply to the United States and most European
countries. These more muted and limited descriptions suggest that not as many countries
possessed offensive BW programs as previously believed. In fact, these evolving assessments—
and the Maples testimony in particular—raise serious questions about what basis in reality
existed for the estimates of national BW programs in the 1970s and 1980s, excluding the Soviet

Union, South Africa, Iraq, and perhaps Iran.



Because these recent estimates are so uncertain but have the benefit of accumulated
intelligence, past estimates are likely to have been more questionable, as they were presumably
generated on less intelligence. 1t now seems likely that the number of countries thought to have
offensive BW programs in the early 1970s through 1989 might more accurately be estimated at
four or five. In recent years, then, official U.S. estimates of the number of such programs have
declined by at least one-third, leaving roughly a half dozen at most.** And the U.S. intelligence
community has qualified its assessments of those remaining programs to such a significant
degree that it is difficult to judge what degree of an “offensive” nature—the development, testing,
production, or stockpiling of biological agents or weapons—exists in those programs.

Statements by innumerable U.S. government officials, academic analysts, and journalists
between 1989 and 2003 nearly uniformly described the proliferation of state-run BW programs
was a constantly increasing trend.? It now seems clear that as not the case. In fact, the number of
state BW programs was probably more or less flat.

Available evidence indicates that proliferation from state-run offensive BW programs has
been minimal. The former South African and Iragi BW programs resulted in no known
proliferation. As for the Soviet Union, only about 10 scientists are known to have immigrated to
any country of BW proliferation concern in the post-Soviet period. Some were recruited by Iran,
but most of this group worked in institutes belonging to the former Soviet Academy of Sciences,
not in research institutes primarily serving the former Soviet BW program. Several immigrated
to Israel.'® The United States never included Israel on its lists of BW-proliferated states, although
Israel almost certainly maintained an offensive BW program for many years and may still do so.

One can be even more definitive regarding assistance from state-run BW programs to

terrorist organizations seeking to develop or to produce biological agents or weapons: there is no



evidence whatsoever of any such activity. U.S. intelligence agencies have always considered the
likelihood of such assistance to be extremely low, and they expect the same to remain the case in
the future.'*

Finally, the history of attempts by nonstate actors to develop or use biological agents has
been remarkably limited. The significant episodes are all well known. The first was the use of
salmonella, bacteria that cause diarrhea, in 1984 by the Rajneesh cult, in a failed attempt to
influence a local election in Oregon. The second was Aum Shinrikyo’s 1990-1993 failed effort
to obtain and culture strains of Clostridium botulinum and Bacillus anthracis and disperse the
resulting products. The group never succeeded in obtaining a pathogenic strain of either
organism. Its culturing and dispersal efforts also came to naught. A third case was al Qaeda’s
effort in Afghanistan between 1997 and 2001 to obtain a pathogenic culture of B. anthracis and
to initiate work with the organism. Once again, the effort failed, as the organization was unable
to obtain a pathogenic strain of B. anthracis. Al Qaeda’s work was extremely incompetent. It had
barely begun preparations when a joint allied military team raided and occupied its facilities in
December 2001.%° The most recent significant episode took place in the United States in
September and October 2001—the so-called Amerithrax incidents.'® These were the dispersal of
a purified, dry-powder preparation of B. anthracis sent through the U.S. postal system to
multiple addressees, killing five people.

The al Qaeda and the Amerithrax events are the most significant but for opposite reasons.
The barely initiated, rudimentary, and failed attempt by al Qaeda is important because of the
nature of the group—an international terrorist organization with a wide organizational structure,
demonstrated initiative, and a record of successful, albeit conventional, attacks. The Amerithrax

attacks are significant because of the nature of the material prepared and the perpetrator; the



mailings demonstrate what a professional is capable of, but identifying the perpetrator was
essential to explaining who could make such a product and under what conditions. In other
words, identification would provide critical insight into both the likelihood of international
terrorist organizations’ developing similar capabilities and how quickly such a threat could
emerge. Since the interruption of the al Qaeda BW project in December 2001, there are no
indications that the group has resumed those efforts. Accounts of al Qaeda offshoot groups in the
United Kingdom, France, or Iraq producing ricin, a far simpler task, are all spurious. There have
also been no publicly identified indications that any other international terrorist group has
initiated the development of BW agents in the intervening years.'’

Although al Qaeda’s efforts to develop a biological weapon failed, the group’s
efforts were provoked by the severely overheated discussion in the United States about the
imminent dangers of bioterrorism. A message from al Qaeda’s second-in-command,
Ayman al-Zawahri, to his deputy, Muhammad Atef, on April 15, 1999, noted, “We only
became aware of them [BWSs] when the enemy drew our attention to them by repeatedly
expressing concerns that they can be produced simply with easily available materials.”*8 In
a similar vein, terrorism expert Brian Jenkins of the RAND Corporation has been at pains
to point out, “We invented nuclear terror.”® If in the coming decades we do see a
successful attempt by a terrorist organization to use BWs, blame for it can be in large part
pinned on the incessant scaremongering about bioterrorism in the United States, which has
emphasized and reinforced its desirability to terrorist organizations.

In terms of bioterrorism perpetrated by a terrorist organization, the Amerithrax events are
an outlier. They were almost certainly carried out by a U.S. scientist, fully trained, with access to

pathogenic strains and optimum working conditions, as discussed later in this chapter. A terrorist



group has never carried out a mass-casualty bioterrorist event. Yet thanks to the steady stream of
prognostications that essentially explain to terrorists why BWs would be of great utility to them,
such an event may well happen. Unfortunately, those interested in keeping the level of
government funding for biodefense high will likely continue to make remarks of the same sort.

In the late 1990s and early 2000s, several General Accounting Office reports noted that
the government had not performed a comprehensive bioterrorism threat assessment. Even after
the initiation of greatly increased biodefense expenditures beginning in fiscal year 2002, such a
threat assessment was not performed. Homeland Security Presidential Directive 10 states, “The
United States requires a continuous, formal process for conducting routine capabilities
assessments to guide prioritization of our on-going investments in biodefense-related research,
development, planning, and preparedness.”?® A DHS bioterrorism risk assessment model was
used to generate the DHS threat assessment in 2006. A critique of the DHS model written by
Alan Pearson, director of the Biological and Chemical Weapons Program at the Center for Arms
Control and Non-Proliferation, notes:

The first “Bioterrorism Risk Assessment,” prepared by the DHS National

Biodefense Analysis and Countermeasures Center (NBACC) using a

methodology developed by Battelle Memorial Institute, was completed on

January 31, 2006, and a report on the assessment was published on October 1,

2006. The assessment used threat scenarios and consequence modeling to rank 28

biological agents ... according to their relative risk. For this purpose, the

estimated likelihood of agent use in a range of different scenarios (“the

probability that an adversary acquires, produces, and disseminates a biological

weapon,” based on intelligence community input and the judgment of subject



matter experts) was multiplied by the projected consequences resulting from each

scenario (using data vetted by the Department of Health and Human Services).

The risk calculation was weighted towards high-consequence events.?

The computer model produced a massive compilation of more than one million
different combinations of variables, many of which were run in hundreds of iterations. In
September 2008, a review committee established by the U.S. National Academy of
Sciences released an extensive critique of the Battelle/DHS assessment model. The NAS
review group noted that the DHS model

ranks each pathogen according to its level of risk, based on subjective event

probabilities and their consequences. The subjective event probabilities were

elicited from dozens of biological weapons experts.??

The DHS model claimed that frequency of initiation and “estimated likelihood of agent
use” were at least in part “based on intelligence community input.” However, it seems likely that
there was little or no information of that nature available to the intelligence community,
particularly if there were very few or no terrorist groups in the field actively operating BW
development programs. The “intelligence input” was to include expression of interest, which are
commonly jihadist rhetorical exhortations, and these almost never include reference to particular
pathogens. The statement that the model depended on “subjective event probabilities ... elicited
from ... experts” again suggests a lack of actual intelligence concerning all 27 agents.? It
follows that the model was a theoretical exercise not based on actual intelligence; it is
vulnerability assessment, not threat assessment.

Ostensibly to compensate for the lack of verified intelligence input, the NAS committee

urged that the model should evaluate the choices of an “intelligent,” or “adaptive,” adversary.



This would only further compound the abstract quality of the model. The actual record of known
terrorist groups indicates that not one has yet mastered the most elementary aspects of
microbiology. (Ricin extraction from crushed seed pulp is a chemical process that requires no
culturing of organisms.) To suggest that for purposes of “research, development, planning and
preparedness” the U.S. government should now assume an “intelligent” and “adaptive” enemy
posits capabilities that no terrorist group currently has or is likely to have for years to come. The

“intelligent” and “adaptive” adversary was the perpetrator of the Amerithrax events.

<<ahd>> Discourse on Bioterrorism in Washington

The history of exaggerating the bioterrorist threat is a long one. It began in 1986
with an attack on the validity of the Biological Weapons Convention by Douglas Feith,
then an assistant to Richard Perle in President Ronald Reagan’s Defense Department and
until August 2005 undersecretary of defense for policy. Feith introduced the idea, now
widely adopted, that advances in the microbiological sciences and the global diffusion of
the relevant technology heighten the threat of BW use. Though molecular genetics and
globalization have advanced drastically since 1986, it does not necessarily follow that the
BW threat has grown. As noted, the number of states that maintain offensive BW programs
has decreased. And despite the global diffusion of knowledge and technology, the
incidence of terrorist networks’ creating BWs has remained very low over the entire period.

But alarmism continues. In 2005, Tara O’Toole, then chief executive officer and
director of the Center for Biosecurity at the University of Pittsburgh Medical Center, said:
“This is not science fiction. The age of Bioterror is now.”?* The office of Vice President

Cheney was the driving force behind the Bush administration’s emphasis on
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bioterrorism.?®> Cheney was influenced by the highly unrealistic “Dark Winter” scenario
developed by Dr. O’Toole, which one author has noted was “intended to put a real scare
into government policy makers and members of Congress.””?® Cheney was apparently
greatly alarmed about the potential use of BWs by terrorists and reportedly believed he
might soon become a victim.?’

Homeland Security Presidential Directive 10, “Biodefense for the 21st Century,” states,
“Biological weapons in the possession of hostile states or terrorists pose unique and grave threats
to the safety and security of the United States and our allies.” A recent panel established by the
National Academy of Sciences went further: “The threat posed by biological agents employed in
a terrorist attack on the United States is arguably the most important homeland security challenge
of our era.”?8 In 2005, then Senator William Frist (R-TN), who coauthored the legislation that
initiated these expenditures, said, “The greatest existential threat we have in the world today is
biological . . . an inevitable bio-terror attack [would come] at some time in the next 10 years.”?®
In 2008, an academic author based a book on “the realization that no other problem facing
humanity is so potentially cataclysmic and has been so inadequately addressed.”*® According to
many U.S. political figures and experts, the $64 billion is therefore money well spent fighting a
dangerous threat.

For two decades, we have been told that bioterrorism would be perpetrated by terrorist
groups with an international presence and international political objectives. As noted, however,
these groups have little or no scientific competence, little or no knowledge of microbiology, and
no known access to pathogen strains or laboratory facilities. The most recent U.S. National
Intelligence Council terrorist assessment makes no reference to any such capabilities.®! The

report of the Commission on the Prevention of Weapons of Mass Destruction Proliferation and
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Terrorism, released in December 2008, stated, “We accept the validity of intelligence estimates
about the current rudimentary nature of terrorist capabilities in the area of biological weapons.”32

Nevertheless, during congressional testimony in July 2008, Jeffrey Runge, an assistant
secretary of the Department of Homeland Security, claimed: “The risk of a large-scale biological
attack on the nation is significant. We know that our terrorist enemies have sought to use
biological agents as instruments of warfare, and we believe that capability is within their
reach.”®® Runge said that what keeps him up at night “is a possibility of a large-scale biological
attack on our homeland” and that he would describe “the current biological threat environment as
illustrated by the effect a biological attack might have in a city like Providence,” Rhode Island.
But such a scenario of BW use created by modelers does not at all represent “the current
biological threat environment.” It is instead a classic vulnerability assessment, without any
reference to a specific validated threat. Even with a validated threat, one cannot know in advance
what the outcome of any particular attempted attack would be. This fact is illustrated by two
prominent events: the use of the chemical agent sarin by the Japanese cult Aum Shinrikyo in
Tokyo in 1995 and the anthrax dispersion in the United States in 2001. These attacks (for
different reasons) resulted in only a small fraction of the casualties that might have occurred.

Joint testimony by a triumvirate of Runge’s DHS colleagues echoed the idea that a
serious BW threat to the United States exists:

The Nation continues to face the risk of a major biological event that could cause

catastrophic loss of human life, severe economic damages and significant harm to

our Nation’s critical infrastructures and key resources.... The threat of

bioterrorism has not subsided, and the impact of a large-scale bioterrorism event,

such as the widespread dissemination of an aerosolized form of anthrax or other
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deadly biological pathogen, would have a serious effect on the health and security

of the Nation.3*

These lines, intermingled with some others containing a fair amount of distorted and
misleading information regarding the simplicity of preparation and even weaponization of
pathogens, are typical. Pages could be filled with examples of ignorance or disinformation on the
subject. Numerous authors beat a tocsin of the bioterrorist threat, though not the U.S. intelligence
community as indicated in testimony in 2006 and 2009 in addition to the WMD Commission
quote noted earlier.

Other examples of the general tenor include reports and special commissions
emphasizing the supposed threat of bioterrorism that were released during the fall of 2008. In
September 2008, the congressionally mandated Commission on the Prevention of Weapons of
Mass Destruction Proliferation and Terrorism previewed its report that was designed to “deepen
both our assessment of the threat today and what we can do about it.”*® The commission’s
cochair, former senator Robert Graham (D-FL), stated, “My own assessment at this point is the
more likely form of attack is going to be in a biological weapon.”®

In contrast to this alarmist attitude, a proposed presidential platform statement submitted
in August 2008 by the Federation of American Societies for Experimental Biology, an
organization composed of 21 biomedical research societies and the largest life sciences group in
the United States, did not refer to “bioterrorism” at all.®’

That same month, the Federal Bureau of Investigation announced that Bruce E. Ivins, a
staff scientist at the U.S. Army Medical Research Institute for Infectious Diseases, was
responsible for the 2001 anthrax attacks. Ivins had worked at USAMRIID for 27 years, including

20 years of work with anthrax. This disclosure that a longtime insider, not a nonstate terrorist
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group, was responsible for a deadly BW attack on U.S. soil changed the entire construct of where

the primary risks of bioterrorism lay and of what degree of competence a serious perpetrator

would have. In 2002, Steven Block of Stanford University commented:

The fundamental question here is are we victims of our own anthrax, or our own
expertise, or is this a further fallout from Al Qaeda? It’s a critical question. This is
the first biological warfare of the 21st century, and our proper response to it—
morally, politically and in every other way—depends on our understanding which

it is.38

Dr. O’Toole, however, had quickly been convinced on the most tenuous of suppositions that the

anthrax attacks had been carried out by al Qaeda. She prepared a memorandum making that

argument, which was sent to the FBI and to CIA Director George Tenet and was “circulated

among top government officials.

939

In October 2009, the blue-ribbon Graham-Talent Commission produced a ‘“Progress

Report,” a clear effort to further boost government spending. The report’s Executive Summary

stated:

In recent years, the United States has received strategic warnings of biological
weapons use from dozens of government reports and expert panels. The
consequences of ignoring these warnings could be dire. For example, one recent
study from the intelligence community projected that a one- to two-kilogram
release of anthrax spores from a crop duster plane could kill more Americans than
died in World War I1.4°

As already noted, the “strategic warnings” are the highly exaggerated generic claims. As

for the scenario suggested, no matter who conceived it, the outcome claimed is inconceivable.
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Over 450,000 Americans died in World War 1l. Modeling scenarios depends on a wide variety of
variables: strain selection, culturing and growth conditions, harvesting and preservation, and
another set of environmental variables on release. Mortality might vary from zero to some
calculated number. One to two kilograms (2.2 to 4.4 pounds) of anthrax spores would more
likely produce mortality in the hundreds in an open-air release, not over 450,000.** Moreover, no
known terrorist group has the ability to produce a dry-powder preparation of anthrax, making the
entire scenario implausible.

In a recent book written by former national security advisers Brent Scowcroft and
Zbigniew Brzezinski, Scowcroft refers to the propagation of an “environment of fear” in the
United States, which Brzezinski adds has made us “more susceptible to demagogy” that “distorts
your sense of reality”” and “channels your resources into areas which perhaps are not of first
importance.” Brzezinski continues:

We have succumbed to a fearful paranoia that the outside world is conspiring

through its massive terrorist forces to destroy us. Is that a real picture of the

world, or is it a classic paranoia that’s become rampant and has been officially

abetted? If | fault our high officials for anything, it is for the deliberate

propagation of fear.*?

Warnings regarding the bioterrorist threat are one of the major components in producing
that “environment of fear.” A few very determined and very vocal nongovernment purveyors of
the bioterrorism threat, backed by one or two private foundations, have significantly contributed
to producing that atmosphere. The Sloan Foundation funded at least 14 conferences in the United
States and overseas, 4 of which were held by Interpol and 3 by the Department of Homeland

Security.*® Building on the fear emerging from the 9/11 and the Amerithrax attacks, this
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movement helped generate the $64 billion to date in federal expenditure, a large federal
bureaucracy, strong congressional advocates, multiple research institutes and journals, and a
thriving contractor industry—the same “stakeholders” who now call for the continuation of
efforts to fight and prevent bioterrorism.

Bruce Hoffman, a terrorism expert, explained the situation after 2001 in a scathing
comment:

[Bioterrorism] was where the funding was, and people were sticking their hands

in the pot. It was the sexiest of all the terrorism threats and it was becoming a cash

cow. So the threat of bioterrorism became a kind of self-fulfilling prophecy. It

was archetypical Washington politics in the sense that you generate an issue and it

takes on a life of its own.*
This depiction is valid. What is needed, however, is more substantive detail regarding “the
politics of bioterrorism,” for example, the instrumental role of Vice President Dick Cheney noted
earlier.

In October 2008, David Koplow, professor of law at Georgetown University Law Center
and a former deputy legal counsel in the Department of Defense, wrote:

Bioterrorism is a serious, important danger, one that deserves serious, focused attention.

But empowering a bioterrorism-industrial complex, and fostering a needless climate of

fear, paranoia, and helplessness cannot lead to fashioning reliable, long-term solutions.

Rational policy requires a genuine, level-headed risk assessment, and a sustained,

balanced approach, not a knee-jerk public relations drama.*®

<<ahd>> Reduction of U.S. Security by Increasing BW Proliferation Potential
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The hyping of the bioterrorism threat has been accompanied by various policies that
actually heighten the odds that the United States will experience another biological weapons
attack. lronically, most of these policies are part of U.S. biodefense efforts. The subject will be
dealt with only cursorily here. It can be seen as a composite of several elements, some of which
are extensively described in other publications and others of which are touched on in other
sections of this chapter. Seven examples are provided here.

As indicated earlier, the role of exaggerated threat pronouncements can stimulate interest
in BWs among nonstate actors. If for 10 to 15 years terrorist groups are told that a biological
weapon is fantastically powerful, easy to acquire and produce, and will kill millions of people,
they are going to become curious about it, even if they are ignorant about microbiology. And
once it has been trumpeted worldwide for years, the false message is difficult to withdraw.

Disinformation and misinformation about the biological weapons threat encourage
disastrous and costly policy decisions.*® The leading example, of course, is the spurious
“determination” that Iraq had produced mobile vehicles to make BW agents. This charge,
presented to the entire world, was used as one of the major public justifications by the Bush
administration for invading Iraq in 2003.%’ The concocted “Dark Winter” scenario did much to
influence Vice President Cheney and the subsequent drive by the Bush administration for a
national smallpox vaccination program.*®

Another problem is the way government officials communicate about the aftermath of a
BW attack or any attack. If officials constantly tell the public that the greatest damage following
the use of a BW agent will be panic (contradicting to a large degree the claim of mass-casualty
effects), there will be panic if and when such an event occurs. This message too is difficult to

withdraw after officials and experts have mistakenly propagated it for decades. If instead
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officials drop inflated predictions and the public is told that the government is doing the best it
can to prepare protections and defenses, that the nation will survive and recover, and that there is
no need for panic, panic can be avoided. That is the lesson from every civil defense experience
worldwide to date, in wartime and in peacetime.

The massive increase in the number of scientists and laboratories working with select
agents—those pathogens of interest to biodefense programs—heightens the risk of a deadly
accident. Before 2001, there were perhaps several hundred scientists working on what are now
select agents, in approximately several dozen laboratories at most. As of August 2008, there
were 399 institutions and 14,797 scientists authorized to work with select agents.*® As of October
2007, there were no fewer than 4,000-5,000 BSL-3 level laboratories in the United States, of
which 1,356 were authorized to work with select agents.®® As is universally the case for both
infrastructure and humans, accidents occur more or less in direct proportion to the number of
individuals involved and the number of transactions or events that take place. The more
dangerous laboratories there are, the greater will be the incidence of accidents. Together with the
release of a Government Accountability Office report in September 2009, a GAO official
testified to Congress that the “increase in the number of researchers working with hazardous
pathogens would ‘inevitably’ lead to an amplified risk of bioterrorist attack perpetrated by a
scientist working at a biocontainment facility.”>!

The dramatic increase in the size and the nature of biodefense experimentation will likely
stimulate biodefense programs in other states That increase elsewhere is already manifest. In
1993, there were reportedly 13 national biodefense programs. In 2007, that number had doubled,
to 25 national programs.®? There is no way to predict how these programs will develop in the

coming decades.
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The publication of biodefense-related research may prove useful to those developing
bioweapons. To see what information might be used for “biological weapons development
utility,” presumably by unauthorized entities, the Department of Defense commissioned a study
in 2003 to investigate journals such as Scientific American, Science, and Molecular
Microbiology.>® Five years later, a team from the Centers for Disease Control and the U.S.
Army’s Dugway Proving Ground published a peer-reviewed paper describing the methodology
for production and aerosol dispersion of weaponized, dry-powder B. anthracis.>* This
information was almost certainly not previously publicly available, and its publication makes a
mockery of the oft-repeated claim that “recipes” for BWs are readily available on jihadi websites,
where the information is practically useless. More importantly, the research and publication also
violate the spirit and possibly the words of Article | of the Biological Weapons Convention. Had
such a document been unearthed in Iraq before 2002, it probably would have been considered
proof of an offensive Iragi BW program.

Another danger is the export of “dual-purpose” equipment used in the production of
biological agents. Between 1999 and 2003, the U.S. Department of Defense was responsible for
the massive export to purchasers in Gulf States of such equipment.> It is extremely likely that
the great majority of this equipment was resold to Iran at the same time that the U.S. government
was for years attempting to curtail shipments of such equipment to Iran. <<Typesetter: please
add “Figure 6.1.” before figure title and remove title from inside box; in footnote, please

unbold and italicize “only”>>
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<<ahd>> Diversion of Resources from Other U.S. Public Health Needs

A faulty threat assessment
CDC Funding for Chronic Disease and Bioterrorism

(FY 2000 — FY 2008)*

will lead to faulty national priorities

( Example: Funding for Chronic Disease )
and Terrorism (Fy 2000 - FY 2008) )
L and misallocated resources by
EIChromic Dissase
0 W Temorism
B successive administrations and
E §1,500,000 L A
F Congress. If avoiding deaths in the
E 51,000,000
- order of medical magnitude were the
O ssmow
criterion used to guide the national
\_ Fiscal Year I J

allocation of resources, they would
FTertorismefers only to Bltertorim. go overwhelmingly toward fighting

smoking, obesity, antibiotic-resistant infections, and the other leading sources of mortality
enumerated in the opening paragraph of this chapter rather than toward preparing to counter the
“select agents” of interest to biodefense.>®

Even as the United States appropriated since 2001 $64 billion to defend against
select agents, U.S. life expectancy stood at 42nd in the world, and child mortality ranked
29th—despite the fact that the United States spends more on health care per person than
any other country.®’

However, if we look at the Centers for Disease Control’s budget over the past eight years,

we see something strikingly different: essentially flat funding for chronic disease and a large

increase in spending on select agents and bioterrorism (see Figure 6.1).°8 Certainly, an
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expenditure of $57 billion has served to increase U.S. preparedness against the use of biological
agents, but a very large portion of that sum does not serve dual-purpose utilities, that is,
benefiting general U.S. public health needs as well.>® The distribution of grants from the
National Institute of Allergy and Infectious Diseases follows a similar pattern. Far more grants
went to research on B. anthracis than to research dealing with organisms that kill thousands of
people annually.®® In addition, the National Institutes of Health has on average distributed only
around $220 million per year since FYQ7 for research on antibiotic resistance, with a substantial
portion of that going to antibiotic resistance in select agents, and therefore oriented primarily

toward biodefense rather than general public health.5!

<<ahd>>Miisdirection of Public Health Efforts in Low-Income Countries

The problem of misdirecting public health efforts in low-income countries, which is
clearly akin to the diversion of public health resources in the United States, is a recent one. It is
the consequence of proselytizing efforts by U.S. officials and private analysts active in
propagating the conception of a bioterrorism threat. Early in the post-2001 U.S. biodefense
buildup, U.S. government representatives tried to convince their European counterparts,
particularly in member states of the North Atlantic Treaty Organization, to follow suit. The
government officials in those countries who composed the audience for the U.S. urgings most
often did not share the alarmed U.S. view of the imminence of a bioterrorist attack. The same
held for the scientific cohort in those countries. Nevertheless, with time, U.S. efforts have had
some success.

In addition, a series of international conferences sponsored by Interpol and funded by the

Sloan Foundation in different geographic regions sought to convince law enforcement agencies
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that they should turn increased attention and resources toward measures and programs related to
bioterrorism. That was followed by a conference for senior-level public health authorities in
African countries also funded by the Sloan Foundation. The conference urged the relevant
officials in those countries to provide more resources and consideration to issues that relate to
bioterrorism, in fact, to make the subject one of their primary concerns.®? Of greater importance
was a March 2009 report produced by the U.S. National Academy of Sciences, which again
urged public health officials in these countries to take up the problem of bioterrorism.%® Experts
from the U.S. Centers for Disease Control testifying to the NAS study group offered the
following recommendations:

e Ensure the program is consistent with local priorities.

e Avoid taking personnel from other important local programs.

e Ensure local buy-in of activity.

e Ensure program compatibility and integration with existing local activities, structures,

methods and equipment.®*
Though the NAS report ultimately repeated the last admonition, it would be impossible to induce
the recommendations basic to the report without subverting public health programs in the
selected developing nations based on their own needs, that is, the pattern of disease incidence in
those countries that causes major mortality.

Nearly all these countries have drastically underfunded their public health sectors and
have been faced with enormous disease burdens for decades. The number of trained public health
professionals in these countries is always a small fraction of those needed to deal with existing
public health problems, which in many of these countries, due to HIV infection, is nothing short

of catastrophic. As a single example, at a minimum, between 700,000 and 2.7 million people die
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yearly of malaria. Over 75 percent of them are African children.%®

Global priorities are clear. Global mortalities per year are poverty, 7.3 million;
HIV/tuberculosis/malaria, 6 million; diarrheal disease, 3.5 million; smoking, 5 million; measles,
0.5-1 million; warfare, 1 million: a total of approximately 24 million people, year in-year out.%®
Bioterrorism mortality is zero. A World Health Organization report noted, “Disproportionate
investment in a limited number of disease programmes considered as global priorities in
countries that are dependent on external support has diverted the limited energies of ministries of
health away from their primary role.”®” Attempting to convince ministries of health in African
countries to make bioterrorism a primary concern can only divert them further from their primary

role.%®

<<ahd>>Regulation of a Dramatically Increased National Biodefense Program

A few weeks after the events of September 11, 2001, a professionally prepared dry-
powder anthrax preparation was distributed through the U.S. postal system. Two envelopes that
were sent to the U.S. Senate offices of Patrick Leahy and Tom Daschle were of particular
importance due to the technical quality of the preparation. The response of the Congress and the
administration was twofold. One was the massive increase in funding for biodefense, which
comprised enhancing preparedness; purchase of drugs, vaccines, and detectors; and research,
including the construction of a sizable number of new dedicated research facilities.®® The other
was the passage of the Public Health Security and Bioterrorism Preparedness and Response Act
of 2002, the so-called select agent legislation. Under its provisions, the CDC and the Department
of Agriculture specified a list of “select agents” of particular biodefense concern, and new

requirements were established concerning the facilities and scientists that worked with such
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agents. Research institutions that possessed any of the select agents were required to register
with the CDC, the exchange and transfer of samples of the agents between scientists had to be
approved by the CDC, a requirement for security and inventory management was established,
and some personal reliability oversight was established for those working with the agents.

The regulations were needed. In his catalog of illicit uses of biological agents in the 20th
century, Seth Carus found that laboratories and culture collections were the preferred source of
pathogens and toxins for terrorists and criminals and that thefts were primarily conducted by
insiders. There is no evidence that any terrorist or criminal group has ever successfully acquired
a pathogenic microorganism from nature.’® In addition, laboratory accidents inevitably happen.
In the past few years, several have occurred in the most specialized and supposedly highly
controlled facilities in Boston and Texas, built with post-2002 funding.

Other dangers arise via routine operations, neither accidents nor intended malice, that
turn up problems of an unforeseen nature. For example, an effort to catalog select agent culture
collections in Department of Defense facilities in 2008 led to unanticipated and astonishing
problems. After months of investigation, USAMRIID reported in June 2009 that no fewer than
9,202 uncataloged microbial culture vials had been found in 335 freezers and refrigerators at the
Iaboratory.71 Since the official database had listed 66,000 items, the “missing” increment
represented about 13 percent of the total. There were two lessons from this incident. First, a CDC
investigation of USAMRIID in September 2008 did not discover the problem of unlisted samples.
Second, neither USAMRIID nor other U.S. Army biodefense laboratories had previously made
complete inventories despite legislation in force since 2002 requiring them to do so.”> A U.S.
Government Accountability Office report released in August 2009 indicated that several major

high-containment facilities had been slow to upgrade their facilities in the preceding 12
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months.”

Another danger requiring regulation is the production and dissemination of knowledge by
the U.S. biodefense program that could benefit both potential BW proliferators and nonstate
actors. A report prepared by a committee of the U.S. National Academy of Sciences in 2004
identified seven classes of experiments, which illustrated the types of research that should
require review and discussion by informed members of the scientific and medical community
before they were undertaken or, if carried out, before they were published in full detail.” As a
result of a recommendation in that report, a year later the president established the National
Science Advisory Board for Biosecurity, with the mandate “to provide advice, guidance and
leadership regarding biosecurity oversight of dual-use research.” In 2007, after two years of
deliberations, the NSABB arrived at an ineffective recommendation that the oversight task be
assigned to individual institutional biosafety committees (IBCs) at laboratories in universities,
government contractor facilities, and other facilities across the country. The IBCs were
established in the late 1970s because of concerns about molecular genetic (recombinant DNA)
research. Their assigned function was to review proposed research projects in their own
institutions. A report published in 2004 had demonstrated that the IBCs were, in most locations,
nonfunctional in carrying out their existing, far simpler task.” In many institutions, the IBCs did
not even exist, and where they did exist on paper, they did not follow supposedly mandatory
guidelines for all institutions receiving federal funding. It was inconceivable that they could also
perform the role that the NAS report suggested.

The greatest danger is deliberate misuse of research facilities to do harm. On August 1,
2008, the FBI identified a highly qualified researcher who had worked at USAMRIID for three

decades as the individual whom they considered responsible for preparing and distributing the
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anthrax preparation used in the Amerithrax events. In response, various authorities began to
recommend additional biosecurity measures. For example, a two-person workplace rule and
other measures were recommended to increase security in U.S. laboratories working with select
agents. The congressionally mandated report, World at Risk: The Report of the Commission on
the Prevention of WMD Proliferation and Terrorism, released in December 2008, recommended
a review of domestic pathogen security and increased government oversight of high-containment
laboratories. Nothing in those suggestions would seem to be particularly striking. As another
author has noted:

In the United States, airplane and river barge pilots, physicians, nurses, clinical

laboratory technicians and even cosmetologists must receive specialized

education and training and pass federal or state licensing examinations in order to

practice their respective professions. Licensure ... allows the government to keep

records of who these professionals are and where they practice.’
Suggestions of possible new restrictions beyond those already legislated in 2002 produced a
dramatic response. The first published expression was authored, ironically, by five members of
the NSABB. They warned in an editorial that

the damage to the future of America will be infinitely greater if one incident, no

matter its extent, devastates our scientific endeavors because of precipitous

regulatory responses so onerous as to cripple research in this country to our

detriment and to the advantage of other countries. Our nation’s strength has been

in its willingness to accept risk as a necessary component of scientific

development in diverse areas from vaccines and other therapeutic measures to

space exploration. It is imperative that our political leadership remembers this
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also and acts in a commensurate manner.””

These claims appear dubious at best. First, added regulation would apply to a minute fraction of
researchers in molecular biology, not to biological and medical sciences as a whole. Second,
classification and segregation of important portions of nuclear physics after 1945 certainly did
little to impede the mass of Nobel Prizes in Physics earned by U.S. physicists since then.
Increased oversight and/or regulation would be unlikely to have any negative effect on U.S.
science, health, or economic competitiveness.

Other “stakeholders” quickly lined up to oppose further regulation. At a meeting
organized by the American Association for the Advancement of Science, Dr. Gronvall of the
UPMC Center for Biosecurity claimed that the post-2001 regulations “hindered public health,”
and that “she and her colleagues would like to see a more nuanced approach to countering the
bioterrorism threat that includes increased security through robust research.”’® The NSABB
released a report titled Enhancing Personnel Reliability among Individuals with Access to Select
Agents, which opposed any increase in personnel reliability programs, urged a reduction in the
list of select agents, and suggested that working scientists observe their coworkers and report
infractions of regulations.”® A joint letter from the Federation of American Societies for
Experimental Biology and the Association of American Medical Colleges endorsed the views of
the earlier NSABB report and requested a regulatory system that allowed “the flexibility of
developing site-specific performance based standards.”® Finally, administrators at the AAAS
prefigured their own report due in July 2009 by an editorial in Science that repeated the NSABB
warning of “unintended negative consequences, including over-restricted access to vital
resources and a constrained ability to collaborate internationally on a broad range of topics.”8!

One of the authors of the Science editorial argued that “we are basically cutting ourselves out of
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the game for global health as well as the global research enterprise, and that’s not good.”®? The
comment was based on the fact that several swine flu samples were sent from Mexico to a
laboratory in Canada instead of to the CDC in the United States—hardly evidence of a collapse
of the U.S. role in “global health as well as the global research enterprise.”

Members of the NSABB have explained that the group feared a “chill” to the biodefense
research community. History suggests that these reactions are unfounded. In 1988, a Senate
committee held extensive hearings on the Biological Defense Research Program existing at that
time, including safety management in the U.S. Army’s biodefense research facilities. In response,
the Army wrote new safety regulations that formalized compliance with directives and standards
of a dozen U.S. regulatory agencies. USAMRIID, its scientists, and its research are not known to
have suffered in any way from those regulations 20 years ago.® It is important to recall that the
current regulations and all the debate surrounding them concern only scientists working with
select agents in high-containment facilities. Those opposing any further federal regulation and
hoping for reversal of some of the existing regulations have been well organized, and they are
virtually the only voice heard in the public arena. A study by Victoria Sutton published in 2009
indicated that 93 percent of responding scientists who were funded to do biodefense agreed that
work on select agents should be regulated.?*

On November 4, 2009, the Senate Homeland Security and Governmental Affairs
Committee approved a bill “intended to improve security at the nation’s biological research
facilities.”® It was sent to the Senate floor after months of preparation. One of its provisions was
that the secretaries of health and human services and agriculture should “stratify” the select agent

list. That meant, in effect, reduce the number of agents being held under more rigid guidelines.
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<<ahd>>A Final Word

The White House should institute oversight of all relevant biodefense research and
development programs carried out by all departments, agencies, and subagencies to ensure
that they comply with U.S. obligations under Article I of the Biological Weapons
Convention, which prohibits the development (as well as production, stockpiling,
acquisition, and retention) of biological weapons. Preferably, such oversight of all
biodefense research carried out by federal agencies, or private contractors, should be
reviewed at the level of the National Security Council. All oversight should include
classified research.8®

Policymakers should also end the fearmongering and huckstering of the bioterrorism
threat, which has been divorced from reality for years.®” Unfortunately, such overheated rhetoric
appears to be spreading to several other countries, notably India and Russia. Gross exaggeration,
propaganda, and alarmism about BWSs are counterproductive, inducing interest by nonstate actors
in precisely the kinds of activities that the United States would like to prevent and generating a

dangerous set of overreactions at home.
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