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Preface

“The most important failure was one of imagination. We do not believe leaders understood the
gravity of the threat. The terrorist danger from Bin Ladin (sic) and al Qaeda was not a major
topic for policy debate among the public, the media, or in the Congress.[...] Al Qaeda’s new
brand of terrorism presented challenges to U.S. governmental institutions that they were not
well-designed to meet.”

The 9/11 Commission Report, National Commission on Terrorist Attacks

“Nuclear and radiological threats will persist far into the future.”

Dr. Elizabeth Sherwood-Randall, Assistant to the President for Homeland Security
March 3, 2023

Are U.S. efforts to counter nuclear or radiological' terrorism keeping pace with the
evolving threat landscape? Almost twenty years after the release of “The 9/11 Commission
Report,” the unanimous conclusion of the National Academy Committee members who have
prepared this study report is that, overall they are not. The nightmare scenario of a terrorist
nuclear attack on U.S. soil is a risk that has not diminished. The efforts to manage this risk must
be expanded and they must be enduring.

Success has the potential to breed complacency. The significant attention paid to
preventing terrorism in the aftermath of the 9/11 attacks and the success of the U.S programs to
reduce the terrorism risk has made it possible for a new generation of Americans to grow up
without experiencing a catastrophic terrorist attack on the U.S. homeland. The downside of this
achievement is that, not having had a major shock or crisis that provides confirmation that a
threat is clear and present, the nation’s attention has started to drift. This loss of focus has in the
past, and can be expected in the future, to translate into waning interest and investment in
capabilities that are required to prevent, detect, deter, respond to, and recover from a future
catastrophic terrorist event.

In the decade prior to Russia’s 2022 invasion of Ukraine, most Americans paid little
attention to the nuclear terrorism threat. The capture of the Zaporizhzhia Nuclear Power Station
and Vladimir Putin’s nuclear saber rattling placed the nuclear risk back in the headlines. This has
not, however, resulted in renewed attention to nuclear terrorism. Instead, it has contributed to the
accelerated shift in focus by the national security community to Great Power Competition with
Russia and China.

Preventing terrorist attacks, and effectively responding to and recovering from incidents
when they occur requires vigilance and sustained effort. The sophisticated counter-terrorism
intelligence and military capabilities developed after the attacks of September 11, 2001 require
continuous attention to ensure the necessary levels of interagency coordination and international,

"' The UN defines nuclear terrorism as the unlawful and intentional use of radiological material with the
intent to cause death, injury, or serious damage to property or the environment, or to compel “a natural or
legal person, an international organization or a State to do or refrain from doing an act” (see
https://treaties.un.org/doc/db/terrorism/english-18-15.pdf). Therefore, in the rest of this document, we will
use “nuclear terrorism” to refer to terrorist acts that utilize either a detonable nuclear device or radioactive
substances to cause harm.
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Preface

state, and local engagement. But, challenges presented by state actors are now being prioritized
over those posed by non-state actors. While this may be understandable given the rapidly
changing threat environment, it risks the erosion of efforts that have worked to date in preventing
terrorist groups from obtaining or building and deploying a nuclear or radiological device.

A cautionary tale for current times is what happened to U.S. counter-insurgency
capabilities in the immediate aftermath of the Vietnam War. During that conflict, the U.S.
military services developed special forces that were highly capable of conducting joint special
operations deep inside North Vietnam (Atlamazoglou 2020). When the war ended in 1975,
however, there was a significant reduction in defense spending along with a shift by the armed
services in training and strategic focus to conventional warfighting to counter the Soviet Union.
Mission planning and inter-service operability for conducting special operations degraded. The
tragic consequence of this played out in April 1980 with the catastrophic failure of Operation
Eagle Claw.

President Jimmy Carter had authorized a military rescue attempt of the 52 American
diplomats and citizens taken hostage after the Iranian takeover of the U.S. Embassy in Tehran.
The U.S. Army, Navy, Air Force and Marines were all involved in the operation, but only five of
eight helicopters arrived at the staging area in operational condition and then one of the
remaining helicopters crashed into a transport aircraft destroying both aircraft and killing eight
servicemen. (Kyle and Eidson 2002; Williamson 2020). The operation was then aborted. The
post-mortem investigation concluded that “a lack of coordination between military services —
evidenced in part by compartmentalized training and inadequate equipment maintenance”
contributed to the aborted operation (Lambert 2023). The failure of Operation Eagle Claw?
illustrated how quickly “procedural memory” and defense competencies can fade once new
priorities consume most of the funding and focus.

This committee is concerned that history may repeat itself, this time with respect to our
counter-terrorism capabilities. Fortunately, there are many dedicated people across the U.S.
government who have been involved in and continue to support the successful management of
the nuclear terrorism risk. These dedicated individuals recognize the imperative for sustaining
capabilities and regular exercising of the capabilities needed to counter the risk.

All presidents since President Clinton have made confronting the threat of nuclear
terrorism a top strategic priority. Most recently, in March 2023, President Joe Biden signed
National Security Memorandum 19 on “Counter Weapons of Mass Destruction Terrorism and
Advance Nuclear and Radioactive Material Security.” (The White House 2023)

In a meeting to coincide with the release of NSM-19, Dr. Elizabeth Sherwood-Randall,
the Assistant to the President for Homeland Security, traced the decades-long bipartisan history
of confronting this risk that predates the Cold War but expanded rapidly at its end. She
emphasized the Cooperative Threat Reduction (CTR) program, created by the 1991 Nunn-Lugar
Act. CTR was instrumental in helping to secure and dismantle significant numbers of weapons of
mass destruction and their delivery systems, secure fissile materials, and support non-
proliferation programs in Russia and the states of the former Soviet Union (Bernstein and Wood
2010). Had this not been done, Soviet nuclear weapons, materials, and expertise, may have
ended up in the hands of rogue actors. Dr. Sherwood-Randall also discussed the challenge of

2 Out of the Operation Eagle Claw failure came a series of congressionally led reforms that created the
special operations capabilities which in 2011 conducted the successful raid (Operation Neptune Spear)
into Abbottabad, Pakistan resulting in the death of Osama bin Laden (Counterterrorism Joint Task Force
1980).

Prepublication Copy
xvi



Preface

addressing the decrease in high-level political attention coincident with the collective success of
nuclear security. In addition, she noted that “though countering terrorism has been a top priority
for the United States for more than two decades, the terrorist threat has evolved [...] It’s become
more ideologically diffuse, and geographically diverse.” (Johnson, 2023)

This committee embraces Dr. Sherwood-Randall’s admonition that “the Nation cannot
lapse in this no-fail mission where the consequences are so high.” Nuclear terrorism represents a
uniquely consequential threat to the United States and the entire global community that is
domestic, international, and transnational. This reality makes the need for sustained U.S.
leadership in addressing the ongoing nuclear terrorism threat a critical national priority. This
report provides a number of findings and recommendations that support existing programs but
note where more needs to be done and where U.S leadership is indispensable. The committee
members are hopeful that Congress and the American people will take these recommendations to
heart and implement them. The stakes involved with getting this right could not be higher.

As mentioned previously the committees concerns are increasing, this time with respect
to the United States counter-terrorism capabilities as events evolved while this report was under
review. The persistence of the terrorism threat and its capacity to be a destabilizing geopolitical
force was once again highlighted by the October 7, 2023 attacks by Hamas on Israel that killed
859 Israeli civilians and at least 345 Israeli soldiers and police officers, and the taking of over
240 hostages. The attacks also demonstrated the blurred line between state and non-state actors
given Hamas role as a governing organization in the Gaza Strip and the support it has received
from Iran and Gulf States (Boxerman 2023; Fabian 2023a, 2023b, 2023c).

Stephen E. Flynn, Chair

Madelyn R. Creedon, Vice Chair

Committee on Assessing and Improving Strategies for Preventing, Countering,
and Responding to Weapons of Mass Destruction Terrorism: Nuclear Threats

References

Atlamazoglou, Stavros. 2020. “How A ‘Successful Failure’ Deep Behind Enemy Lines 50 Years Ago
Changed The Way Us Special-Operations Units Plan Missions.” Business Insider.
Https://Www.Businessinsider.Com/Successful-Failure-Vietnam-War-Son-Tay-Raid-
Changed-Special-Ops-2020-12.

Bernstein, Paul 1., And Jason D. Wood. 2010. “The Origins Of Nunn-Lugar And Cooperative Threat
Reduction.” Https://Inss.Ndu.Edu/Portals/97/Documents/Publications/Case%?20studies/
Cswmd-Cs3.Pdf.

Boxerman, Aaron. 2023. “What We Know About The Death Toll In Israel From The Hamas-Led
Attacks.” New York Times, November 12, 2023, 2023. https://Www.Nytimes.Com/2023/
11/12/World/Middleeast/Israel-Death-Toll-Hamas-Attack.Html.

Bunn, Matthew. 2016. “The Nuclear Security Summit: Wins, Losses, And Draws.” All Nuclear
Security Matters. Https://Dash.Harvard. Edu/Handle/1/37375266.

Cordesman, Anthony H. June 30, 2021 2021. [ran And U.S. Strategy Looking Beyond The Jcpoa.
Center For Strategic And International Studies (Csis). Http://Www.Jstor.Org/Stable/Resrep
33760.

Counterterrorism Joint Task Force. 1980. Holloway Commission. Edited By Joint Chiefs of Staff.

Earnhardt, Rebecca L., Brendan Hyatt, And Nickolas Roth. 2021. “A Threat To Confront: Far-Right
Extremists And Nuclear Terrorism.” Bulletin Of The Atomic Scientists.

Prepublication Copy
Xvii



Preface

Https://Thebulletin.Org/2021/01/A-Threat-To-Confront-Far-Right-Extremists-And-Nuclear-
Terrorism/.

Fabian, Emanuel. 2023a. “Authorities Name 395 Soldiers, 59 Police Officers Killed In Gaza War.”
The Times Of Israel, 8 October 2023, 2023a. Https://Www.Timesofisrael. Com/Authorities-
Name-44-Soldiers-30-Police-Officers-Killed-In-Hamas-Attack/.

---. 2023b. “Israeli Border Officer, 13 Palestinians Killed In West Bank Clashes, Airstrike.” The
Times Of Israel, 19 October 2023, 2023b. Https://Www.Timesofisrael.Com/10-Israeli-
Officers-Hurt-5-Palestinian-Killed-In-West-Bank-Clashes-Airstrike/.

---. 2023c. “Officer Dies After Being Critically Hurt In Terror Stabbing Near Jerusalem’s Old City.”
The Times Of Israel, 6 November 2023, 2023c. Https://Www.Timesofisrael.Com/2-Police-
Officers-Hurt-One-Critically-In-Terror-Stabbing-Near-Jerusalems-Old-City/.

Federal Emergency Management Agency. 1996. Emergency Management And Assistance.
Washington: U.S. Government Publishing Office.

Gill, Amandeep S. 2020. Nuclear Security Summits A History. Palgrave Macmillan Cham.

Hoffman, Bruce, And Jacob Ware. 2023. American Hatred Goes Global. How The United States
Became A Leading Exporter Of Whitesupremacist Terrorism. Foreign Affairs. Accessed
September 19, 2023.

International Atomic Energy Agency. 2023. “Verification And Monitoring In The Islamic Republic
Of Iran In Light Of United Nations Security Council Resolution 2231 (2015) “ Gov/2023/24.
Https://Www.laea.Org/Sites/Default/Files/23/06/Gov2023-24.Pdf.

International Panel On Fissile Materials. 2022. “Global Fissile Material Report 2022.”
Https://Fissilematerials.Org/Library/Gfmr22.Pdf.

Kyle, James H., And John Robert Eidson. 2002. The Guts To Try: The Untold Story Of The Iran
Hostage Rescue Mission By The On-Scene Desert Commander. Orion Crown Pub.

Lambert, Laura. 2023. “Operation Eagle Claw.” Encyclopedia Britannica.
Https://Www.Britannica.Com/Event/Operation-Eagle-Claw.

Lerner, K. Lee. 2022. “Policymakers Must Now Assume That Iran Has The Enriched Uranium It
Needs To Build A Nuclear Weapon.” Taking Bearings. Harvard Blogs (June 1).
Https://Blogs.Harvard.Edu/Kleelerner/Iran-Now-Has-The-Enriched-Uranium-It-Needs-To-
Build-A-Nuclear-Weapon/.

Murphy, Francois. 2023. “Iran Expands Stock Of Near-Weapons Grade Uranium, [aca Reports No
Progress.” Reuters, September 4, 2023, 2023. Https://Www.Reuters.Com/World/Middle-
East/laca-Reports-No-Progress-Iran-Uranium-Stock-Enriched-60-Grows-2023-09-04/.

Nuclear Regulatory Commission. 1973. 10 Cfr Part 73—Physical Protection Of Plants And
Materials.

The White House. 2023. Fact Sheet: President Biden Signs National Security Memorandum To
Counter Weapons Of Mass Destruction Terrorism And Advance Nuclear And Radioactive
Material Security.

Williamson, Justin. 2020. Operation Eagle Claw 1980: The Disastrous Bid To End The Iran Hostage
Crisis.Raid: Osprey Publishing.

Prepublication Copy
Xviii



Contents

Acronyms and AbDIrevIations ................c.coooiiiiiiiiiii e e e et be e eaae e xxiii
EXECUTIVE SUMMARY ..ottt sttt ettt et e e see e e tesat e se s st eneenseeseeneenseeneenees 1
SUMDMARY ..ottt ettt ettt e bt e st e e s ateeatesate e bt e st esstesateemseenseenseasseesatessseenseenbeenseeseenneennees 3
1 BACKGROUND AND STUDY TASK ...ttt ettt ettt ee e 14

1.1 Charge to the Committee, 14

1.2 Study Approach, 15

1.3 The U.S. Government Agencies Focused on Nuclear Terrorism, 15
1.4 Organization of the Report, 19

1.5 Previous/Relevant National Academies Reports, 20

NUCLEAR TERRORISM THREATS ........oootiiiiiie ettt ste v eve e sraestaesenesnveasneenns 24
2.1 Introduction to Nuclear Threats, 24

2.2 Defining Terrorism, 25

2.3 Nuclear Terrorism, 26

2.4 Tools and Types of Nuclear Terrorism, 27

NEW DYNAMICS IN NUCLEAR TERRORISM POSE NEW RISKS ........cccccocvinininiiinnn. 40
3.1 Terrorists’ Longstanding Interest in Nuclear and Radiological Weapons, 41

3.2 New Era in Nuclear Terrorism, 42

3.3 Domestic and International Terrorism: Blurring Boundaries, 43

3.4 The Continuum Between State and Non-State Actors, 44

3.5 The Limits of Deterrence in Preventing Nuclear Terrorism, 45

3.6 New Types of Millenarianism and Terrorist Recruitment of Military Personnel, 46

GEO-POLITICAL AND OTHER CHANGES ERODING LONGSTANDING

NUCLEAR SECURITY NORMS AND PRACTICES .......ccccoooiiiiiiiieieeeereeseeeeeees 54
4.1 Background, 55

4.2 Weakening Political, Societal, and Technological Environment, 56

4.3 The Era of Great Power Competition and Countering Nuclear Terrorism, 57

THE EVOLVING CIVIL NUCLEAR SECTOR: ADAPTING APPROACHES AND

NEW OPPORTUNITIES ...ttt sttt sttt et sttt s be st e e e 62
5.1 Expanding Civil Nuclear Energy Sector Security, 63

5.2 Expanding Global Nuclear Energy, 65

5.3 Design Basis Threat, 66

5.4 International Standards and Regulations, 67

5.5 The Important Role of the International Atomic Energy Agency, 67

5.6 Spent Nuclear Fuel Storage, 68

THE RISKS ASSOCIATED WITH HIGHLY ENRICHED URANIUM AND PLUTONIUM ... 72
6.1 Special Nuclear Material, 73
6.2 Security of Nuclear Materials, 75

Prepublication Copy
Xix



Contents

7 MANAGING THE RISKS AND BENEFITS OF RADIOACTIVE SOURCES.......................... 82
7.1 Radioactive Sources — Risks and Benefits, 82
7.2 NNSA’s Programs to Reduce Risk, 85
7.3 Current Programs to Reduce Radiological Risk, 85
7.4 The Evolving Security Landscape, 87
7.5 Update on Radioactive Source Replacements, 88

8 DETECTION AND INTERDICTION EFFORTS WITHIN AND OUTSIDE THE
GLOBAL SUPPLY SYSTEM......c.ooiiiiiiiiiiinieenenteee ettt sttt ettt s 92
8.1 The Longstanding Challenge of Policing the Global Supply Chain, 93
8.2 Efforts to Improve Detection and Interdiction, 93
8.3 The Risk Nuclear Terrorism Poses to the Global Supply Chain, 96
8.4 Enhancing the Means to Monitor Cargo Shipments, 97
8.5 Detection and Interdiction at Ports of Entry, 99

9 RESPONSE AND RECOVERY TO NUCLEAR INCIDENTS .......ccooiiiiiieeeeeee e 104
9.1 Current Response Capabilities, 104
9.2 Messaging During Nuclear Incident, 106
9.3 State, Local, Tribal and Territorial Capabilities and Needs, 108
9.4 Communications After a Nuclear Incident, 111
9.5 Recovery From a Nuclear Incident, 112
9.6 An All-of-Society Approach, 113

APPENDIXES

A PRESENTATIONS AT THE COMMITTEE’S PUBLIC

INFORMATION-GATHERING SESSIONS .....cooiiiieetee e 116
B FIVE ERAS OF NUCLEAR TERRORISM ......ccccociiiiniiiiniininieneeectenteeesee et 121
C COMMITTEE, CONSULTANT, AND STAFF BIOGRAPHIES ..........cc.cccociniiiiiiiiiieee. 126

BOXES, FIGURES, AND TABLES

BOXES

Statement of Task, 14

Chapter 2 Summary, 24

Nuclear and Radiological Nuclear Material, 27
Chapter 3 Summary, 40

Chapter 4 Summary, 54

Chapter 5 Summary, 62

Chapter 6 Summary, 72

Chapter 7 Summary, 82

IAEA Categories for Radiological Sources, 84
Chapter 8 Summary, 92

Chapter 9 Summary, 104

Immediate Messaging, 107

\O\OOO\]\IQ\LIILWNI\.)»—A
DO = = N = = e e = N =

Prepublication Copy
xx



Contents

FIGURES

1-1 A member of the Russian military guarding the Zaporizhzhia Nuclear Power Plant in southeastern
Ukraine, May 2022, 13

1-2 Abridged list of U.S. Government Agencies focused on nuclear terrorism mapped to the missions
of preventing, countering, and responding to nuclear threats that were able to brief the Academy
committee, 16

2-1 Radiation and burn injury ranges overlaid on damage zones demonstrating the extent of outdoor 1

Gy (100 rad) initial radiation and second-degree thermal burns for unobstructed 0.1, 1, 10, and
100 kT surface detonations, 23

Impact of terrorism in countries according to the Global Terrorism Index, 39

Partner Nations in the Global Initiative to Combat Nuclear Terrorism, 53

Nuclear Newcomers 2021, 61

Agreement Nonproliferation Strength vs. Nuclear Theft Risk: Emerging Nuclear Countries, 71
Workers remove a cesium-137 irradiator from Medstar Georgetown University Hospital

in 2018, 81

8-1 Mobile Radiation Detection and Identification System (MRDIS, orange structure in upper and
lower images) allows vehicles with containers to pass through and be scanned for radioactive
signatures (lower image), 91

9-1 Blast damage zones after a 10 kT detonation (Federal Emergency Management
Agency 2022), 103

B-1 Requested and Allocated Funding for U.S. Department of Energy International Nuclear Theft
Prevention Programs, 124

TABLE

6-1 Countries That have Eliminated Weapons Usable Nuclear Materials, 74

Prepublication Copy
Xxi






Al
ARDP
CBP
CBRN
CDC
CFR
CIA
CIRP
CISA
CoM
CONOPs
CPPNM
CRADA
CRCs
CRCPD
CsCl
CSI
CSIS
CSTs
CTCP
CTPAT
CTR
CWMD
DBT
DHS
DOD
DOE
DOE-NE
DOJ
DOS
DOT
DNN
DSIC
DTRA
E.O.
EPA
FBI
FEMA
FRPCC
FTO
GBq
GICNT
GTRI

Acronyms and Abbreviations

Artificial Intelligence

Advanced Reactor Demonstration Program
Customs and Border Protection

chemical, biological, radiological, and nuclear
Center for Disease Control

Code of Federal Regulations

Central Intelligence Agency

Cesium Irradiator Replacement Project
Cybersecurity and Infrastructure Security Agency
Consequence Management

Concept of operations

Conventional on the Physical Protection of Nuclear Materials
Cooperative Research and Development Agreements
community reception center

Conference of Radiation Control Program Directors
Cesium chloride

Container Security Initiative

Center for Strategic and International Studies

Civil Support Teams

Office of Counterterrorism and Counterproliferation
Customs Trade Partnership against Terrorism
Cooperative Threat Reduction

Countering Weapons of Mass Destruction

Design Basis Threat

Department of Homeland Security

Department of Defense

Department of Energy

Department of Energy Office of Nuclear Energy
Department of Justice

Department of State

Department of Transportation

Office of Defense Nuclear Nonproliferation
Decision Sciences International Corporation
Defense Threat Reduction Agency

Executive Order

Environmental Protection Agency

Federal Bureau of Investigation

Federal Emergency Management Agency

Federal Radiological Preparedness Coordinating Committee
Foreign Terrorist Organization

Gigabecquerel

Global Initiative to Combat Nuclear Terrorism
Global Threat Reduction Initiative

Prepublication Copy
XXIiL



GW
HALEU
HE

HEU
TAEA
ICSANT
IMO
IND
INL

INS
INSTAR
INTERPOL
IPS

ISI

ISIS
ISPS
ITWG
JAEIC
JTOT
LEU
LINAC
LMIC
MDM
MOX
MMPDS
MPC&A
NAFTA
NARR
NAS
NASEM
NATO
NCBC
NCRP
NCTC
NDAs
NEST
NHSI
NIH

NII

NIC
NIMS
NNSA
NOAA
NPP
NPT
NRC

Acronyms and Abbreviations

Gigawatt

high assay low enriched uranium

high explosive

highly enriched uranium

International Atomic Energy Agency

International Convention for the Suppression of Acts of Nuclear Terrorism
International Maritime Organization

improvised nuclear device

Idaho National Laboratory

International Security Program

International Nuclear Security Techniques for Advanced Reactors
International Criminal Police Organization

International Port Security

Islamic State of Iraq

Islamic State of Iraq and Syria

International Ship and Port Facility Security Code
Nuclear Forensics International Technical Working Group
Joint Atomic Energy Intelligence Committee

Joint Technical Operations Team

low enriched uranium

Linear Accelerator

low-to-middle income countries

misinformation, disinformation, and mal-information
Mixed Oxide

Multi-Mode Passive Detection System

Materials Protection, Control, and Accounting

North American Free Trade Agreement

National Alliance for Radiological Readiness

National Academy of Science

The National Academies of Sciences, Engineering, and Medicine
North Atlantic Treaty Organization

National Counterproliferation and Biosecurity Center
National Council on Radiation Protection and Measurements
National Counterterrorism Center

non-disclosure agreements

Nuclear Emergency Support Team

Nuclear Harmonization and Standardization Initiative
National Institutes of Health

non-intrusive inspection

National Intelligence Council

National Incident Management Systems

National Nuclear Security Administration

National Oceanographic Atmospheric Administration
nuclear power plant

Treaty on the Non-Proliferation of Nuclear Weapons
Nuclear Regulatory Commission

Prepublication Copy
Xxiv



NSC
NSDD
NSM
NSTS
NTD
O9%A
ODNI
ORS
OSRP
PPE
PSI
R&D
RANET
RDD
RED
REMVE
REP
RERT
RIM
ROSS
SDGT
SLTT
SME
SMR
START
TBq
TEUs
U.S.
USCG
USG
USGS
UN
UNSCR 1540
WMD

Acronyms and Abbreviations

National Security Council
Nuclear Smuggling Detection and Deterrence
National Security Memorandum
National Source Tracking System
Nuclear Threat Device

Order of 9 Angels

Director of National Intelligence
Office of Radiological Security
Off-Site Source Recovery Project
personal protective equipment
Proliferation Security Initiative
Research and Development
Response Assistance Network
radiological dispersal devices
radiological exposure device

Russian racially or ethnically motivated violent extremist

Radiological Emergency Preparedness
Radiological Emergency Response Team
Russian Imperial Movement
Radiological Operations Support
Specially Designated Global Terrorist
State, Local, Tribal, and Territorial
Subject Matter Expert

small modular reactors

Study for Terrorism and Responses to Terrorism

Terabecquerel

twenty-foot equivalent unit

United States

United States Coast Guard

United States Government

U.S. Geological Survey

United Nations

UN Security Council Resolution 1540
weapon of mass destruction

Prepublication Copy
xxv






Executive Summary

For nearly eight decades, America and the world have been navigating the dangers of the
nuclear age. Despite Cold War tensions and the rise of global terrorism, nuclear weapons have
not been used in conflict since Hiroshima and Nagasaki in 1945.

It is no accident that the world has been spared the catastrophic consequences of a
nuclear attack. Strategic deterrence, arms control and non-proliferation agreements, U.S.-led
global counterproliferation and counter-terrorism efforts, and multi-year defense outlays together
helped to keep nuclear incidents at bay. A key contributor has also been decades of shared
bipartisan commitment and investment in nuclear safety and security. But there is no guarantee
of continued success. Indeed, there is a growing array of worrisome developments that may
make nuclear terrorism more, not less, likely in the future.

The 2021 National Defense Authorization Act directed the National Academies to
undertake a new study on the risks of nuclear terrorism. To respond to the broad Congressional
mandate, the committee conducted meetings, received briefings, and collected data from senior
government officials, international partners, and experts. Drawing on the depth of expertise and
experience of its dozen members, the result is the comprehensive and sobering assessment
outlined in this report.

The committee does not foresee an imminent nuclear terrorist attack, but its review found
that longstanding measures need fresh attention and enhancement. The committee also found
gaps in programs and capabilities for interdicting nuclear weapons and materials and the nation’s
ability to deal with a nuclear terrorist attack.

There are several overarching findings that should guide ongoing efforts to combat
nuclear terrorism and inform future budget allocations:

e Federal agencies across the U.S. government, staffed by seasoned experts, provide
domestic and international programs and capabilities that have built a strong
foundation for managing and reducing nuclear terrorism risks. There is, however, no
agency assigned a lead role. It falls to the White House to provide active and
sustained oversight to assure close interagency coordination and focus.

e Maintaining an all-of-government focus on nuclear terrorism is being challenged by
the pressures on the defense and intelligence communities to shift their focus from
terrorism to the risks associated with great power competition. Agencies such as
DHS, DOE, DOD, FBI, FEMA, CDC, U.S. Coast Guard and CBP are facing difficult
choices arising from constraints on discretionary spending and the demands of their
other missions. At the state and local levels, governors and mayors are confronted
with competing priorities making it difficult to devote the attention required to
prepare for a low-probability/high-consequence threat. Overall, attention to the
nuclear terrorism risk is waning even as important guardrails that have kept the risk in
check are becoming less effective.

e Trends are pointing to a potential reversal of the post-Cold War progress in reducing
the supply-side of the nuclear threat. U.S.-Russian arms control agreements are
lapsing with little prospect of renewal while China continues to expand its nuclear
arsenal. Russia was once a major partner in advancing global non-proliferation and
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counter-proliferation efforts but that is no longer the case. The civil nuclear sector is
expanding into countries with little experience in operating nuclear facilities and
safeguarding materials.

e Terrorism is a transnational threat. U.S. domestic terrorists are developing overseas
ties and foreign terrorist organizations are recruiting Americans. This presents
challenges for federal agencies that must operate under differing authorities for
international versus domestic counterterrorism activities.

e Nuclear weapons, materials, and expertise are almost entirely controlled by state
actors. For a terrorist organization to carry out a nuclear attack with either a nuclear
weapon or an improvised nuclear device, they need either the complicity of a state or
the failure of a state and its controls. In other words, the nature of nuclear terrorism is
that it involves both state and non-state actors. This creates the potential for blind
spots in detecting this threat if a shift in focus to state actors comes at the expense of
efforts to monitor and thwart terrorist organizations.

e The radiological materials in commercial and industrial applications could be a used
to produce a dirty bomb or exposure device. Such a device would be less destructive
than a nuclear bomb or an IND, but the materials are easier to obtain. This makes a
dirty bomb more likely to be used by terrorists than a nuclear weapon or improvised
nuclear device, although the risk to lives is dramatically lower than for a nuclear
weapon. But successfully exploding such a device would have significant economic
consequences and cause public fear and uncertainty. Deterring the movement of
radioactive materials or the targeting of the global supply system with a dirty bomb
could be strengthened by comprehensive use of advanced scanning technologies and
artificial intelligence (AI).

e Under the U.S. system of government, the responsibility for disaster response and
recovery lies primarily at the state and local levels where there is limited capacity for
dealing with a nuclear incident. Misinformation, disinformation, and mal-information
(MDM), enhanced by Al, will significantly complicate the public communications
challenge for local officials in the aftermath of a nuclear attack.

The committee’s 38 findings and 16 recommendations are organized around nine
chapters. Chapter 1 provides an overview of the federal entities that play the most significant role
in addressing the nuclear terrorism risk. Chapter 2 describes and assesses nuclear threats and
then Chapter 3 looks at the evolving nature of the nuclear terrorism risk. Chapters 4 and 5
examine recent trends in the geopolitical environment and civil nuclear energy sector that are
affecting this risk. Chapters 6 and 7 focus on the dangers associated with highly enriched
uranium (HEU), plutonium, and radioactive source materials and the challenges of keeping them
out of the hands of terrorists. Chapter 8 assesses how non-state actors might exploit well-
established smuggling pathways to move nuclear weapons, materials, and equipment even in the
face of current measures for detecting and interdicting such movements. Chapter 9 addresses the
need for comprehensive, multi-agency emergency response and recover strategies should efforts
to prevent a nuclear incident fall short. A classified annex is available as a resource with
supplemental information.
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Summary

“They were conquerors, and for that you want only brute force—nothing to boast of,
when you have it, since your strength is just an accident arising from the weakness of
others. They grabbed what they could get for the sake of what was to be got. It was just
robbery with violence, aggravated murder on a great scale, and men going at it blind—
as is very proper for those who tackle a darkness.

— Joseph Conrad, Heart of Darkness

This quote from Joseph Conrad’s Heart of Darkness offers a chilling insight about the
nuclear terrorism threat. A terrorist organization that gains possession of a nuclear weapon or
nuclear materials would have the “strength” to take advantage of “the weakness of others,”—the
vulnerability of societies to a nuclear or radiological attack—resulting in “murder on a great
scale.”

When the Soviet Union collapsed in 1991, there was a significant risk that nuclear
material and potentially even nuclear weapons, might fall into the hands of non-state actors. To
prevent this from happening, the United States, took the extraordinary step to assist its Cold War
adversary in securing nuclear weapons and weapons-useable material. This program, the
Cooperative Threat Reduction program (CTR), also known as the Nunn-Lugar program after its
congressional co-sponsors, former Senators Sam Nunn (D-GA) and Richard Lugar (R-IN), was a
bipartisan, multi-decade effort with Russia that made an important contribution to reducing the
risk of nuclear and other forms of weapon of mass destruction (WMD) terrorism.

The attacks on New York and Washington by al Qaeda on September 11, 2001,
heightened the concern that weapons of mass destruction could be used by terrorist
organizations. A bipartisan commission was charged by Congress to investigate the 9/11 attacks
and make recommendations to bolster U.S. counterterrorism capabilities. The resulting 9/11
Commission Report helped guide efforts that have made it possible for a new generation of
Americans to grow up without experiencing another catastrophic terrorist attack on the U.S.
homeland, including an act of nuclear terrorism.

The nation’s success to date in countering nuclear terrorism does not come with a
guarantee. Success often carries the downside risk that other challenges will begin to syphon
away attention and resources, and can lead to the perception that the threat is no longer a real
threat. This reality underpins Congress’ decision to direct the National Academies to study
whether the capabilities are still in place to keep the United States safe in the face of an evolving
nuclear terrorism threat. This report is the response to that mandate and examines the status of
programs and activities across the U.S. government to prevent, counter, and respond to and
recover from nuclear terrorism. The report also examines state and local capacity for dealing
with a nuclear incident.

A key challenge identified by the study committee is the need to ensure ongoing
coordination and collaboration within and amongst all federal departments and agencies who
bring their unique capabilities and authorities to the overall counterterrorism mission. There are
strong and effective programs within a number of federal agencies staffed by experts who bring
years of experience to the mission. Senior officials at the various departments and agencies work
to ensure that their important domestic and international programs and capabilities are
adequately funded, staffed and adapted to the evolving terrorism threat. But with no one agency
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assigned a lead role, it falls to the White House to provide sustained oversight to minimize
duplication of efforts and to ensure close interagency coordination and focus.

As important as well-coordinated and sustained efforts are at the federal level, the
committee recognizes that state and local responders will most likely be first on the scene of a
nuclear terrorism event. In many instances, however, the necessary knowledge and capabilities
do not exist at the state and local levels or are not exercised. Additional funding and
collaboration are needed to deepen coordination among federal, state, and local government,
tribal and territorial leaders, public and private universities and colleges, and other entities. New
technologies and capabilities will be needed to address the evolving threat, making it essential to
pursue cutting-edge research to support the mission and to grow a new generation of
professionals. As in the past, philanthropy and major foundations can also play a vital role by
supporting relevant work undertaken by research and policy institutes.

RECOMMENDATION: The U.S. government should maintain as a strategic
priority, the post 9/11 focus and effort on combatting terrorism through ongoing deep
collaboration and coordination across the national security community in addition to
international partners, State, Local, Tribal and Territorial (SLTT) authorities, the
National Laboratories, universities and colleges, and civil society, and ensure that
senior leaders at key agencies stay engaged in the counter-terrorism mission.

STUDY APPROACH

The committee spent 18 months studying the means, methods and probabilities of nuclear
terrorism in response to Congress’s direction to assess the adequacy of U.S. strategies to prevent,
counter, and respond to nuclear terrorism. The committee was also asked to identify and provide
recommendations to close any technical, policy, or resource gaps. The committee took a phased
approach to the study in which it first held meetings with academic, non-governmental, industry
and international partners. These sessions helped the committee identify the key topics on which
the study should focus. These sessions guided subsequent requests for presentations from senior
U.S. officials, including the review of relevant classified programs and information. The data-
gathering phase was structured to understand current practices, challenges and response needs
associated with nuclear weapons, nuclear and radiological materials, and counterterrorism. The
study also drew on the breadth and depth of expertise and experience of the committee’s
members, peer-reviewed literature, research institute reports, and investigative journalism.

The report is written to inform Congress and reach the widest possible audience and
contains 38 findings and 16 recommendations. A classified annex contains data derived from
classified sources and provides further support for the findings and recommendations found in
this report.

CURRENT AND EMERGING NUCLEAR TERRORIST THREATS

Nuclear terrorist threats are generally categorized as the intentional detonation of a state
developed nuclear weapon, an improvised nuclear device (IND) assembled with stolen weapons
usable fissile material, radiological dispersal devices (RDD), radiological exposure devices
(RED), or the threat to use a nuclear weapon, IND, RDD, or RED. These threats can also include
attacks on nuclear facilities, including nuclear power plants.
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The radiological materials in commercial and industrial applications could be used to
produce a dirty bomb or exposure device. Such a device would be less destructive than a nuclear
bomb or an IND, but the materials are more available and easier to obtain. Given the lower
barrier for accessing these materials, a dirty bomb is more likely to be used by terrorists than a
nuclear weapon or improvised nuclear device. While the risk to lives is dramatically lower than
for a nuclear weapon, if an RDD is successfully exploded, it would have significant economic
consequences and cause public fear and uncertainty. A RED is a more insidious weapon as it
would passively expose passers-by to radiation, and could go undetected for some time.

Key to preventing nuclear terrorism is to deny access to a weapon, the material or the
facility. The second line of defense is detecting and recapturing the weapons or materials should
a terrorist organization get a hold of them. Since prevention efforts may not always succeed, it is
also important to have in place contingencies and capabilities to deal with a nuclear or
radiological device should it be detected or used. Having the means to attribute ownership of the
device will also have a deterrent effect. Countering nuclear terrorism also includes developing
the means to deal with cyber-attacks, and managing the emerging risks associated with artificial
intelligence, and the use of misinformation, disinformation, and mal-information (MDM).

MDM is a particularly vexing issue that could compound the catastrophic consequences
of a nuclear incident by complicating public communications, thereby impeding the emergency
response and recovery efforts. MDM can be spread via many platforms including news media or
social media posts. Nation-state adversaries have used MDM to amplify extremist ideologies, to
cast doubt on official narratives, amplify political discord, spark confusion, and promote
favorable narratives surrounding themselves, their allies, non-aligned countries, or certain
domestic actors. Given the open and widespread nature of social media, MDM could also be
used by terrorists, including nuclear terrorists, to intentionally spread false information during a
nuclear incident to confuse the public about what actions they should take to stay safe. Even
poorly designed disinformation campaigns could impact confidence in government institutions,
reputable journalistic outlets, and “other staples in democracy” (Wolters et al., 2021), making it
an extremely useful tool for nuclear terrorists.

RECOMMENDATION: The Department of Homeland Security with support from the
Centers for Disease Control and Prevention, the National Governors Association, and
the U.S. Conference of Mayors, should undertake a multipronged effort involving all
levels of government (Federal, State, Local, Tribal and Territorial) to include research
and educational entities, civic associations and media to raise public awareness and
understanding how information can be used to confuse, mislead, and deceive during
major crises.

NEW DYNAMICS IN NUCLEAR TERRORISM POSE NEW RISKS

The committee does not foresee an imminent nuclear terrorist attack with a nuclear
weapon or an IND Nevertheless, the number and types of groups who may be motivated to use
INDs, RDDs, or REDs is likely growing (Earnhardt, Hyatt, and Roth 2021). While some non-
state actors may be deterred by the near-certainty of attribution and retribution, others including
millenarian groups such as ISIS and U.S.-based accelerationist groups, actively court retaliation
to spark a wider war or to realize apocalyptic beliefs.
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Nuclear weapons, weapons usable fissile materials, and nuclear weapons design expertise
are almost entirely controlled by state actors. This means that in order for a terrorist organization
to carry out a nuclear attack with either a nuclear weapon or an improvised nuclear device, they
would need the complicity of a state, the failure of the state’s controls, or the failure of the state
itself. As the national security and intelligence communities shift focus from terrorism to great
power competition, there is danger that there will be less capability and capacity for early
detection and for mobilizing a timely counter-terrorism response to a non-state actor that obtains
a nuclear weapon or weapons usable fissile materials.

Importantly terrorism is not exclusively an international threat or domestic threat but
increasingly is a transnational one (Hoffman and Ware 2023). A particularly troubling
development is the existence of U.S.-based accelerationist groups who have been deliberately
recruiting U.S. military personnel. Additionally, there are disturbing and growing U.S. domestic
links with mercenary and terrorist groups across international borders.

Another worrisome development with respect to terrorism is the extent to which technical
information can be obtained online and this could encourage groups to seek nuclear material. .
Additionally, extremists are utilizing social media to fuel radicalization and extreme
partisanship, as well as to propagate dis- and misinformation, and sow mistrust of government
institutions and authoritative information. Social media is serving as a powerful organizational
tool for terrorist groups, facilitating an increase in international connectivity among domestic and
foreign terrorist organizations.

The risk of nuclear terrorism must also be evaluated in the context of changing norms
associated with nuclear weapons and civil nuclear power. There have been cyberattacks on
operating nuclear power plants in India, Japan, and South Korea. Russia has demonstrated a
willingness to defy international norms, not only by attacking and occupying Ukraine’s operating
civilian nuclear power plants, but also by employing proxies with a history of war crimes,
deploying operatives to attack and poison individuals with advanced nerve agents and
radiological substances, and threatening to use nuclear weapons.

In sum, managing the threat of nuclear and radiological terrorism will be challenged by
the continued prevalence of groups operating both domestically and overseas who are motivated
to carry out these kinds of attacks. State actors could potentially collaborate with terrorist groups
providing them the capability to conduct such attacks. As this threat landscape continues to
evolve, the pressure of other national security challenges associated with great power
competition along with resource constraints will make it difficult for the national defense and
intelligence communities to sustain current levels of effort for managing the nuclear terrorism
risk.

RECOMMENDATIONS:

e The blurring of boundaries between state and non-state adversaries such as the
Wagner Group, Hamas, Hezbollah, and ISIS raise the possibility that there may
be gaps in U.S. government efforts to address nuclear threats. The committee
recommends that the National Security Council and the Office of Management
and Budget conduct a review of counterterrorism programs and agency budgets
across the national security community to ensure that the attention being directed
to great power competition does not result in underinvesting in essential
capabilities for managing and responding to the nuclear terrorism risk.
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e The transnational links among some anti-government/terrorist groups operating
in the United States suggests that some of these groups might meet the criteria to
be included on the list of Foreign Terrorist Organizations, which would make it
illegal, not only to join these groups, but also to financially support them, as is the
case for other listed FTOs. The Committee recommends the Departments of State,
Treasury, Justice, Defense and other relevant agencies examine these
relationships and links to understand any such international connections and
determine if any additional organizations are appropriate to add to this listing.

e To address the risk of radicalization by individuals who hold U.S. security
clearances, the Administration should include the Department of Defense’s
revised definitions of “extremist activities” and ‘“active participation,” as
described in the Report on Countering Extremist Activity within the Department of
Defense, in the investigative standards for all government workers and
contractors who have access to sensitive information and facilities as part of
Executive Order 13764 of January 17, 2017 and as a part of the U.S. continuous
vetting process.

GEO-POLITICAL AND OTHER CHANGES ERODING LONGSTANDING
NUCLEAR SECURITY NORMS AND PRACTICES

A unifying theme in this report is the indispensable role that the United States has played
and must continue to play in mobilizing and sustaining global efforts to advance nuclear security.
Renewed attention to this imperative is especially important given the erosion of many of the
post-Cold War conditions that have supported international cooperation for reducing the risk of
nuclear terrorism. Most prominent among these is Russia’s shift from being an important partner
in enhancing nuclear security to a destabilizer of nuclear norms following its full scale invasion
of Ukraine in 2022. This includes the Russian threat of using nuclear weapons to intimidate
Ukraine and those countries providing assistance. A destabilizing outcome of this behavior has
been the steady erosion of non-proliferation efforts by demonstrating the potential usefulness of
nuclear weapons. Given this new reality, there must be continued strong U.S.-led efforts to adapt
and expand the international programs that have to date prevented a successful terrorist nuclear
attack and discourage non-weapons states from acquiring nuclear weapons.

For three decades, the cornerstone of managing the nuclear terrorism threat has been
limiting the number of nuclear weapons and the availability of weapons-usable nuclear materials
that may potentially fall into the hands of non-state actors. In recent years, however, the global
partnerships in support of arms control, nonproliferation and combating nuclear terrorism are no
longer robust.

The Nuclear Security Summit process that mobilized and focused international attention
on the need to manage the risk of nuclear weapons and materials ended in 2016 (Gill 2020) and
(Bunn 2016). Meanwhile, China and North Korea continue to expand their nuclear weapons
programs, fueling the anxieties of other countries in Asia. Should the longstanding tensions
between the neighboring states of Pakistan and India boil over, the fact that both States have
significant and growing stocks of nuclear weapons and materials is a major concern. Iran is
producing highly enriched uranium, possibly weapon usable (International Atomic Energy
Agency 2023; Murphy 2023). This could stimulate interest in enrichment in other countries in
the Middle East (Cordesman 2021; Lerner 2022).
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Given this dynamic threat environment, there is an urgent need for the United States to
reinvigorate efforts to engage heads of states and governments to work together to close any
existing and emerging gaps in the international nuclear security system. Additionally, U.S.
proliferation prevention programs carried out in cooperation with intergovernmental
organizations like the International Atomic Energy Agency (IAEA) and Interpol, as well as with
like-minded countries, require increased funding and coordination. It is clear that the current
patchwork of limited bilateral and multilateral activities must be expanded, strengthened and
fully funded to manage the evolving nuclear terrorism risk.

RECOMMENDATIONS:

e Based on the Biden Administration’s recently released Strategy for Countering
Weapons of Mass Destruction Terrorism (NSM-19), the U.S. government, led by
the National Security Council, should continue to prioritize and provide oversight
of a “whole of government”/“whole of nation” focus on preventing nuclear
terrorism, to include strengthening and extending ongoing non-proliferation and
counterproliferation programs.

e Combating the threat of nuclear terrorism is a shared global interest; the U.S.
government should provide strong and visible international leadership as it has
done in the past.

THE EVOLVING CIVIL NUCLEAR SECTOR: ADAPTING
APPROACHES AND NEW OPPORTUNITIES

International interest in nuclear energy is growing due to its potential to provide clean
power and support the goal of achieving net-zero carbon emissions. At the same time, new
nuclear power technologies, including small modular reactors, are making nuclear power more
accessible. Led primarily by non-U.S. corporations, the civil nuclear energy sector is now
expanding into countries that lack experience with nuclear safety and safeguards. Meanwhile,
Russian attacks on nuclear power plants and the civil energy sector in Ukraine have for the first
time, introduced the possibility that an operating civil nuclear power plant could be targeted by
state and non-state actors as a means of coercion or terrorism.

The U.S. nuclear industry historically dominated the global market for nuclear power
export throughout the 1970s and 1980s, thus collaterally exporting exceedingly high standards
for nuclear safety, security, and nonproliferation. Without U.S. leadership during the upcoming
wave of deployment, assurance that new entrant reactor vendors and suppliers will adopt
similarly high standards may be lost. Strong U.S. leadership and presence in global markets is
essential as nuclear energy technologies play a larger role in clean energy transitions around the
globe. This includes forging a transparent and productive partnership among the U.S.
government, the nuclear industry, and the International Atomic Energy Agency in establishing
the export and adoption of high standards of safety, security, and safeguards.

To fully safeguard nuclear material, it is important to permanently dispose of spent fuel,
including in the United States. An attack on a spent nuclear fuel storage could result in a
radiation release although spent fuel stored in licensed storage containers, rather than in fuel
pools, will be less vulnerable. Looking ahead there will be both expanding opportunities for
civilian utilities and industries to pursue nuclear power. The resulting increase in the number of
civil nuclear facilities and the volume of fresh and spent fuel in transit increases the number of
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potential targets for terrorist attacks. More civil nuclear material and nuclear facilities around the
globe will require a strategy to ensure their security from terrorist attack and proliferation for the
long-term.

Nuclear security is not as universally formalized and instituted as is nuclear safety. The
participation by U.S. government and private sector experts in international, multilateral
initiatives such as the IAEA Nuclear Harmonization and Standardization Initiative has made a
positive contribution towards achieving the goal of safe and secure deployment of small modular
reactors and other advanced nuclear technologies, while maximizing the potential contribution of
such technologies to achieve global clean energy goals. The United States, however, needs to
move beyond participation, and instead, actively lead and drive international standards setting
and regulatory harmonization efforts for attaining high standards and norms around
nonproliferation, materials control and accounting, and physical and cyber security for these
advanced nuclear technologies.

RECOMMENDATION: A whole-of-government effort, in partnership with the civil
nuclear sector, is needed to strengthen the U.S. presence in civil nuclear energy
commerce and thereby enhance global standards for safety, security, and materials
control.

THE RISKS ASSOCIATED WITH HIGHLY ENRICHED
URANIUM AND PLUTONIUM

Since the end of the Nuclear Security Summit process in 2016, efforts to eliminate excess
civilian stockpiles of highly enriched uranium (HEU) and separated plutonium have slowed.
(Together these weapons usable fissile materials are referred to as special nuclear material.)
While global inventories of HEU have remained mostly static since 2020, the inventories of
plutonium have since increased by more than 17,000 kilograms, mostly as a result of commercial
nuclear energy production (International Panel on Fissile Materials 2022). Five of the 31
countries with active nuclear programs—China, France, India, Japan, and Russia—use
plutonium in their reactor fuel. This type of fuel cycle reprocesses spent fuel to extract the
plutonium which is the same process that a country would use to separate plutonium for nuclear
weapons. While all of these countries, with the exception of Japan, already possess nuclear
weapons, nuclear newcomers should be discouraged from adopting a plutonium fuel cycle that
requires reprocessing. If a country does not reprocess fuel to recover plutonium, it will not have
the capability and capacity to create plutonium for a nuclear weapon.

Given the evolving interest of non-state actors (terrorists, both domestic and abroad) in
weapons of mass destruction, it should be a top national security priority to eliminate weapons
usable materials wherever possible, and better secure those materials that are still needed. As a
non-state actor does not have the ability to create these materials, it is incumbent on those 22
countries that possess these materials to make every effort to prevent them from being used by
terrorists.

RECOMMENDATION: The United States should prioritize the effort to secure, and
wherever practical, consolidate or eliminate civilian special nuclear materials and
treat it as a core national security objective. This includes leading efforts to transform
perspectives on the use of plutonium for nuclear energy production.
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MANAGING THE RISKS AND BENEFITS OF RADIOACTIVE SOURCES

Radioactive sources found in commonly used tools, equipment, and critical medical
devices provide many beneficial services such as cancer treatment, blood irradiation,
sterilization, oil prospecting, medical research, calibration of dosimeters, food safety, and
radiography. In the wrong hands, these items can be used in a radiological dispersal device
(RDD) or a radiation exposure device (RED), causing widespread panic and environmental
damage. Over the past decade, DOE/NNSA has undertaken a major effort to reduce the
opportunity for terrorist use of these sources by identifying alternative technologies. These
efforts include phasing out the use of high-risk cesium-137, particularly in blood irradiators and
replacing it with x-ray technology. But more attention is needed to mobilize and sustain efforts to
identify additional technological alternatives, raise awareness of the risk, and enact stronger
security measures. This should include working with industry and international partners to close
gaps in detecting illicit source trafficking along the various pathways that terrorist groups might
exploit.

Disposal costs for excess and unwanted sources can be expensive, especially for higher
activity sources, and disposal facilities for these sources may not be available in many countries.
In addition to known and accountable disused sources, “orphan” sources pose challenges because
these sources are by definition outside of regulatory control and accounting systems and are
particularly vulnerable to theft or diversion. More efforts are required to improve regulatory and
accounting systems in countries across the globe to identify and eliminate orphan sources. The
IAEA has guidance on how to implement effective regulatory and accounting systems. The NRC
via its international program office can also provide guidance to other countries, and the NRC
can serve as a role model. It is also important to invest in efforts to procure and safely dispose of
orphan sources.

RECOMMENDATIONS:

e The United States, with NNSA as the lead, and in cooperation and partnership
with the IAEA and other international organizations, should strengthen and
accelerate current national and international activities and programs for end-of-
life management of sources. Such efforts should identify disused and orphan
sources and ensure that there are financial guarantees for safe and secure disposal
of such materials as mentioned in a previous National Academy study (National
Academies of Sciences 2021).

e The United States, with NNSA as the lead, and in cooperation and partnership with
industry should continue and, where feasible, expand its efforts to phase out high-
risk cesium-137 and cobalt-60 sources by developing and deploying reliable
alternative technologies such as x-ray irradiators. Where replacement is not
feasible, the NNSA should continue to assess the security risks of facilities and
develop security systems to reduce the risks attendant with cesium-137 and cobalt-
60.
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DETECTION AND INTERDICTION EFFORTS WITHIN AND
OUTSIDE THE GLOBAL SUPPLY SYSTEM

Non-state actors can move nuclear weapons, materials, and equipment by exploiting
well-established criminal pathways for smuggling. This is true even in the face of the many
detection and interdiction measures put in place since 9/11. Opportunities exist to enhance
supply chain transparency and accountability by strengthening industry partnerships and taking
advantage of improvements in technologies to include artificial intelligence and machine
learning. Within the global supply system, these technologies can expand the means to identify
anomalies and dangerous materials hidden within legitimate shipments. They can also help
provide rapid forensics that can support incident response and recovery. Concurrently,
strengthening efforts to counter cross-border smuggling outside the legitimate trade and travel
routes also remain critical for managing the nuclear terrorism risk.

Transportation systems may not only be exploited for smuggling, but potentially targeted
as infrastructure critical to the economic life of the nation and global community. The COVID-
19 pandemic highlighted how dependent modern economic life is on the efficient cross-border
supply chains, elevating the importance of strengthening the safeguards that assure the continuity
of the global supply system.

RECOMMENDATIONS:

The United States should lead an international effort to enhance security across
all elements of the global supply system by building on the post-9/11
transportation and cargo security programs and deepening international and
private industry cooperation. Agencies and organizations involved with this effort
should include the United Nations 1540 Committee, the International Maritime
Organization (IMO), DHS to include USCG and CBP, and DOS, NNSA, and
TIAEA.

DOJ, FBI, DOE, and DHS, with support from the U.S. Department of State,
should continue to deepen ongoing international law enforcement cooperation and
intelligence sharing to counter nuclear smuggling efforts along illicit transit routes
and between legal ports of entry. These agencies should also ensure that federal,
state, local, tribal and territorial (SLTT) law enforcement agents involved in
interdiction and border control efforts receive on-going nuclear detection training
and have ready access to specialized equipment, expertise, and the means to
handle radiological and nuclear materials safely.

RESPONSE AND RECOVERY TO NUCLEAR INCIDENTS

It is imprudent to assume that efforts to prevent a terrorism event will always be

successful. The consequences of such an event are so catastrophic that the nation must be well-
prepared to respond and recover from a nuclear incident. In the United States, there are
foundations to build on that can be traced to the development of civil defense programs in the
early days of the atomic age. Nuclear preparedness is almost entirely dependent on local, state,
and regional authorities, most of whom are generally not adequately trained or equipped to
respond to a nuclear or radiological event. Governors and mayors are confronted with competing
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priorities making it difficult to devote the attention required to prepare for this kind of low-
probability/high-consequence threat.

The coronavirus pandemic exposed the disparate capabilities that exist across the nation’s
local and state jurisdictions as well as significant shortcomings in coordination among federal,
state, local, territorial, and tribal authorities in an extended public health emergency. Emergency
management, like the U.S. public health system, operates primarily under the purview of
governors, county commissioners, and mayors for which the federal government plays a support
role. In a nuclear incident, consequence management and recovery personnel have the added
burden of managing it in the face of widespread fear. The complexity will increase if inaccurate
information is widely disseminated, either intentionally or unintentionally. An adequate response
to a nuclear or radiological incident requires enhanced coordination of emergency management
response protocols across all levels of government and protocols and experts to provide accurate
information dissemination trusted, science-based information.

Significant new investments in resources would likely be needed to develop and sustain
adequate nuclear incident response and recovery capabilities at the local and state levels.

RECOMMENDATIONS:

e FEMA should reinvigorate a dynamic, comprehensive, and inclusive exercise
regimen, in coordination with the Federal Radiological Preparedness
Coordinating Committee (FRPCC) and with guidance and oversight from the
NSM-19-established council of leadership. This should include fully utilizing the
FRPCC (Federal Emergency Management Agency 1996; Nuclear Regulatory
Commission 1973) in its capacity as a national-level forum to develop and
coordinate radiological prevention and preparedness policies and procedures.

e FEMA with CDC, EPA, DOE, and NIH should empower local response, by
making available simple and accessible real-time information through application
development that will facilitate standardized actions and guide an appropriate
public response. To assist, the White House should clarify the agency that serves
as overall lead for providing federal interagency coordination and oversight of
developing response tools to include educating state. local, tribal and territorial
officials as well as the general public on their availability and utility, and strive to
establish itself as a trusted agent.

e President should request and Congress should support adequate resources for
consequence management (CoM) programs that are key to a nuclear incident
response. This should recognize the important role states, localities, tribal nations
and territories play in saving lives. More resources are needed because these
programs have insufficient budgets, staffs, and capabilities, and yet are
foundational to any successful response to a nuclear or radiological event.
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FIGURE 1-1 A member of the Russian military guarding the Zaporizhzhia Nuclear Power Plant in
southeastern Ukraine, May 2022. The capture of the Zaporizhzhia Nuclear Power Station and Vladimir
Putin’s nuclear saber rattling during the course of this consensus study highlight that increased volatility
in the global security environment can exacerbate nuclear risks.

SOURCE: AP, https://www.npr.org/2023/07/05/1185980734/zelenskyy-warns-sabotage-nuclear-plant.
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1.1 CHARGE TO THE COMMITTEE

Spurred by an increasingly dynamic international security environment, Congress
included a mandate in the National Defense Authorization Act for Fiscal Year 2021 (Section
12991. Assessment of Weapons of Mass Destruction Terrorism [U.S. Congress 2021]) that the
National Academies of Sciences, Engineering, and Medicine conduct an assessment of U.S.
strategies for preventing, countering, and responding to nuclear terrorism, and to make
recommendations to improve such strategies. The committee tasking came prior to Russia’s
February 2022 invasion of Ukraine and is included in Box 1-1.

BOX 1-1 Statement of Task

The National Academies of Sciences, Engineering, and Medicine (NASEM) will appoint an ad hoc
topical committee to address specific issues related to nuclear terrorism threats. This committee will
address the adequacy of strategies to prevent, counter, and respond to nuclear terrorism, and identify
technical, policy, and resource gaps with respect to:

1. identifying national and international nuclear risks, and critical emerging threats;

2. preventing state-sponsored and non-state actors from acquiring or misusing the technologies,
materials, and critical expertise needed to carry out nuclear attacks, including dual-use
technologies, materials, and expertise;

3. countering efforts by state-sponsored and non-state actors to carry out such attacks;

4. responding to nuclear terrorism incidents to attribute their origin and help manage their
consequences;

5. budgets likely to be required to implement effectively such strategies; and

6. other important matters that are directly relevant to such strategies.

NASEM will produce a consensus report and may produce additional products (such as proceedings
of workshops) by mutual agreement with the sponsor. The consensus report will be unclassified with a
classified annex.

In response to this congressional mandate, the National Academies assembled a
committee of experts (referred to as “the committee” in this report) to assess the current
strategies and nuclear risk, identify potential gaps in policy, and examine new approaches to the
current challenges. The committee consisted of 12 volunteer members and an unpaid consultant
all with years of experience and a broad range of careers spanning (1) the U.S. Government
including DOE, DOD, NNSA, DHS, NSC, and NRC, (2) the U.S. Armed Services, (3) NNSA
National Laboratories, (4) Academia, (5) and non-governmental organizations.
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As directed in the statutory language this report provides suggested actions for Congress,
the White House, and relevant federal agencies to enhance the security of the United States and
its Allies and partners in managing the nuclear terrorism risk. The report is also written to
contribute directly to the general public’s understanding of this ongoing risk, embracing a
recognition by the committee that an informed and engaged civil society is critical to preventing,
responding, and recovering from a nuclear terrorist attack.

1.2 STUDY APPROACH

Over the course of 18 months, the committee took a phased approach, building a
foundation for the study. Data gathering focused on briefings and panel discussions from experts
in the relevant areas and from entities focused on the risks associated with nuclear weapons of
mass destruction. The study process incorporated the expertise and experience of the committee,
peer reviewed literature, press reports, and classified reports. The committee received briefings
from U.S. government agencies, and outside experts, to include classified briefings (detailed
agendas can be found in Appendix A). This phase also included briefings and discussion with
key international partners. Specifically, the committee heard from the following entities:

e Academia: Global Resilience Institute at Northeastern University, Belfer Center for
Science and International Affairs at Harvard University, Program on Crisis
Leadership at Harvard University, Frederick S. Pardee School of Global Studies at
Boston University, Oregon State University, and the University of California;

e Non-governmental organizations: Nuclear Threat Initiative, Ploughshares Fund, The
Stimson Center, and The Atlantic Council,

e Journalists: The National Journal, The Atlantic, and The New York Times; and
U.S. international partners and allies: Embassy of Canada to the United States, United
Nations, INTERPOL, NATO, and the Canadian Nuclear Safety Commission.

This unclassified report contains the Conclusions, Findings, and Recommendations from
the study committee that appear in Chapters 2 through 9 and are compiled in the report summary.
The report also has a classified annex that contains additional information pertaining to sensitive
information and restricted programs managed by U.S. Government departments and agencies.

1.3 THE U.S. GOVERNMENT AGENCIES FOCUSED ON NUCLEAR TERRORISM

Federal agencies across the U.S. government, staffed by seasoned experts, provide
domestic and international programs and capabilities that have built a strong foundation for
managing and reducing nuclear terrorism risks. The committee received reports, presentations
and had panel discussions with nearly all the key U.S. Government agencies involved in this
mission. These are captured in Figure 1-1 and described below.

Many of the relevant programs for dealing with the enduring and evolving nuclear threat
are funded and managed by the U.S. Department of Energy’s (DOE) National Nuclear Security
Administration (NNSA). The NNSA defines their role along three lines of effort: (National
Nuclear Security Administration 2021b):
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e “Prevent proliferant states from developing nuclear weapons or acquiring
weapons-usable nuclear materials, equipment, technology, and expertise, and
prevent non-state actors from acquiring nuclear and radioactive materials that can
be used for malicious purposes;”

e “Counter the efforts of both proliferant states and non-state actors to acquire,
develop, disseminate, deliver, or use the materials, expertise, or components of a
nuclear or radiological device; and”

e “Respond to the full spectrum of nuclear and radiological emergencies at home
or abroad, including deliberate attacks and accidents, to minimize the damage
from such incidents.”

Department of Defense

0UsD(P)

Defense Threat Reduction Agency USSOCOM

Cooperative Threat Reduction

Department of Homeland Security

Countering Weapons of Mass Destruction Office Federal Emergency Management
Agency
Cybersecurity and Infrastructure Security Agency

U.S. Coast Guard

Customs and Border Protection
Department of Heath and Human

Services (CDC)

Department of Energy

U.S. Government Agencies

DOE-IN/NMIP NNSA/CTCP (NA-80) NNSA/NEST

NNSA/NA-20 (DNN)
Department of Justice (FBI-CIRG)

Department of Justice (FBI-Forensics)
Department of State Department of State

Intelligence Community (ODNI/NCTC and NCBC)

Prevent Counter Respond

FIGURE 1-2 Abridged list of U.S. Government Agencies focused on nuclear terrorism mapped to the
missions of preventing, countering, and responding to nuclear threats that were able to brief the Academy

committee.
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These lines of effort are the focus of three offices at NNSA that report directly to the
Administrator: (1) The Office of Defense Nuclear Nonproliferation (DNN) develops and
implements policy, programmatic, and technical solutions to eliminate or secure fissile and
sensitive radiological materials and limit or prevent the proliferation of materials, technology and
expertise related to nuclear and radiological weapons, interfacing with other Federal agencies
(National Nuclear Security Administration 2021a). (2) The Office of Counterterrorism and
Counterproliferation (CTCP) works closely with the Department of Defense (DOD) and the
Federal Bureau of Investigation (FBI) to counter nuclear threats and respond to nuclear incidents
and accidents, domestically and abroad. (3) The Office of Emergency Operations administers
and directs the implementation and integration of emergency management programs across
DOE, including NNSA.

The 17 national laboratories in the DOE/NNSA complex support these missions for
NNSA through research, development, testing and implementation. These include the NNSA
managed laboratories: Los Alamos National Laboratory, Sandia National Laboratories and
Lawrence Livermore National Laboratory. Other DOE laboratories, including Oak Ridge
National Laboratory (along with Y-12), Pacific Northwest National Laboratory, Savannah River
National Laboratory, Idaho National Laboratory, Argonne National Laboratory, and Brookhaven
National Laboratory provide considerable support to the counterterrorism mission, domestically
and internationally, with other programs scattered throughout the remaining national laboratories
(Ashby 2021; Center for Global Security Research 2023; Nicholas 2016; Nicholas and Smith
2022; Pepper, et al., 2016; Rowland 2020; Savannah River National Laboratory 2022; Shirey
2018).

NNSA funds and manages a variety of programs that address international threats and
risks but there are several federal departments and agencies that play important roles in
preventing, countering, and responding to nuclear terrorism. The Department of State (DOS), the
Department of Defense (DOD), the Department of Homeland Security (DHS), Federal Bureau of
Investigation (FBI), and the Nuclear Regulatory Commission (NRC) all fund and manage
programs for preventing and responding to nuclear terrorism domestically.

DHS, formed after the 9/11 terrorist attacks, along with its key components to include the
U.S. Coast Guard, Customs and Border Protection, FEMA, TSA, and the Countering Weapons
of Mass Destruction Office, coordinates efforts to prevent, respond to, and recover from nuclear
terrorism incidents, enhance security measures at ports and borders, and works to detect and
prevent the illicit trafficking of nuclear materials. The Federal Bureau of Investigation (FBI)
plays a critical role in national counterterrorism efforts, including countering nuclear terrorism.
The Bureau investigates threats, gathers intelligence, and works to disrupt and dismantle
networks involved in nuclear terrorism. In addition to intelligence activities, the Critical Incident
Response Group and Forensics team within the FBI have key roles for managing the
investigation in the aftermath of a nuclear incident.! The NRC regulates the civilian use of
nuclear materials in the United States, preventing nuclear terrorism by preventing the
proliferation of nuclear and radiological materials at nuclear power plants, fuel cycle facilities,
and other licensed nuclear facilities. The NRC sets regulations and standards for physical

! Written materials submitted to a study committee by external sources and public meeting recordings are
listed in the project’s Public Access File and can be made available to the public upon request. Contact
the Public Access Records Office (PARO) at the National Academies of Sciences, Engineering, and
Medicine for a copy of the list and to obtain copies of the materials. E-mail: paro@nas.edu.
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protection measures, safeguards, and emergency preparedness to mitigate the risks of nuclear
terrorism at nuclear facilities.

DOD has specialized activities for managing the nuclear terrorism risk to include
pathway defeat, weapon of mass destruction (WMD) defeat, and chemical, biological,
radiological, and nuclear (CBRN) response (U.S. Joint Chiefs of Staff 2019): Listed below are
the relevant DOD lines of effort:.

e Threat assessment and intelligence sharing, contributing to the overall understanding
of nuclear terrorism risks.

e Deterrence and defense, maintaining a strong nuclear deterrent posture to dissuade
potential adversaries from using nuclear weapons or supporting nuclear terrorism.
Nuclear nonproliferation and arms control.

¢ Building capability with international partners to counter and deter weapons of mass
destruction and emerging threats.

e (risis Response and Consequence Management, working alongside other federal,
state, and local, tribal, and territorial agencies to provide support, including
emergency response coordination, intelligence analysis, logistics, medical assistance,
and technical expertise.

DOS leads diplomatic efforts and supports capacity-building for preventing nuclear
proliferation and nuclear terrorism. These diplomatic efforts include engaging international
partners in active participating in nonproliferation initiatives and abiding by legal frameworks for
preventing, countering, and responding to nuclear terrorism threats. DOS plays an essential role
in building international consensus, promoting security cooperation, strengthening international
organizations and treaties, and addressing the global challenges posed by nuclear terrorism. DOS
is also involved with Cooperative Threat Reduction (CTR) programs to include efforts by the
Bureau of International Security and Nonproliferation in building the capacity for dealing with
insider threats and bolstering security culture.

Within the Intelligence Community (IC) a number of agencies to include CIA, DIA,
NGA, NRO, and NSA, play important roles in this mission, as do important entities for
advancing interagency coordination within ODNI. These include the National Counterterrorism
Center (NCTC), National Counterproliferation and Biosecurity Center (NCBC), the National
Intelligence Council (NIC), and Joint Atomic Energy Intelligence Committee (JAEIC). (Office
of the Historian U.S. Department of State 2023) (National Intelligence Council Joint Atomic
Energy Intelligence Committee 2023).

The NCTC mission is to “lead and integrate the counterintelligence effort by fusing all
U.S. government counterintelligence information, providing terrorism analysis, sharing
information with partners across the counterintelligence enterprise, and driving whole-of-
government action to secure our national counterintelligence objectives.” (National
Counterterrorism Center 2021)

NCBC advances the broader objectives of the U.S. counterproliferation mission by
discouraging interest by states, terrorists or armed groups in acquiring, developing or mobilizing
resources for WMD purposes, and preventing or obstructing state, terrorist or other efforts to
acquire WMD capabilities, or efforts by suppliers to provide such capabilities (National
Counterproliferation and Biosecurity Center 2023). NCBC is responsible for integrating the
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intelligence community’s collection and analytic efforts against the highest priority threats,
including atomic energy and nuclear weapons development in foreign countries.

The National Intelligence Council’s (NIC) primary role is to provide strategic
intelligence assessments to senior policymakers, including the President, the National Security
Council, and other key decision-makers (National Intelligence Council 2023). The NIC’s role is
crucial in helping policymakers understand the complex global landscape, identify potential
threats and opportunities, and make informed decisions that shape U.S. national security and
foreign policy. This includes collaborating with non-governmental organizations in academia
and the private sector.

Finally, the Joint Atomic Energy Intelligence Committee (JAEIC) has the responsibility
to assess foreign atomic energy developments and contribute to national intelligence products,
keeping the ODNI aware of foreign atomic energy intelligence regarding national security
concerns (National Intelligence Council Joint Atomic Energy Intelligence Committee 2023).

Given the number of federal departments and agencies and the depth and breadth of the
unique capabilities and authorities that they bring to the counterterrorism mission, a central
challenge that the committee identified is making sure there is all-of-government focus on the
mission. Senior leaders at the relevant departments and agencies should prioritize this mission
and the White House will have to provide ongoing oversight that ensures close interagency
coordination and focus.

1.4 ORGANIZATION OF THE REPORT
The report is organized into the following chapters:

Chapter 2 Nuclear Terrorism Threats

Chapter 3 New Dynamics in Nuclear Terrorism Pose New Risks

Chapter 4 Geo-political and other Changes Eroding Longstanding Nuclear Security
Norms and Practices

Chapter 5 The Evolving Civil Nuclear Energy Sector: adapting approaches and new
opportunities

Chapter 6 The Risks associated with Highly Enriched Uranium and Plutonium

Chapter 7 Managing the Risks and Benefits of Radioactive Sources

Chapter 8 Detection and Interdiction Efforts within and outside the Global Supply
System

Chapter 9 Response and Recovery to Nuclear Incidents

Chapter 2 describes and assesses the tools and types of nuclear terrorism. Chapter 3 looks
at the evolving and increasingly transnational nature of the nuclear terrorism risk. Chapters 4 and
5 examine recent trends in the geopolitical environment and civil nuclear energy sector that are
affecting this risk. Chapters 6 and 7 focus on the dangers and challenges of keeping highly
enriched uranium (HEU), plutonium, and radioactive source materials out of the hands of
terrorists. Chapter 8 assesses how non-state actors might exploit well-established smuggling
pathways to move nuclear weapons, materials, and equipment even in the face of current
measures for detecting and interdicting such movements. Chapter 9 addresses the need to plan
for and be prepared to respond and recover from a nuclear incident should prevention efforts fall
short. The sensitive details and programs specific to efforts to prevent and counter nuclear
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terrorism are compiled in the classified annex. Note an appendix capturing the recent eras in
nuclear security is included in this report that is in response to the committee’s mandate for this
study (Appendix B). The committee felt it was important and valuable to stake holders and
decision makers to put in context the historical eras for nuclear security.

1.5 PREVIOUS/RELEVANT NATIONAL ACADEMIES REPORTS

The National Academies has published many reports relevant to this study to include
nuclear risk assessment, international nuclear policy, and nuclear/radioactive threat reduction
(National Academies of Sciences 2023). The committee looked to these previous studies to help
inform this report and build upon these comprehensive prior efforts.

1. Nuclear Risk and Threat Reduction: There are many factors that influence the probability
and severity of a nuclear terrorist attack. Previous National Academy activities have gone
into detail on specific factors such as violent extremism, government workforce
requirements, and nuclear material management. In-depth analysis of all these factors falls
outside of the scope of this committee, however this report builds on these earlier findings
and relevant conclusions and recommendations contained in:

e Governance and Management of the Nuclear Security Enterprise (2020)

e Scientific Aspects of Violent Extremism, Terrorism, and Radiological Security
Proceedings of a Workshop—in Brief (2020)

e Cooperative Threat Reduction Programs for the Next Ten Years and Beyond:
Proceedings of a Symposium—in Brief (2018)

e Emerging and Readily Available Technologies and National Security: A Framework for
Addressing Ethical, Legal, and Societal Issues (2014)

e Assuring a Future U.S.-Based Nuclear and Radiochemistry Expertise (2012)

e Global Security Engagement: A New Model for Cooperative Threat Reduction (2009)

e Making the Nation Safer: The Role of Science and Technology in Countering Terrorism
(2002)

2. International Policy and Collaboration: The United States and Russia together possess the
vast majority of the world’s nuclear weapons, and for nearly three decades shared the largest
responsibility for mitigating nuclear risk (Arms Control Association 2023) (Federation of
American Scientists 2023). International cooperation from multiple parties is imperative to
prevent proliferation across international borders and ensure the security of all countries. The
National Academies has a long history of engaging with Russia and other key international
stakeholders. The committee’s work was informed by these historic NAS exchanges with
Russia and other international partner along with the lessons learned and the
recommendations derived from programs to support international nuclear policy formulation.
These include:

e Roots and Trajectories of Violent Extremism and Terrorism: A Cooperative Program of
the U.S. National Academy of Sciences and the Russian Academy of Sciences (1995-
2020; 2022)

e Improving International Resilience and Response to Chemical, Biological, Radiological,
and Nuclear Events (2019)

e Brazil-U.S. Workshop on Strengthening the Culture of Nuclear Safety and Security
(2015)
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e Future of the Nuclear Security Environment in 2015: Proceedings of a Russian-U.S.
Workshop (2009)

e Internationalization of the Nuclear Fuel Cycle: Goals, Strategies, and Challenges (2009)
Russian Views on Countering Terrorism During Eight Years of Dialogue: Extracts from
Proceedings of Four U.S.-Russian Workshops (2009)

e U.S.-Russian Collaboration in Combating Radiological Terrorism (2007)

Strengthening U.S.-Russian Cooperation on Nuclear Nonproliferation (2005)

e Overcoming Impediments to U.S.-Russian Cooperation on Nuclear Nonproliferation-
Report of a Joint Workshop (2004)

e Scientists, Engineers, and Track-Two Diplomacy- A Half-Century of U.S.-Russian
Interacademy Cooperation (2004)

3. Nuclear Forensics and Technology: Increased interest and funding to support the
development of civil nuclear technology has led to recent innovation in nuclear reactors and
material detection. The National Academies studies listed below have assessed the landscape
and implications of new technology; this report draws from and expands on these reports.

e Merits and Viability of Different Nuclear Fuel Cycles and Technology Options and the
Waste Aspects of Advanced Nuclear Reactors (2023)

e Understanding the Societal Challenges Facing Nuclear Power: Proceedings of a
Workshop (2022)

e Radioactive Sources: Applications and Alternative Technologies (2021)

e Nuclear Proliferation and Arms Control Monitoring, Detection, and Verification: A
National Security Priority: Interim Report (2021)

e Restoring and Improving Nuclear Forensics to Support Attribution and Deterrence:
Public Summary (2021)

e Monitoring Nuclear Weapons and Nuclear-Explosive Materials: An Assessment of
Methods and Capabilities (2005)
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FIGURE 2-1 Radiation and burn injury ranges overlaid on damage zones demonstrating the extent of
outdoor 1 Gy (100 rad) initial radiation and second-degree thermal burns for unobstructed 0.1, 1, 10, and
100 kT surface detonations. This data depicts examples of the potential devastating damage from nuclear
weapons but does not capture what would also be significant psychological damage nationwide. Also
discussed in this chapter are other threats including improvised nuclear devices, radiological dispersal and
exposure devices, and physical and cyber-attacks on nuclear power plants.

SOURCE: Federal Emergency Management Agency 2022.
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2
Nuclear Terrorism Threats

BOX 2-1 Summary

The world faces an ongoing risk that non-state actors will gain access to and use a nuclear weapon.
A more likely threat is that a terrorist organization will seek out fissile materials and designs to
assemble an improvised nuclear device (IND), a radiological dispersal devise (RDD), or radiological
exposure device (RED). There is also the potential for a physical or cyber-attack on nuclear facilities
that could include power plants. The current information age is generating new capabilities for terrorists
to obtain sensitive nuclear-related information. It is also providing the means to create confusion in the
aftermath of a nuclear incident by using misinformation, disinformation, and mal-information (MDM).
Preventing, countering, and responding to nuclear terrorism focuses on denying access to nuclear and
radiological material, re-capturing illegally acquired material and exercising the tools necessary to
respond to the discovery or use of a nuclear device. These efforts have not been fully adapted to the
changing nature of terrorism and to dangers associated with Al and other information technologies.

Highlights

e Weapons-useable nuclear material remains at risk. While obtaining state weapons remains
difficult for non-state actors, there are sources of nuclear and radiological materials that are not
as secure. Also, nuclear power plants can be targeted by state and non-state actors that could
lead to significant radiation dispersion.

e Construction of an improvised nuclear device with fissile material is challenging. Radiological
dispersal devices (dirty bombs) and radiological exposure devices, which have designs that are
more simple than nuclear weapons, remain persistent concerns.

e Sabotage at nuclear facilities by knowledgeable insiders has occurred. Concern about cyber-
attacks is growing with the targeting of nuclear facilities becoming more commonplace, varying
in degree of sophistication and threat, by both state and non-state actors.

e Information operations by nuclear terrorists that tap into the widespread dread of radiation and
nuclear weapons could be very influential and harmful given growing public susceptibility to
misinformation, disinformation, and mal-information (MDM).

e New developments and access to artificial intelligence (Al) could make MDM even more
damaging with unknown consequences and generates added challenges to preventing and
countering influence operations by terrorists.

2.1 INTRODUCTION TO NUCLEAR THREATS

In 2008, while the terrorist attacks of 9/11 were still fresh in the minds of Americans, the
Commission on the Prevention of Weapons of Mass Destruction Proliferation and Terrorism
submitted their final report to President George W. Bush and the U.S. Congress (Graham et al.,
2008). This Commission was tasked to “assess ... any, and all of the nation’s activities,
initiatives, and programs to prevent weapons of mass destruction proliferation and terrorism”
(U.S. Congress 2007). The resulting report, entitled “World at Risk,” identified important,
actionable recommendations to address the WMD threat.
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The WMD Commission focused on the perilous crossroads of terrorism and proliferation in
poorly governed parts of the world, and the prevention of biological and nuclear terrorism. It also
analyzed the potential erosion of international nuclear security, treaties, and norms as the world
entered a period of expected growth in nuclear energy production. Given the many recent
destabilizing geopolitical developments, all these issues remain relevant today and reinforce the
germaneness of the Commission’s call for vigilance in addressing the ongoing nuclear terrorism
risk.

Fifteen years have passed since the WMD Commission’s report was completed, and there
has been no known terrorist acquisition of a nuclear weapon, improvised nuclear device or
radiological dispersal device. Still, Al Qaeda showed interest in nuclear terrorism to include
conducting inert-material implosion testing in Afghanistan, undertaking efforts to steal materials
and recruit scientists (Albright 2010; Mowatt-Larssen 2020, 2010). On August 4, 2014, the Doel
4 nuclear power plant in Belgium was shut down automatically as a result of an act of sabotage
by an unidentified organization. Notwithstanding the many changes in the international security
environment, the risk of nuclear terrorism remains significant.

With the demise of the Soviet Union, the U.S. government instituted very effective
cooperative programs with the Russian Federation to dismantle Soviet weapons and weapon
infrastructure and improve the security of components and materials of concern. Programs
(among them U.S.-FSU science cooperation, the DOE Nuclear Cities Initiative, the U.S. Civilian
Research and Development Foundation, and the “Lab to Lab” program) also were established to
engage Soviet weapon scientists in non-weapon work, with the intent of reducing the potential
their skills might be procured by nefarious entities (National Research Council 1996; Rotblatt
1998). In addition, the United States and Russia completed the “Megatons to Megawatts”
program, which eliminated 500 metric tons of HEU by blending it down to low-enriched
uranium fuel for civilian nuclear reactors.

Much has changed in the strategic environment since these successful programs were put
in place, especially with respect to Russia’s relationship with the United States. Today there are
other nuclear-armed states that could experience instability and governance challenges that
would potentially result in a loss of control of nuclear weapons, fissile materials, or expertise.
Possible examples include economic collapse in Pakistan or the fall of the Kim regime in North
Korea. As the breakup of the Soviet Union demonstrated, such events can be sudden and difficult
to predict.

Among the disturbing changes to the global security landscape is that terrorist
organizations have proliferated, with a growing number of terrorists movements operating
globally and transnationally. Political polarization within the United States is also on the rise
with “home grown” extremist groups developing new capabilities and working together for
shared goals. This will be discussed in more detail in Chapter 3. New technologies, such as
remotely piloted and autonomous air, ground, and sea vehicles; digital fire-control systems for
small arms; and machine learning algorithms that enable image recognition and empower deep
fakes and other forms of misinformation, disinformation, and mal-information (MDM) have
provided terrorist groups with new capabilities.

2.2 DEFINING TERRORISM

Given the committee’s tasking, the appropriate starting point for this assessment is to
determine the current state of nuclear terrorism and to assess the risk that a terrorist group, or
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individual, would conduct a nuclear attack. This is not as straightforward a task as it might first
seem, beginning with the challenge of navigating the myriad definitions and typologies of
terrorism. (Schmid 2004; Dolliver and Kearns 2022). Even within the U.S. government, agencies
use different definitions. After more than two decades after the attacks of 9/11, a consensus
definition has proved difficult to achieve. This is partly because some apply the term to express
disapproval of a given actor’s aims and actions and partly because the lines between terrorism
and other forms of violence are often blurred (Wilson 2021).

There are two characteristics, however, that taken together, distinguish terrorism from
other forms of violence. These characteristics have guided this committee’s work. First, terrorists
deliberately aim at civilians, which makes terrorism distinct from legal acts of war. Second,
terrorists use violence, or the threat of violence, primarily to communicate their support for an
ideology, whether religious or political, to generate public attention for their cause. In this way,
terrorists are distinct from mass shooters, who generally lack a clear ideological motivation.! The
target audience for terrorism—the groups the terrorists aim to influence—is larger than the actual
victims of the attack, with the goal of achieving a radius of fear that is much greater than the
radius of injury and destruction. To accomplish this, terrorists often attack symbols of “enemy”
nations or organizations.

2.3 NUCLEAR TERRORISM

The United Nations defines nuclear terrorism as involving the unlawful and intentional
use of radioactive material with the intent to cause death, injury, or serious damage to property or
the environment, or to compel “a natural or legal person, an international organization or a State
to do or refrain from doing an act.” (United Nations (UN) 2005) The committee has aligned its
assessment of nuclear terrorism to the UN definition by incorporating not just the threat or use of
a nuclear explosive device, but also the threat or dissemination of nuclear materials (United
Nations 2005).

Nuclear terrorism involves the use or threat to use: (1) an illicitly obtained nuclear
weapon; (2) an improvised nuclear device (IND); (3) a radiological dispersal device (RDD)
commonly referred to as a “dirty bomb” or a radiological exposure device (RED) that exposes
unknowing people to radiation; or (4) attacks on nuclear power plants or other facilities that store
or use radiological materials. The committee’s work covers all of these types along with cyber
threats. In addition, the committee looked at how misinformation, disinformation, and mal-
information (MDM), assisted by Artificial Intelligence could both facilitate and amplify the
impact of nuclear terrorist attacks. The growing MDM issue is a particular concern for first
responders and emergency managers who worry the public may not follow critical lifesaving
guidance during a nuclear incident.

! The “salad bar” phenomenon — which involves violent extremists picking and choosing from a variety of
ideologies, (e.g., eco-fascism, which endorses the great replacement conspiracy theory embraced by some
on the hard right and eco-terrorism adopted by some on the hard left), and “side-switching,” suggests the
possibility that terrorists’ ideological commitment could be getting somewhat thinner over time (The
Nonprofit Security Grant Program and Protecting Houses of Worship: A View from the American Jewish
Community 2022; Threats to the Homeland 2020). The term “side-switching” was first used by Koehler,
D. (2020), “Switching Sides: Exploring Violent Extremist Intergroup Migration Across Hostile
Ideologies,” Political Psychology, 41: 499-515 (Koehler 2020).
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BOX 2-2 Nuclear and Radiological Nuclear Material

Nuclear and radiological materials are substances that can emit radiation and with potential
applications in various fields, including energy production, medicine, petrochemical, and military. As a
material, they are referred to by the specific isotope from different elements, as different isotopes have
difference radiological properties (Friedlander et al., 1981). Understanding the difference between
nuclear and radiological materials is crucial in managing and handling these substances effectively
(National Academies of Sciences 2021a). This report will use the following definitions for these
materials.

Nuclear materials primarily refer to substances that are used in nuclear reactions, such as nuclear
power generation, nuclear weapons, or other nuclear technologies (the focus of Chapter 6). For this
reason, they are often referred to as fissile material. The principal materials of concern that can sustain a
nuclear chain reaction, releasing a significant amount of energy, are:

e Uranium-235, a key material for nuclear fission reactions used in nuclear power plants and
nuclear weapons.

e Plutonium-239, another crucial material for nuclear fission and often used in nuclear weapons
and fuel for nuclear reactors.

Radiological materials emit ionizing radiation, which consists of particles or electromagnetic waves
that have sufficient energy to ionize atoms or molecules (see chapter 7). lonization is the process of
removing tightly bound electrons from an atom, resulting in the formation of charged particles (ions).
Radiological materials are often used in medical applications, industrial radiography, and certain
devices; however, the ionizing radiation can also have dangerous health effects. Different radiological
sources include:

e (Cobalt-60 and cesium-137 are gamma sources used in medical imaging, cancer treatment, and
industrial testing.

e For medicine, technetium-99m is a key material for medical imaging and iodine-131 is a
primary treatment for thyroid illnesses and cancer.

e Numerous radioactive tracers are used for various research purposes and well-logging for the
petrochemical industry. These include scandium-46, lanthanum-140, manganese-56,
sodium-24, antimony-124, iridium-192, iodine-131, silver-110, argon-41, and xenon-133
(International Atomic Energy Agency 2003).

24  TOOLS AND TYPES OF NUCLEAR TERRORISM

FINDING 2-1: The possibility that insiders could assist a terrorist in obtaining a state-
owned nuclear weapon should not be ruled out. Even if terrorists were unable to overcome
use-control safeguards in a stolen weapon, they might still be able to remove fissile material
for use in an improvised nuclear device (IND).

2.4.1 State-provided nuclear weapons
A terrorist organization could potentially acquire a stolen nuclear weapon from one of the

current nuclear states, either through theft or with insider assistance. Although this is considered
highly unlikely (Lieber and Press 2013), it would have the greatest potential for destruction
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because state-supplied nuclear weapons could be reliable, relatively small, rugged, and
transportable, and could have yields up to hundreds of kilotons. One possible scenario is a
nuclear state makes the strategic decision to hand over a nuclear weapon with the aim of having
a non-state actor serve as a surrogate. This could potentially include providing the non-state actor
with help to override the security and safeguard controls that would otherwise prevent
unauthorized or accidental use.

An important deterrent for a state transferring a nuclear weapon to a non-state actor is
that if a nuclear weapon is captured or detonated, U.S. nuclear forensics would be able to assess
its characteristics and identify or exclude likely contributors (National Academies of Sciences
2021b). This reality could lead a rogue state to try and modify a nuclear weapon or even
fabricate a custom device to decrease the likelihood that it would be identified as the source of
the device, or to implicate a different nuclear state as the source.

Still another scenario is that a state-owned nuclear weapon could be stolen without
assistance from any insiders from a deployment or storage site, or while in transit. In this
instance, it is likely that the use controls in the nuclear weapon will prevent the unauthorized use.
Although all U.S. nuclear weapons have use controls, little is publicly known about the use and
effectiveness of use-control devices in foreign nuclear weapons. If terrorists are unable to
overcome the use controls, and are thus unsuccessful in detonating the stolen nuclear weapon,
they might still be able to extract fissile material for use in an improvised nuclear device. An
improvised nuclear devise would be designed to generate a nuclear detonation, but could have a
significantly smaller nuclear yield than state-owned nuclear weapons, although still with
catastrophic consequences.

FINDING 2-2: State-on-state warfare, political instability, corruption, or financial crises
could provide incentives for a state with nuclear assets to assist a terrorist or terrorist group
fabricate an improvised nuclear device (IND), radiological dispersal device (RDD), or
radiological exposure device (RED).

It is possible that a state might provide terrorists with components, materials, technology,
and information needed to fabricate an improvised nuclear or radiological dispersal device. Such
assistance would not necessarily have to come from a state that possesses nuclear weapons. Any
state that has the ability to produce weapons usable fissile material and the knowledge to
construct a device, could provide such assistance. State assistance of any nature would
substantially increase the likelihood that a terrorist group could successfully fabricate a reliable
improvised nuclear device with some nuclear yield, or a radiological dispersal device.

2.4.2 Improvised Nuclear Device (IND)

FINDING 2-3: The most significant barrier to constructing an IND remains the acquisition
of a sufficient quantity of fissile material. Even if this barrier were overcome, an IND
would be less reliable, produce a less predictable yield, and be more vulnerable to
accidental detonation than state-stockpiled weapons. Nevertheless, the political and
psychological impact of any nuclear detonation would be consequential.

Improvised Nuclear Devices (IND) are devices that are constructed using diverted or
stolen weapons-usable fissile material. Concern about the IND risk has been raised publicly as

Prepublication Copy
28



Nuclear Terrorism Threats

far back as 1977 when the U.S. Congress’ Office of Technology Assessment noted that: “a small
group of people could possibly design a crude nuclear explosive device (assuming) sufficient
quantities of fissile material have been provided.” (Office of Technology Assessment 1977)
There is a remote potential that fissile material could be harvested from a stolen nuclear weapon,
but the more probable scenario is that it could be provided with insider assistance. There is no
lack of open-source information on INDs, although the accuracy of the origination can be
suspect. That said, possessing the expertise is not the most significant barrier to constructing an
IND. Instead, it is the challenge of obtaining enough fissile material to sustain a nuclear chain
reaction. This underscores the importance of global efforts to reduce the stocks of HEU,
separated plutonium, and other fissile materials and bolstering the security of the materials that
remain. The DOE/NNSA had a long-running Materials Protection, Control, and Accounting
(MPC&A) Program designed to improve the localization, tracking, and control of those materials
(National Nuclear Security Administration 2001; U.S. Government Accountability Office 2020).

Given the many challenges involved, an IND is likely to be unreliable (Ferguson et al.,
2005; Langewiesche 2006), have a low and unpredictable yield compared with sophisticated
high-yield nuclear weapons developed by governments, and be vulnerable to accidental
detonation. Nevertheless, the consequences of detonating an IND in a major city would still be
catastrophic, potentially killing tens or hundreds of thousands of people and wounding hundreds
of thousands more.

2.4.3 Radiological Dispersal Device (RDD) and Radiological Exposure Device (RED)

FINDING 2-4: The technical barriers to constructing and employing an RDD or RED are
much lower than they are for a nuclear weapon or IND, making for a greater likelihood
that terrorists will gain access to the means to disperse radiological materials.

Two types of potential devices that terrorists might use that would not produce a nuclear
yield but still have significant effects are the Radiological Dispersal Device (RDD) and the
Radiological Exposure Device (RED). The successful employment of a RDD or a RED would
have significantly less destructive potential than a nuclear explosion but would still be effective
in causing significant economic, physical, and psychological damage and could include loss of
life. The source materials for an RDD or an RED are more available and often less secure than
the material needed for an IND and thus the probability of use is higher. In addition, the
technical knowledge needed to fabricate these devices is much lower than that needed for an
IND.

The RDD is often referred to as a “dirty bomb.” It uses propellants, explosives, or other
means to disperse radiological materials. An RDD could be constructed as a complete device,
containing explosive/propellant mated to radiological material, or implemented as an explosive
device detonated in close proximity to a source of radiological material, either stationary or in
transit.

An example of a dirty bomb scenario took place in 1995, when Chechen leader Shamil
Basayev threatened to detonate radioactive containers in Russian cities. During an interview in
November 1995, Basayev told a Russian television news crew where such a device was buried in
a Moscow park. Russian authorities subsequently found a small explosive package with cesium-
137 buried a few inches below the ground. Basayev told the reporters that he wanted to
demonstrate that Chechen rebels could conduct such an attack, and he intentionally disclosed the
location as a “small disarmament” signal (Specter 1995; Bale 2004).
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A detonated RDD would inflict local health, significant economic damage, and
potentially trigger widespread panic. The impacted area could be several city blocks and would
be closed off to the public during the resulting extensive and costly cleanup. Some loss of life
cannot be ruled out, but would vary depending on the proximity of people to the explosion as
well as its size and the radiological materials employed. The economic effect could be
prolonged, well after the cleanup was completed as a result of lingering public anxiety and fear
of residual radiation exposure. If explosives or propellants are employed, it is likely the RDD
would be identified as such relatively quickly, allowing time to mitigate any potential health
issues.

An RED exploits existing radiological material or object containing radiological material.
It is intended to expose people to radiation without their knowledge and with the intent of
generating significant health effects for those exposed. An RED would not be as obvious as
explosive RDD, and could remain in place for an extended period of time. Detecting an RED
would be possible by a positive reading on radiation detection equipment, or if the object was in
place for an extended period of time, it may be discovered only after individuals seek medical
help for radiation-induced health issues such as skin reddening or acute radiation sickness.
Detection via the latter method would be very slow and challenging.

Reducing the amount of radiological materials and putting in place strong safeguards can
contribute to reducing the RDD and RED risk. However, despite NNSA’s ongoing programs,
such as the Off-Site Source Recovery Project (OSRP) (Coel-Roback 2019), commercial and
medical radiological materials remain widely distributed throughout the world. Some of these
have been abandoned and others are under little or no control. RDDs also have often been
described as “weapons of mass disruption” because their impact would be primarily
psychological and economic(U.S. Department of Health and Human Services 2023).
Deployment of an RDD at an economic choke point, such as a major seaport or transportation
hub, could have outsized economic and social impact. The impact of an RED would be very
different given the potential for long periods of public exposure to radiation in the impacted area
along with the possibility of adverse health effects. Nevertheless, long-term economic damage is
possible as a result a lingering fear of radiation exposure even after the object was removed and
residual radioactivity cleaned up.

2.4.4 Attack or Sabotage of Nuclear Facilities

FINDING 2-5: Based on intelligence information in government reports and open source
literature, there have been instances of sabotage at nuclear facilities by knowledgeable
insiders, but to date they have been rare.

Vulnerabilities at nuclear facilities can make them susceptible to malicious acts and
create opportunities for terrorists or criminal groups. Nuclear facilities are protected through
redundant layers of physical protection measures designed to prevent access to the nuclear
facility or nuclear material. Additional tools, such as remote monitoring, security guards and
response forces, and intelligence are also used. (International Atomic Energy Agency 2023Db).
Nuclear facilities that require physical protection include nuclear reactors, fuel cycle facilities,
and spent fuel storage and disposal facilities. Although site- and event-specific threat
assessments are used to determine how much physical protection is required, common elements
include physical protection areas that are graded to provide defense-in-depth with barriers and
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controls for the Exclusion Area, Protected Area, Vital Area, and Material Access Areas. Physical
protection systems include intrusion detection systems to notify the site security force of a
potential intruder, typically with intrusion alarm assessment systems to help distinguish false or
nuisance alarms from actual intrusions. An armed response capability may be necessary to
defend nuclear material or a nuclear facility against an intrusion or attack and to protect public
health and safety, depending on the nature and quantity of the material. In addition, local, State,
and Federal agencies may be called on to provide off-site assistance in an emergency at a U.S.
facility (Nuclear Regulatory Commission 2020).

Sabotage at nuclear facilities by knowledgeable insiders has occurred but reports of such
incidents have been rare. The ultimate aim of sabotage would be to damage the facility causing a
radiological release harmful to nearby populations. Nuclear facilities use multiple physical and
other systems to prevent sabotage, with safety-critical systems subject to the highest levels of
engineered and administrative controls by the facility operators. Examples of non-physical
systems include employee behavioral observation programs, psychological testing, fitness for
duty criteria, and measures such as “two-person or three-person rules” requiring that two or three
operators must be present and responsible for certain high-consequence activities (World
Nuclear Association 2022).

A recent NAS report has identified that “transportation is the most vulnerable phase in
protecting nuclear materials from a security standpoint, as the material is removed from the
confines of the nuclear facility” (National Academies of Sciences 2023). This is discussed in
more detail in Chapter 8. Regulatory, technical and operational considerations are part of an
overall strategy for providing secure transport of fresh and spent nuclear fuel. This is particularly
important when transporting materials across international boundaries, as countries have
different regulations based on their level of risk acceptance. Internationally, the TAEA provides
umbrella guidance for the Convention on the Physical Protection of Nuclear Materials (CPPNM)
obligations for materials in transport (International Atomic Energy Agency 2023a). Spent fuel
security requirements for U.S. domestic transportation are defined in 10 CFR73.37, which
provides detailed requirements that include development of a security plan with the full range of
protective components needed to properly protect shipments during transport (National
Academies of Sciences 2023).

2.4.5 Cyber Attacks on Nuclear Facilities

FINDING 2-6: Intelligence analysts and journalists are reporting that there is a growing
number of attempted cyberattacks on critical infrastructure targets, including nuclear
facilities, varying in degree of sophistication and threat, and originating from both state
and non-state actors.

As with other industrial and infrastructure facilities, nuclear facilities rely on information
and communication systems, thus making them potentially vulnerable to cyber-attacks. At U.S.
commercial nuclear facilities, information and communication systems are routinely evaluated
for cyber risks and vulnerabilities. To reduce further the possibility of a successful cyber-attack,
the utilization of such systems within vital areas of the facility is strictly regulated by the NRC
and state regulatory agencies.

As with the case of all infrastructure targets and the economic sector, cyber-attacks on
nuclear facilities are increasing in number and sophistication. State and non-state actors routinely
probe the security of critical infrastructure systems to find vulnerabilities that will permit access.
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In the relatively small number of publicly-reported attacks where adversaries have succeeded in
penetrating cyber defenses for nuclear facilities, post-mortems have documented the
consequences to date to be limited to exfiltrated employee information, corporate data, and non-
sensitive technical data.

Operators of U.S. commercial nuclear facilities must notify the U.S. Nuclear Regulatory
Commission within one hour of discovering a cyberattack that adversely impacted safety,
security, support systems, or emergency preparedness functions (including offsite
communications), Longer notification timelines are allowed for successful attacks of lesser
severity (Nuclear Regulatory Commission 1973).

Ransomware attacks have also occurred in a small number of cases worldwide. Some of
these attacks have succeeded in penetrating and temporarily disabling plant monitoring systems
although with no deleterious effects on plant operations or resultant radiological release (World
Nuclear Association 2022).

2.4.6 Emerging Threat: Misinformation, Disinformation, Mal-information (MDM)

FINDING 2-7: Nuclear terrorists can tap into the widespread dread of radiation and
nuclear weapons to generate significant consequences by taking advantage of
misinformation, disinformation, and mal-information (MDM). New developments in Al
could make MDM even more damaging.

Both the 2021 National Strategy for Countering Domestic Terrorism and the 2022
National Security Strategy highlight information operations as threats to U.S. national security
(The White House 2022, 2021). Terrorists have long used information operations to recruit
supporters and frighten their enemies. Information operations could be especially powerful in the
context of nuclear terrorism, in part because people generally fear radiation and nuclear weapons
(Stern 1999). The members of this committee are particularly concerned about the ways in which
artificial intelligence could be used to amplify underlying public fears associated with nuclear
risk.

While mis-, dis-, and mal-information (MDM) have been used throughout history, the
creation of new digital platforms has expanded the global means of communication and
connections, thereby allowing users to exchange information quickly and widely (McBride et al.,
2021). False information spreads more quickly than the truth (Vosoughi, Roy, and Aral 2018)
and countering falsehoods is complicated by the fact that a majority of American adults are now
getting their news from digital platforms. While some platforms are responsible, others have
little to no safeguards to prevent use by nefarious actors including terrorists (Shearer 2021). This
provides ample opportunities to expose large swaths of the American public to harmful MDM.

MDM is a complex and nuanced phenomenon that can take many forms, including news
media or social media posts. Nation-state adversaries are known to use MDM to amplify
extremist ideologies, using MDM campaigns to cast doubt on official narratives, amplify
political discord, spark confusion, and promote favorable narratives surrounding themselves,
their allies, non-aligned countries, or certain domestic actors. For example, China, Russia, and
Iran systemically amplified Q-Anon ideology on social media leading up to the January 2021
Capitol insurrection. One-fifth of all Q-Anon posts on Facebook in 2020 originated overseas
(The Soufan Center 2021). These campaigns are part of broader efforts by adversaries to
negatively impact the credibility and functioning of government (Colomina, Sanchez Margalef,
and Youngs 2021). Their goal is to exacerbate societal divisions and grievances, spark civil
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unrest and violence, and degrade the operational security and strategic functioning of the targeted
country’s defense structure (Wolters et al., 2021). Given the open and widespread nature of the
media environment, MDM has the potential to be used by a wide variety of terrorists, including
nuclear terrorists.

The terms misinformation, disinformation, and mal-information are often used
interchangeably, despite each term having its own distinct meaning. According to Wolters, the
difference between the terms of misinformation and disinformation lies in the intent of the
content’s creator (Wolters et al., 2021). Misinformation occurs when the creator has no intention
to deceive, yet still shares false information thinking it’s true (Wolters et al., 2021).
Disinformation is when the creator shares false information with the goal of deceiving the
consumer. For a piece of information to be considered disinformation, the user must know the
information is false and be looking to intentionally mislead, harm, or manipulate (Wolters et al.,
2021). Malinformation, however, is different from misinformation and disinformation in that it is
based in fact (but can contain some false elements as well), yet is spread with the intent to cause
harm. An example of malinformation can include leaks of personal or private information meant
to damage the reputation or compromise the safety of an individual (Wolters et al., 2021).

While all three concepts are critical to understanding how the information space can be
weaponized, intentionally spreading false information in the context of nuclear terrorism could
significantly impede an emergency response. Even poorly designed disinformation campaigns
could impact confidence in government institutions and reputable journalistic outlets (Wolters et
al., 2021) making it an extremely useful tool for nuclear terrorists.

With the ability of MDM to amplify public anxieties, a nuclear or radiological device
could have minimal actual destructive effect and yet have far-reaching psychological and
political impact (Ackerman 2008). Studies demonstrate that humans pay more attention to
information that arouses emotion, especially rage, fear, surprise, and disgust, making MDM’s
use in the context of nuclear terrorism potentially devastating (Wolters et al., 2021). Indeed, Al-
enhanced nuclear threats could be enough to spark widespread public fear and panic (Giorgidze
and Wither 2019) (Johnson 2022) analogous to the widespread fear generated by the 1938 War
of the Worlds radio broadcast.

Terrorists could use targeted disinformation campaigns to encourage individuals working
in secure locations, including at nuclear-related facilities, to engage in acts of sabotage. A
potentially sobering scenario is one where a terrorist group uses MDM to try and provoke a
nuclear weapons state to use a nuclear weapon. For example, in 2016, Pakistani defense minister
Khawaja Muhammad Asif threatened to use nuclear weapons against Israel after reading a fake-
news article claiming that Israel planned to “destroy [Pakistan] with a nuclear attack™ if Pakistan
sent troops to Syria (Goldman 2016). While this situation was peacefully resolved, the risk may
grow as the methods and sophistication of MDM evolve.

Another established motivation for terrorists is to generate attention. Former British
Prime Minister Margaret Thatcher once observed that “publicity is the ‘oxygen’ of terrorism”
(Thatcher 1985). As Gary Ackerman has pointed out, a nuclear attack would undoubtedly
provide unrivaled attention to a terrorist and their cause (Ackerman 2008).

If a nuclear attack or accident were to occur, MDM could jeopardize the credibility of
risk mitigation and response teams and discourage the public from cooperating or seeking help.
This could also apply to public health responses following a nuclear disaster that are undermined
by MDM akin to what impaired COVID-19 vaccination efforts (United Nations Interregional
Crime and Justice Research Institute (UNICRI) 2022). Lastly, continuous victimization could
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occur through media campaigns that show pictures or videos of the devastation, which can be
doctored to augment and prolong a society’s trauma.

While the practical impact of MDM on nuclear terrorism remains to be seen, its use by
both nation-state adversaries and non-state actors poses a significant threat to American and
global security. It has led to the creation of groups working to combat MDM such as the DHS
Cybersecurity and Infrastructure Security Agency’s (CISA) MDM team, the FBI’s Foreign
Influence Task Force, and the ODNI’s Foreign Malign Influence Center (U.S. Cyberspace
Solarium Commission 2021).

The distrust of government institutions by a growing segment of the U.S. population
could manifest in a disinformation campaign designed to undermine government and scientific
credibility and instill chaos and panic during a nuclear incident. Ideally there would be a cadre of
trusted non-governmental scientific and technical experts at the state and local levels to augment
national experts. If these non-government experts were trained in public communications, they
would be in a position to assist governors, mayors, and tribal and territorial leaders in getting
lifesaving information out during major emergencies. Polls generally show high levels of public
trust in communications from health, scientific, technical, and educational professionals that are
locally-based. (See, for example, Yi and Sawyer 2021, Kennedy, Tyson, and Funk 2022,
Ferriman 2001). Exercises sponsored by DHS could involve these experts and they could also be
incorporated into state and local emergency management plans.’

RECOMMENDATION 2-1: The Department of Homeland Security with support
from the Centers for Disease Control and Prevention, the National Governors
Association, and the U.S. Conference of Mayors, should undertake a multipronged
effort involving all levels of government (Federal, State, Local, Tribal and Territorial)
to include research and educational entities, civic associations, and media to raise
public awareness and understanding how information can be used to confuse,
mislead, and deceive during major crises.

The effort should actively engage civil society that could be modeled on a recent program
in Finland that strengthens the ability of the public to critically analyze the information they
receive from all sources. (U.S. Cyberspace Solarium Commission 2021). As discussed in chapter
9, the United States at state and local levels needs to capitalize on the many sources of experts
that can be marshalled to create a whole-of-country capability.
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Impact of terrorism in countries according
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FIGURE 3-1 The Global Terrorism Index (GTI) is a comprehensive study analyzing the impact of
terrorism for 163 countries produced by the Institute for Economics & Peace (IEP) using data from
Terrorism Tracker and other sources. Shown here are countries and levels of impact terrorism has ranging
from very high to no impact. The map is presented as a reminder of the continuing activities of
international and domestic terrorists, and, as this chapter discusses, how the distinction between domestic
and international terrorism is becoming blurred.

NOTE: The GTI defines terrorism as “the systematic threat or use of violence, by non-state actors,
whether for or in opposition to established authority, with the intention of communicating a political,
religious or ideological message to a group larger than the victim group, by generating fear and so altering
(or attempting to alter) the behaviour of the larger group.” GTI recognizes many states commit terror
against their citizens. Acting under the authority as a state is not included in the GTL

SOURCE: Institute for Economics & Peace 2023.
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3
New Dynamics in Nuclear Terrorism Pose New Risks

BOX 3-1 Summary

The probability of nuclear terrorism is low, due in part to a number of programs, policies, and
systems developed to secure and control access to nuclear weapons and weapons usable materials.
Nuclear terrorism is also hindered by the challenges non-state actors must overcome to successfully
fabricate an improvised nuclear device. Nonetheless, the number and types of groups who are motivated
to try to use INDs or RDD/RED:s is likely growing. While some non-state actors are more likely to be
deterred by the near-certainty of attribution and retribution, others including millenarian groups such as
ISIS and U.S.-based accelerationist groups, actively court retaliation to spark a wider war or to realize
apocalyptic beliefs (Earnhardt, Hyatt, and Roth 2021).

The risk of nuclear terrorism must also be evaluated in the context of changing norms and a
potential renaissance in civil nuclear power. There are also the mounting dangers associated with
cyberattacks on operating nuclear power plants. Russia has demonstrated a willingness to defy
international norms by attacking and occupying Ukraine’s operating civilian nuclear power plants.
Russia has also been employing proxies with a history of war crimes, and has deployed operatives to
attack and poison individuals with advanced nerve agents and radiological substances.

A particularly troubling development is the increase in domestic terrorism risk within the United
States, which may also increase the risk of nuclear terrorism. This includes U.S.-based accelerationist
groups who have been deliberately recruiting U.S. military personnel and have targeted critical
infrastructure including nuclear facilities. Additionally, there are disturbing and growing U.S. domestic
links with mercenary and terrorist groups across international borders. Extremists are utilizing social
media to fuel radicalization and political polarization, as well as to propagate dis- and misinformation,
and sow mistrust of government institutions and authoritative information. Social media is serving as a
powerful organizational tool for terrorist groups, facilitating an increase in international connectivity
among domestic and foreign terrorist organizations.

In sum, managing the threat of nuclear terrorism will be challenged by the continued presence of
international and domestic terrorist groups, some of who are motivated to carry out these kinds of
attacks.

Highlights

* A new era of potential nuclear instability is emerging with the demise of traditional arms
control agreements, and challenges to some longstanding non-proliferation arrangements and
norms.

* Russian attacks on and occupation of Ukrainian power plants signal the end of a well-
established norm that such plants should be inviolate.

* The demarcation between domestic and international terrorist organizations is blurring
alongside the use of non-state actors as proxies by states. Terrorism is increasingly
transnational. This has strategic, organizational, and operational implications for U.S. security
efforts that assign roles and responsibilities based on whether a threat is state versus non-state
and domestic versus international.

»  Extreme-right wing accelerationist groups are recruiting US military personnel, potentially
posing an increased risk to security across the nuclear weapons enterprise and to the civil
nuclear industry.
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3.1 TERRORISTS’ LONGSTANDING INTEREST IN NUCLEAR AND
RADIOLOGICAL WEAPONS

Terrorist groups have been pursuing nuclear and radiological weapons and devices for
decades (Ferguson et al., 2005). A few prominent examples include: (1) Aum Shinrikyo’s
unsuccessful, repeated attempts to mine uranium, hire Russian nuclear scientists and purchase
Russian nuclear technology in the 1990s; (2) al Qaeda’s unsuccessful alleged attempts to
purchase nuclear weapons and material from a variety of sources in the 1990s, recruit insiders, as
well as attempts to design a nuclear weapon that would have included explosive testing in
Afghanistan; and (3) ISIS’s access to a cache of cobalt-60 when it overran Mosul (Ward 2018).
In August 2014, an insider at the Doel 4 nuclear power plant in Belgium carried out a successful
act of nuclear sabotage. The sabotage did not result in the release of radiological material, but the
costs were significant. The saboteur was never identified, but the nuclear regulator added new
requirements for defending against insider threats (Bunn et al., 2016).

Although terrorists confront considerable challenges in the pursuit of a nuclear weapon or
an Improvised Nuclear Device (IND), the enormous consequences of a nuclear detonation call
for continued vigilance by the United States and reinvigorated efforts by the international
community to reduce the risk. Attacks involving nuclear sabotage or deploying a Radiological
Dispersal Device (RDD) have fewer barriers for non-state actors to pursue. These risks reinforce
the need for an ongoing international commitment to managing and reducing nuclear terrorism
challenges.

Radiological material found in secure nuclear power plants and other facilities can be
used to make radiological dispersal devices (RDD aka “dirty bombs”) or radiological exposure
devices (RED) (Council on Foreign Relations 2006). According to the National Consortium for
the Study of Terrorism and Responses to Terrorism (START) at the University of Maryland,
there have been over 80 attacks on nuclear facilities around the globe since 1963, the majority of
which are understood to have been orchestrated by malicious actors (as distinct from protestors)
(Ackerman 2023). In one notable instance, Belgian police discovered that individuals connected
to ISIS secretly monitored a senior nuclear industry official who worked at nuclear access sites
that contained enough highly enriched uranium for several nuclear bombs (Bunn 2016).

3.2 NEW ERA IN NUCLEAR TERRORISM

FINDING 3-1: A new nuclear era is emerging, in which (1) longstanding arms control
treaties, and counterproliferation and non-proliferation norms and arrangements are
eroding, (2) civil nuclear energy is becoming more widespread and utilizing new designs,
and (3) the strategic focus on combatting international terrorist activity is waning. As
evidenced in the 2022 invasion of Ukraine by the Russian military, attacks on Ukrainian
nuclear power plants signals the end of a longstanding norm that such plants should be
inviolate.

Recent Russian attacks on Ukrainian nuclear power plants are eroding the well-established
norm that such plants should be inviolate. Ukrainian president Volodymyr Zelensky has accused
Russian president Vladimir Putin of “nuclear terrorism” for his attack and seizure of the
Zaporizhzhia nuclear power plant (Broad 2022). Zelensky also called out Russia for conducting
missile strikes that hit the industrial equipment surrounding the Pivedennoukrainsk nuclear site
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(Ritter and Gambrell 2022). In occupying the Chernobyl nuclear site, Russian forces reportedly
damaged power supplies that were necessary to prevent releases of radiation (Kuleba 2022).

Russia’s attacks on nuclear sites have also occurred in cyberspace, where international
norms against attack are less established. In March 2022, the U.S. Department of Justice
unsealed charges on four Russian officials accused of hacking into the computer system of Wolf
Creek Nuclear Operating Corporation in Kansas (Benner and Conger 2022). No sabotage of the
facility resulted from these cyber-attacks, but it is troubling that Russia would undertake an
attack, possibly intended to disrupt or compromise operations, on a nuclear facility (Nuclear
News 2022), (Swan and Miller 2022).

There is also the ongoing risk that nuclear states may lose control of the weapons in their
possession. This is not only a risk for states such as Pakistan and North Korea. During the Cold
War, the United States lost six nuclear weapons or components prior to 1968 that have never
been recovered (Suciu 2021; Roza 2022), and the Soviet Union may have lost more (Federation
of American Scientists 2023).

Acts of nuclear terrorism ultimately require fulfillment of three elements (1) procurement
of or access to nuclear weapons or radiological materials; (2) capability to steal, or develop, and
deploy a nuclear weapon, IND or RDD/RED; and (3) the motivation to undertake such an attack.
Each of these is discussed below:

e Access: To be successful, terrorists must procure some or all of the following:

o Nuclear weapon(s) from a state actor or an insider, or

o Financial or technical resources sufficient to acquire nuclear weapons,
components, or fissile/radiological materials, or

o Insider access to, or access to third-party insiders capable of supplying nuclear
and/or radiological materials (plutonium, highly enriched uranium (HEU), high-
activity radiological sources), and

o A sanctuary, technical facility, and sufficient time to design, develop, and prepare
the weapon.

e Capabilities

o Access to appropriately trained technical experts (such as metallurgists, engineers,
chemists, and physicists);

o Operational security (i.e., managing operations such that counter-measures by a
state or the international community are less likely to identify and interrupt the
activity);

o Knowledge of or access to insiders capable of supplying the knowledge base for
producing, handling and potentially testing INDs, RDDs, or REDs;

o Covert transportation of material and equipment and other logistical support; and

o Means of targeting and delivery'.

e Possible Motivations include:
o Incite civil war
o Attract media attention to the cause

! Transporting a nuclear device over long distances to a targeted location in the United States is
problematic. Terrorists would likely prefer to maintain complete control over the device which means
they would likely avoid major ports or border crossings to smuggle the device. However, if an adversary’s
intent is to cause mass disruption to the intermodal transportation system, they may decide to send a
nuclear device in a cargo container with the goal of targeting the arriving port facility.
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o Create fear and chaos

o Generate mass economic disruption and destructive cascading effects, for
example, by targeting critical systems, e.g., ports, power and water infrastructure,
or supply systems

o Religious goals such as to influence deities or timing of apocalypse,

o Promote opposition to nuclear power by attacking nuclear energy facilities

o Demonstrate technical prowess to sympathizers as well as the targeted group

33 DOMESTIC AND INTERNATIONAL TERRORISM: BLURRING BOUNDARIES

FINDING 3-2: The trends of the past years have demonstrated that domestic and
international terrorist organizations are becoming more closely linked and difficult to
differentiate. Countering these increasingly transnational organizations through close
interagency and international cooperation will be challenged by the barriers associated
with differing jurisdiction, authorities, and capacity along with the varying missions of
the intelligence and law enforcement communities.

Importantly, the risk of nuclear terrorism is probably greatest where the lines between
domestic and international terrorists and between state and non-state actors is most unclear. The
U.S. government divides terrorists into two categories: domestic and international. According to
the FBI’s definitions, “international terrorists™ are individuals or groups “inspired by, or
associated with, designated foreign terrorist organizations or nations.” They define domestic
terrorists as individuals or groups aiming “to further ideological goals stemming from domestic
influences, such as those of a political, religious, social, racial, or environmental nature.””
However, there are prominent examples of U.S. domestic and foreign terrorist groups becoming
more integrated to include having meetings and establishing networks in contested territories
such as southeastern Ukraine (Rekawek 2020). There is also the example of the Russian Imperial
Movement (RIM) that is fostering violent white supremacists worldwide to include individuals
within the United States.? If one of these groups with domestic and international counter parts
were to acquire nuclear material it would be particularly problematic for nuclear security.

? International terrorism: Violent, criminal acts committed by individuals and/or groups who are inspired
by, or associated with, designated foreign terrorist organizations or nations (state-sponsored). (U.S. Code
2021), see https://www.govinfo.gov/content/pkg/USCODE-2009-title1 8/html/USCODE-2009-title18-
partl-chap113B-sec2331.htm.

Domestic terrorism: Violent, criminal acts committed by individuals and/or groups to further ideological
goals stemming from domestic influences, such as those of a political, religious, social, racial, or
environmental nature (Federal Bureau of Investigation 2023), see https://www.fbi.gov/file-repository/fbi-
dhs-domestic-terrorism-definitions-terminology-methodology.pdf/view.

* In April 2020, the Department of State designated the Russian Imperial Movement (RIM), a Russian
racially or ethnically motivated violent extremist (REMVE) organization suspected of attempting to incite
violence in the United States, as a Specially Designated Global Terrorist (SDGT) organization. The threat
from RIM—and from the Imperial Legion, RIM’s military arm—TIies not in the risk that RIM will attack
the United States, but in the reality that RIM is actively fostering violent white supremacist extremists
worldwide(Gartenstein-Ross, Hodgson, and Clarke). The group runs paramilitary training camps in St.
Petersburg and provided training to two Swedish men who placed three bombs (two detonating
successfully) at a center for asylum seekers in Gothenburg, Sweden (Pompeo 2020). As documented by
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RECOMMENDATION 3-1: The blurring of boundaries between state and non-state
adversaries such as the Wagner Group, Hamas, Hezbollah, and ISIS, raises the
possibility that there may be gaps in U.S. government efforts to address nuclear threats.
The committee recommends that the National Security Council and the Office of
Management and Budget conduct a review of counterterrorism programs and agency
budgets across the national security community to ensure that the attention being
directed to Great Power Competition does not result in underinvesting in essential
capabilities for managing and responding to the nuclear terrorism risk.

RECOMMENDATION 3-2: The transnational links among some anti-
government/terrorist groups operating in the United States suggests that some of
these groups might meet the criteria to be included on the list of Foreign Terrorist
Organizations, which would make it illegal, not only to join these groups, but also to
financially support them, as is the case for other listed FTOs. The Committee
recommends the Departments of State, Treasury, Justice, Defense and other relevant
agencies examine these relationships and links to understand any such international
connections and determine if any additional organizations are appropriate to add to
this listing.

34 THE CONTINUUM BETWEEN STATE AND NON-STATE ACTORS

FINDING 3-3: Nuclear risks cannot be neatly divided between state and non-state actors.
Instead, there is a continuum that blurs the line between state and non-state and challenges
the distinction between acts of terrorism and acts of war. This gray-zone includes state
actors who use non-state actors as proxies. Proxies can present a “principal-agent”
problem, in which the principal can lose control of the agent, as happened with Russia’s
Wagner Group in June 2023.

ISIS is an example of a non-state actor that has attempted to hold territory and fulfill most
of the functions of a state. Additionally, states continue to use proxy groups to conceal their
involvement in domestic and international conflicts. For example, Pakistan’s ISI has played an
important role in the creation and support of the Taliban and extremist groups involved in
Kashmir. Iran has used Hezbollah to support the Assad regime in Syria and in border disputes
with Israel. Iran has also supported Hamas in its conflict with Israel. Both Hezbollah and Hamas
also play political roles in Lebanon and Palestine, respectively, complicating their status still
further.

A state’s imperfect control of these proxies (terrorist, paramilitary, hacking, or mercenary
group) makes it possible to claim that the agents are acting independent of the state. The
advantage of this kind of arrangement is that it gives the state at least somewhat plausible

the Soufan Center in 2020, RIM has sent “foreign fighters” to conflicts in Ukraine, Syria, Libya, and the
Central African Republic. The Soufan Center also documents a 2017 meeting between a RIM delegation
and Matthew Heimbach, founder of the American neo-Nazi Traditionalist Worker Party, who helped
organize the Unite the Right rally in Charlottesville, which led to the death of a counter protestor in 2017
(The Soufan Center 2020). The threat of attacks influenced by RIM in foreign countries is well
established. A combination of existing evidence about Russia’s malign influence efforts against the
United States makes it clear that the threat to the Homeland is real and merits study and mitigation efforts.
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deniability when attacks are successfully executed. The disadvantage is that the state may end up
losing control of its agent. According to one well-established framework, states typically have
three managerial strategies when it comes to proxy groups: (1) tacitly permitting (turning a blind
eye), (2) orchestrating (actively funding or supporting a group in return for services) or (3)
delegating (establishing command and control over the group). With each step toward
“delegating,” the state becomes more involved in the decisions and actions of the proxy group
(Canfil 2022) (Maurer 2018). The motivations of joining such groups vary. For example, in the
case of an orchestrated proxy, the state and the proxy group are assumed to have similar
interests; whereas, in the case of a mercenary group, the aim of the group is profit (McFate
2019).

Direct state complicity in a terrorist attack can have far-reaching diplomatic and political
consequences to include elevating the intensity of a conflict. Accordingly, using a proxy can be
attractive because it positions a state to attempt to shift blame, better mold its narrative, and
create plausible, or in some cases even implausible deniability surrounding an attack or mission.
This method allows countries to advance their political or economic agenda over time and
locations, while minimizing the risk of accountability for their efforts and discouraging public
attention (Atwell, Portzer, and McCurdy 2021). (That said, for reasons spelled out earlier, the
risk of discovery would presumably largely deter states from covert delivery of nuclear weapons
via proxies.)

According to a 2015 CSIS report on “Gray Zones,” “Today, the toolkit for coercion
below the level of direct warfare includes information operations, political coercion, economic
coercion, cyber operations, proxy support, and provocation by state-controlled Forces. China,
Russia, Iran, and North Korea, as well as non-state actors, are increasingly turning to these [gray-
zone] strategies to overcome U.S. strengths in global diplomacy, law, and commerce.” (Atwell,
Portzer, and McCurdy 2021) (Barno and Bensahel 2015)

The Wagner Group is a well-known example of a private group that operates in the grey
area between state and non-state. Wagner is a paramilitary organization that has been trained and
sponsored by the Russian Federation. Russia has been using the group to promote its foreign
policy objectives, gather intelligence, influence political outcomes, and provide foreign militia
training. Suspected and confirmed operations have occurred in as many as 30 countries and
across four continents, including Ukraine, Syria, Libya, Central African Republic, Mali, and
Venezuela (Katz et al., 2020). Notably, the Wagner Group, among other Russian private military
groups, was used to destabilize and consolidate Russian power in Crimea and eastern Ukraine
leading up to and supporting Russia’s full-scale invasion in 2022. Russia’s loss of control of the
group in June 2023 illustrates the principal-agent problem that proxy groups can present (Racz
2020).

3.5 THE LIMITS OF DETERRENCE IN PREVENTING NUCLEAR TERRORISM

Many nuclear weapon scenarios involving state-sponsors, to include covert delivery via
proxies, would be deterred if states assume their involvement could be attributed to the
sponsoring state via nuclear forensics, or other intelligence, resulting in subsequent public
identification and condemnation, and international retribution (National Academies of Sciences
2021). In short, deterrence works for rational state actors. Deterrence measures can also work for
many non-state actors. While individual terrorists or suicide bombers may not be inhibited from
employing a nuclear weapon or IND, their leaders would presumably want to survive to continue
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to pursue the terrorist groups’ goals, and maintain the public perception of their image and
capabilities. Many terrorist groups could also be deterred by damage to their reputation, which
might make them reluctant to violate nuclear norms.

Principles of deterrence are less likely to dissuade millenarian groups. This is because
deterrence works best for adversaries that seek to maximize their chances of survivability and
therefore seek to minimize the risk of massive retaliation. But many millenarian groups may
actively court retaliation in the hope of sparking a broader war (Stern 2004).

In sum, when it comes to relying on deterrence for managing the nuclear terrorism threat,
state-sponsored groups are more likely to be deterred than non-state sponsored groups. However,
it is also true that these kinds of non-state sponsored groups are less likely to have access to
nuclear weapons and materials. They are also unlikely to possess the expertise and operational
capabilities to carry out a successful nuclear terrorist attack. Nonetheless, access and capability
can change over time. If information becomes more available online, fissile and radiological
materials proliferate without adequate security safeguards, and efforts to recruit insiders increase,
more terrorist groups may be able to acquire the means to engage in nuclear terrorism.

3.6 NEW TYPES OF MILLENARIANISM AND TERRORIST
RECRUITMENT OF MILITARY PERSONNEL

FINDING 3-4: Examples of new types of millenarian groups - the type of terrorist group
most likely to ignore anti-nuclear norms — are emerging. There is also increasing evidence
that extreme-right wing accelerationist groups are recruiting U.S. military personnel. If
those personnel have insider knowledge about or access to nuclear facilities, materials, or
intelligence, they may be in a position to compromise current U.S. nuclear security
safeguards.

Millenarianism is the belief that after a major cataclysm, society will be dramatically
changed or “cleansed”. For secular millenarians, the kind of fundamental change they are
pursuing arises by taking actions that have the potential to generate a political crisis to include
sparking revolution. For example, there are contemporary domestic accelerationists who are
actively seeking to incite a “second revolutionary war” in the United States. Since religious
millenarians often believe that a savior or Messiah appear following a period of tribulation, they
seek to participate in bringing on the cataclysmic events that will cleanse the world in
preparation for the Messiah. The threat of retaliation would presumably not deter these kinds of
millenarian groups from extreme acts of violence to include nuclear or radiological devices, as
they believe that cataclysmic events presage positive transformative change in society and in
themselves. These are groups that want, not a seat at the table, but to blow up the table (Lemann
2001; National Commission on Terrorism 1998).

Examples of millenarian groups that have sought to acquire nuclear materials or weapons
include not only al Qaeda and ISIS, but also the group Atomwaffen. According to an
investigation by Propublica, authorities discovered an aspirational plan to blow up a nuclear
facility over 40 miles from Miami (Thompson, Winston, and Hanrahan 2018a). The group’s
name means “nuclear weapons” in German. Atomwaffen was formally disbanded in 2020 (Gais
2023), but it has evolved into a brand rather than a specific terrorist group (Lewis and Newhouse
2023) (Shadnia et al., 2022). Members of the coalition associated with the Atomwaffen brand in
the United States seek to incite a race war and overthrow the federal government.
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Particularly troubling is Atomwaffen’s recruitment of military or US government
personnel. Notably, the group’s founder and leader, Brandon Russell, was arrested after
authorities found homemade fuses, Geiger counters, and explosive and radiological materials in
his garage. He had been serving in the 53rd Brigade Special Troops Battalion of Florida’s Army
National Guard at the time of his arrest (Goldwasser 2021). He was described by a former
roommate as “obsessed with nuclear weapons” (Fleer 2020). After his 2021 release from prison,
Russell was indicted, in 2023, for allegedly planning to disable the power grid in Maryland
(Weiner, et al., 2023). Josh Beckett, who served in the army from 2011-2015 as a combat
engineer, trained Atomwaffen members in firearms and hand-to-hand combat and offered to
construct weapons for the group (Thompson, et al., 2018b). Naval aviation machinist mate’s
apprentice David Cole Tarkington was found to be a prolific Attomwaffen recruiter (Villarreal
2020).

The Base is another accelerationist neo-Nazi group operating in the United States,
Europe, and Russia with the objective of establishing a white ethno-state. It is led by American
Rinaldo Nazzaro, who fled to St. Petersburg, Russia in 2020, where he still manages the group.
Before founding The Base, Nazzarro was an analyst for the FBI and a contractor for the DOD.
He has also made unsubstantiated claims that he is a U.S. military veteran, an expert in defense
studies, and a former CIA officer (Center for International Security and Cooperation 2021).
Those with military training and experience with firearms and explosives are particularly
valuable to the group. Its online application asked recruits about their training in the military,
science, and engineering (The Southern Poverty Law Center 2022). In 2019, a member of the
group told a federal prosecutor that Nazzaro was a Russian spy. The BBC has also reported that
he was listed as a guest at a Russian government security exhibition which “focused on the
demonstration of the results of state policy and achievements” (Arsenault and Stabile 2020).

The Order of 9 Angles (O9A) is a transnational accelerationist group that expresses
admiration for both al Qaeda and Hitler. The O9A began as a British Satanic cult, but is now a
part of the international fascist revival. O9A encourages its members to join military units.
Several US military personnel have been identified as members. One of them, Private Ethan
Melzer, was sentenced to 45 years in March 2023 for releasing classified information, including
about troop movements, to members of the group, with the goal of facilitating a mass casualty
attack on his own military unit (Levenson 2023).

FINDING 3-5: Domestic violent extremism is a potential threat to the security of the
nuclear weapons enterprise and to civil nuclear industry. The association of some U.S.
government employees with domestic violent extremists provides them with additional
capabilities that enhances their ability to carry out a successful attack.

By recruiting veterans and law enforcement agents, extremist groups are not only seeking
technical and tactical expertise, but political legitimacy and mainstream credibility (Schake and
Robinson 2021).The growing insider risk involving U.S. military personnel has been recognized
by the leadership of the Department of Defense. An April 9, 2021 memorandum from Defense
Secretary Lloyd Austin (U.S. Department of Defense 2021a) established a Countering Extremist
Working Group for DOD, that was directed to pursue four lines of effort: (1) Military Justice and
Policy, (2) Support and Oversight of the Insider Threat Program, (3) Investigative Processes and
Screening Capability, and (4) Education and Training. The resulting “Report on Countering
Extremist Activity within the Department of Defense” was released in December 2021 (U.S.
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Department of Defense 2021b), and consists of six recommendations and associated actions. The
report identified the need to re-define the terms “extremist activities” and “active participation”
found in Department guidance. It also calls for updating service member transition checklists and
coordination to support veterans in guarding against extremist recruiting. Additionally, it
recommends the review and standardization of screening questionnaires. Finally, it calls for a
commission to further study extremist activity that includes DOD civilians and contractors. All
these recommendations are well aligned with addressing the insider risk. But as of May 18, 2023,
according to a Pentagon spokesperson, only the training recommendation has been implemented.

FINDING 3-6. The committee supports the work of the Countering Extremist Working
Group, and endorses DOD efforts to continue to enforce the identified measures for
increasing awareness of domestic extremists. These efforts are relevant to all federal
departments and agencies who have employees and contractors who have access to
sensitive information and facilities.

Concrete understanding and immediate identification of how Russia and other foreign
actors exploit racially and ethnically motivated ideologies in online recruiting to radicalize
vulnerable Americans and incite violence is critical to combating domestic terrorism and targeted
violence. Ultimately, providing practitioners and policymakers involved in the work of designing
prevention and intervention programs, including State, Local, Tribal and Territorial (SLTT)
educational, health, and civic organizations, with a clear a foundational understanding of this
threat is critical. Such efforts led by DHS should also include enhancing the ability of local law
enforcement to identify any suspected terrorist threat, including nuclear threats.

Executive Order (E.O) 13764 of January 17, 2017 is another important recognition of the
importance of addressing the insider threat. This E.O. modified the existing civil service rules
concerning security clearances, suitability, and fitness for employment, “to ensure that all
persons performing work for or on behalf of the Government are and continue to be loyal to the
United States” (The White House 2017).

For employees eligible for access to classified information, the E.O. directed that Federal
investigative standards “shall be designed to develop information as to whether the employment
or retention in employment in the Federal service ... is consistent with the interests of national
security.” The new guidance requires that persons with access to classified information are
subject to “continuous evaluation” and “continuous vetting.” It explains that “‘Vetting’ is the
process by which covered individuals undergo investigation, evaluation, and adjudication of
whether they are, and remain over time, suitable or fit for Federal employment, eligible to
occupy a sensitive position, eligible for access to classified information, eligible to serve as a
nonappropriated fund employee or a contractor, eligible to serve in the military, or authorized to
be issued a Federal credential.” These continuous monitoring programs should be supplemented
by dedicated programs to train and motivate staff with access to sensitive information and areas
to identify and mitigate insider threats.

RECOMMENDATION 3-3: The U.S. government should maintain as a strategic
priority, the post 9/11 focus and effort on combatting terrorism through ongoing deep
collaboration and coordination across the national security community in addition to
international partners, State, Local, Tribal and Territorial (SLTT) authorities, the
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National Laboratories, universities and colleges, and civil society, and ensure that
senior leaders at key agencies stay engaged in the counter-terrorism mission.

RECOMMENDATION 3-4: To address the risk of radicalization by individuals who
hold U.S. security clearances, the Administration should include the Department of
Defense’s revised definitions of “extremist activities” and “active participation,” as
described in the Report on Countering Extremist Activity within the Department of
Defense, in the investigative standards for all government workers and contractors
who have access to sensitive information and facilities as part of Executive Order
13764 of January 17, 2017 and as a part of the U.S. continuous vetting process.
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Partner Nations in the Global Initiative to Combat Nuclear Terrorism
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FIGURE 4-1 The Global Initiative to Combat Nuclear Terrorism (GICNT), a voluntary partnership of 89
nations and six international organizations with a mission to prevent, detect, and respond to nuclear
terrorism, has multilateral activities that strengthen the plans, policies, procedures, and interoperability of
partner nations. The United States and the Russian Federation serve as co-chairs, while Morocco currently
leads the Implementation and Assessment Group (IAG) under the guidance of the co-chairs. GICNT
activities were paused after Ukraine was invaded by the Russian state, an example of how new geo-
political instability is challenging the U.S. efforts to prevent and counter nuclear terrorism.

SOURCE: U.S. Department of State 2017.
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Geo-political and Other Changes Eroding Longstanding
Nuclear Security Norms and Practices

BOX 4-1 Summary

A unifying theme in this report is the indispensable role that the United States has played and must
continue to play in mobilizing and sustaining global efforts to advance nuclear security. Renewed
attention to this imperative is especially important given the erosion in recent years of many of the post-
Cold War norms that supported international cooperation in addressing the risk of nuclear terrorism.
Most prominent among this shift is Russia’s transition from an important partner in enhancing nuclear
security to a violator of longstanding nuclear taboos. This includes the Russian threat to use nuclear
weapons as a coercive tool in its war on Ukraine, which had chosen to become a non-nuclear state when
the Soviet Union dissolved. This undermines non-proliferation efforts by demonstrating the possible
usefulness for an aggressor of possessing nuclear weapons and the relative weakness of a state that does
not (Committee Meeting November 29, 2022)." Given this new reality, there must be strong U.S.-led
efforts to adapt and expand the international programs that have to date prevented a successful terrorist
nuclear attack and have slowed the proliferation of nuclear weapons.

For three decades, the cornerstone of managing the nuclear terrorism threat has been limiting the
number of nuclear weapons and the availability of weapons-usable nuclear materials that may
potentially fall into the hands of non-state actors. In recent years, global partnerships in support of arms
control, nonproliferation and combating nuclear terrorism have weakened. The Nuclear Security
Summit process that mobilized and focused international attention on the need to manage the risk of
nuclear weapons usable materials ended in 2016 (Gill 2020) and (Bunn 2016). It was followed by a
U.S. administration that, although it made statements in support of international institutions to reduce
nuclear terrorism threats, espoused doubts about the effectiveness of international obligations and
responsibilities (Arms Control Association 2019) and (Roth 2020). Meanwhile, China, Russia, India,
Pakistan and North Korea continue to expand their nuclear weapons programs, fueling the anxieties of
other countries in Asia and Europe. Iran has begun to enrich uranium to 60% and above in violation of
its obligations under the JCPOA, which could stimulate interest in enrichment in other countries in the
Middle East (International Atomic Energy Agency 2023; Murphy 2023) (Lerner 2022) (Cordesman
2021). Fortunately, intergovernmental and international organizations, such as the International Atomic
Energy Agency (IAEA), have expanded their focus on the security of nuclear materials.

Given this dynamic threat environment, there is an urgent need for the United States to
reinvigorate efforts to engage heads of state to work together to close any existing or emerging
gaps in the international nuclear security system. Additionally, U.S. prevention and protection
programs carried out in cooperation with organizations such as the IAEA and Interpol, as well as
with like-minded countries, require increased funding and coordination. A more integrated
international approach is needed for managing the evolving nuclear terrorism risk.

continued

! Written materials submitted to a study committee by external sources and public meeting recordings are
listed in the project’s Public Access File and can be made available to the public upon request. Contact
the Public Access Records Office (PARO) at the National Academies of Sciences, Engineering, and
Medicine for a copy of the list and to obtain copies of the materials. E-mail: paro@nas.edu.
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BOX 4-1 continued

Highlights
e Destabilizing changes in the political, societal, and technological environment over the last
several years require an increased focus on preventing nuclear and radiological terrorism.
e The increasing amount of nuclear and radiological material being produced worldwide could
elevate the amount of material at risk if strict security and materials safeguards are not in place.

Without dialogue between the United States and Russia, and a significant change in the current U.S.
relationship with China, cooperation on nuclear and terrorism issues among the three largest nuclear
states will vanish.

4.1 BACKGROUND

Since the development of the first atomic weapon and the bombings of Hiroshima and
Nagasaki at the end of World War 11, there has been global concern about how to limit the use
and spread of nuclear weapons. Throughout the Cold War, while the United States and the
former Soviet Union built up massive nuclear arsenals, they also reached agreements to stabilize
the numbers of these weapons and reduce the risk of inadvertently crossing the nuclear threshold.
The fall of the Soviet Union in 1991, brought with it fear that the Russian government and the
newly independent states of Ukraine, Belarus, and Kazakhstan would be unable to effectively
control the nuclear weapons within their jurisdictions. This led to joint US and Russian programs
to protect and repatriate these weapons, and to protect Russian nuclear material stockpiles made
vulnerable by the abrupt disappearance of the centralized command and control system.

A decade later, the 9/11 terrorist attacks again elevated concerns about the threat of
nuclear terrorism by non-state actors. Dissolution of the Soviet Union along with the threat of
global terrorism led to the development of a range of U.S. and other cooperative international
government-to-government programs, as well as new international frameworks and agreements,
to include:

e The DOD Cooperative Threat Reduction Program (CTR), which has evolved into
Material Management and Minimization in DOE, and multiple program efforts
managed by the Defense Threat Reduction Agency (DTRA) in DOD

e Material Protection, Control, & Accounting (MPC&A), a DOE program that also
grew out of CTR and is currently the International Nuclear Security Program (INS)

e The Second line of Defense which included the Megaports Initiative and is now
Nuclear Smuggling Detection and Deterrence (NSDD) in DOE

e The Global Threat Reduction Initiative (GTRI), now the Radiological Security

Program in DOE

The Container Security Initiative (CSI) in DHS

The Customs Trade Partnership against Terrorism (C-TPAT) in DHS

The Proliferation Security Initiative (PSI)

International Ship and Port Facility Security Code (ISPS)

UN Security Council Resolution 1540 (UNSCR 1540)

Nuclear Forensics International Technical Working Group (ITWG)

Prepublication Copy
55



Nuclear Terrorism: Strategies to Prevent, Counter, & Respond to Weapons of Mass Destruction

e Treaty on the Non-Proliferation of Nuclear Weapons (NPT)
e International Convention for the Suppression of Acts of Nuclear Terrorism (ICSANT)
e The Global Initiative to Combat Nuclear Terrorism (GICNT)

For an NNSA overview of these strategies and U.S. policies, refer to the NNSA strategic
plan (National Nuclear Security Administration 2021).

4.2  WEAKENING POLITICAL, SOCIETAL, AND
TECHNOLOGICAL ENVIRONMENT

FINDING 4-1: Destabilizing changes in the political, societal, and technological
environment over the last several years require an increased focus on preventing nuclear
terrorism, both by strengthening and expanding government prevention programs, and by
reinvigorating and extending international cooperation in this area. These adverse changes
include: the increasing amount of nuclear and radiological material being produced
worldwide (see Chapters 6 and 7); the erosion of norms and international collaboration
around nuclear threats and nonproliferation (Chapter 4); the blurring of the distinction
between state and non-state actors (Chapter 3); persistent insider threats (Chapter 3); and
powerful new technologies for sharing information and misinformation, for manufacturing
weapons, and for weapon delivery (discussed in the classified annex to this report).

While it is difficult to measure, verify, and validate the individual contribution to nuclear
security of each of these programs and agreements listed above, the historical record is clear: to
date no terrorist group has detonated a nuclear weapon, an improvised nuclear devise (IND), or a
radiological dispersal device (RDD). However, the absence of catastrophe or limited knowledge
of major security incidents can contribute to complacency, especially when there are many other
urgent issues competing for the attention of national leaders as well as budgetary challenges. As
the world moves toward the eighth decade of the nuclear era, there are worrisome indications
that the nuclear threat, and in particular the threat from non-state actors, is not receiving the
active and ongoing attention it once had by political leaders and the general public.

When it comes to the threat posed by non-state actors, the foundations of nuclear security
are well established. The greatest impediment to making an IND or RDD has always been the
challenge of obtaining a sufficient quantity of nuclear or radiological material. Accordingly,
prevention programs have been designed to make such efforts by non-state actors prohibitively
difficult. These programs pursue three outcomes: (1) reducing the amount of nuclear and
radiological material available; (2) effectively protecting the material that remains; and (3)
detecting and intercepting any material that has moved out of regulatory control. Significant
achievements by U.S. and its international partners have been made in all three of these areas.
However, there are new developments that will most likely lead to a significant increase in
nuclear material to include the expansion of arsenals by current nuclear weapons states, the
likely emergence of new nuclear weapons states, and the renewed global interest in civil nuclear
power as a sustainable source of energy.

A new chapter in the nuclear era, fraught with risks and challenges, but also opportunities
is unfolding. Many countries are embracing the development of new nuclear power programs
despite lacking any experience in managing and safeguarding nuclear material and facilities. In
the 1990s, Ukraine had returned to Russia the Soviet-era nuclear weapons that had been
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stationed there, under Soviet operational control. As a consequence of this and long-standing
insecurities about reliance on allies, some countries may think obtaining nuclear weapons is in
their interest and others may be reluctant to relinquish any special nuclear material already in
their possession. Still others may be motivated to manufacture, or develop the capacity to
manufacture, nuclear materials.

The sobering current reality is that the international institutions and partnerships that have
been the cornerstone of non-proliferation and counterproliferation efforts are faltering. The
disruptive role Russia is currently playing on the world stage is a growing challenge, given that it
possesses the world’s largest nuclear arsenal. Additionally, high-level political attention among
national leaders has waned since 2016 with the end of the Nuclear Security Summit process
initiated by President Barack Obama in 2010. The Global Initiative to Combat Nuclear
Terrorism, jointly led by the US and Russia, has paused its meetings and working groups. China
and North Korea, along with Russia, are expanding their nuclear programs. Pakistan faces
challenges to its stability and is locked into an ongoing conflict with India, another nuclear state;
Iran continues to produce weapons-useable nuclear materials. Finally, quantities of separated
plutonium in the civilian sector are increasing in many countries.

New technologies are also introducing new challenges for nuclear security. While
obtaining material continues to be a significant hurdle to developing an IND and RDD, powerful
communication tools have made obtaining information about the location of material and how to
weaponize it increasingly available, although the accuracy is suspect. New and accessible
technologies such as Al, additive manufacturing, and drones, may simplify the manufacturing
and delivery process as well as create new threats and vulnerabilities at nuclear facilities. These
trends all point to the need for urgency in bolstering efforts to reduce and protect material, to
develop countermeasures for new attack vectors, and to develop a rejuvenated international
network of countries working to counter proliferation.

The risks and challenges posed by the expanding and evolving civil nuclear energy
sector, and those posed by the most dangerous nuclear materials, HEU and separated plutonium,
will be addressed at greater length elsewhere in this report. So too will the issues associated with
radiological materials that can be used to fabricate an RDD, given the amount and accessibility
of these materials around the world.

4.3 THE ERA OF GREAT POWER COMPETITION AND
COUNTERING NUCLEAR TERRORISM

FINDING 4-2: The broken U.S. relationship with Russia, and the increasingly distrustful
U.S. relationship with China, have led to a major reduction in cooperation on nuclear and
terrorism issues and greater uncertainty about security of the world’s largest nuclear
stockpiles.

The once robust collaboration with Russia to secure its nuclear weapons and nuclear
weapons usable fissile materials, and the repatriation of weapons and material from the newly
independent states, was the origin for many of the important U.S. government and international
programs to prevent nuclear terrorism. These cooperative efforts also eventually expanded to
include work to jointly develop and deploy detection equipment at key Russian land and sea
borders with the aim of deterring and intercepting the possible smuggling of uncontrolled nuclear
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weapons and material. With the post 9/11 focus on preventing terrorists from obtaining nuclear
weapons and material, these programs were all expanded to countries outside Russia.

The extensive experience developed through the Russian material protection control and
accounting work is currently reflected in the DOE International Nuclear Security Program,
which works at both the national and site level with long-term and emerging nuclear states. The
post-Soviet removal of nuclear material from the newly independent states by DOD and DOE
expanded into a major worldwide effort by DOE during the Nuclear Security Summit era. It is
now being managed by the DOE/NNSA Office of Material Management and Minimization.
Early efforts to secure radiological sources were integrated into a single DOE program that is
focused on the consolidation and protection of radiological material both domestically and
internationally. Finally, the collaborative work to deploy detection equipment along Russian
borders evolved into the DOE Nuclear Smuggling Detection and Deterrence Program, which is
providing equipment and working with customs, border police, and investigative agencies along
land and sea borders worldwide.

All of these programs would benefit from additional investments, enhanced integration
and coordination, and renewed high-level support. Specific recommendations for a subset of
these and related programs are outlined in Chapter 8.

While these and additional important programs led by other U.S. agencies continue to do
excellent work, the collaboration between Russia and the United States, which underpinned
many of the global non-proliferation, counterproliferation, and counterterrorism efforts, is no
longer operative since Russia’s first invasion of Ukraine. An additional example of the collapsed
cooperative relationship is Russia’s February 2023 announcement that it will suspend
participation in New Start (U.S. Department of State 2023), the last remaining strategic arms
control treaty with the United States.

The history of U.S. cooperation with China on nuclear and terrorism related issues was
never as advanced as U.S. cooperation with Russia. More recently, the increasingly intense
competition and distrust between the United States and China has resulted in a significantly
reduced level of cooperation in all areas, at a time when China is undertaking a significant
expansion of its nuclear weapons program.

The March 2023 release of National Security Memorandum (NSM-19) provides an
updated U.S. Government Strategy to “Counter Mass Destruction Terrorism and Advance
Nuclear and Radioactive Material Security”. NSM-19 clarifies the overall strategic framework
along three mission areas (The White House 2023):

e Counter WMD Terrorism: “Combatting all stages of WMD terrorism requires
constant vigilance against an ever-changing threat landscape. This NSM also serves
as a call to action to disrupt and hold accountable those who provide material,
financial, or other support to non-state actors seeking WMD capabilities.”

e Advance Nuclear Material Security: “The peaceful uses of nuclear technology
provide considerable economic, medical, and environmental benefits. However, the
storage, transportation, processing, and use of highly enriched uranium, separated
plutonium, and other weapons-usable nuclear material globally present persistent
national security risks to the United States.”

e Advance Radioactive Material Security: “As with nuclear materials and technology,
the peaceful uses of radioactive materials provide considerable benefits, although the
storage, transportation, processing, and use of radioactive materials globally present a
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security risk that must be addressed through collective and continuous efforts.
Minimizing the use of these materials where technically and economically feasible
alternatives exist reduces risk in our collective national security, health, and economic
interest.”

RECOMMENDATION 4-1: Based on the Biden Administration’s recently released
Strategy for Countering Weapons of Mass Destruction Terrorism (NSM-19), the U.S.
government, led by the National Security Council, should continue to prioritize and
provide oversight of a “whole of government”/ “whole of nation”? focus on preventing
nuclear terrorism, to include strengthening and extending ongoing non-proliferation
and counterproliferation programs.

Under this strategic direction, agencies such as DOE, DOD, and State, with one-of-a-kind
programs, and unique capabilities, would proactively continue to identify gaps, overlaps
and new opportunities to respond to the changing threat environment. Congress should
adequately fund these programs and activities, as well as the federal workforce and staff,
and provide regular oversight to include conducting hearings.

RECOMMENDATION 4-2: Combating the threat of nuclear terrorism is a shared
global interest; the U.S. government should provide strong and visible international
leadership as it has done in the past.

Strong U.S. leadership would influence and encourage collaboration among global leaders
to prioritize domestic, bilateral, and multilateral nuclear security activities. Such
collaboration and cooperation would include capacity building to prepare for and respond
to the changing risk environment. The full range of diplomatic efforts should be brought to
bear on the problem and should include engagements with governments that have the
resources and technical know-how to contribute to these efforts. Moreover, as appropriate
and politically feasible, these efforts should include Russia and China as well as other states
with which the United States and its allies have difficult and complicated relations.
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FIGURE 5-1 A global map showing the countries currently considering or embarking on nuclear power
as a dependable, low carbon energy source, shown in blue and yellow. These countries do not have
previous experience with nuclear energy. Countries in blue are partner countries with the International
Nuclear Security (INS) program at the National Nuclear Security Administration, yellow countries have
not partnered with INS.

NOTE: Countries in green are INS partners and have nuclear power programs.

SOURCE: Holt 2021.
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5
The Evolving Civil Nuclear Sector:
Adapting Approaches and New Opportunities

BOX 5-1 Summary

Looking ahead there will be expanding opportunities for non-state actors to obtain access to nuclear
materials or to target nuclear facilities. This is due to the projected increase in the number of civil
nuclear facilities and the volume of nuclear fresh and spent fuel in transit. More civil nuclear material
and nuclear facilities around the globe will require a strategy to ensure their security from terrorist
attacks and to counter proliferation.

International interest in civilian nuclear energy is growing due to its potential to provide clean
power and support the goal of achieving net-zero carbon emissions. At the same time, there are new
safety and security considerations as nuclear power becomes more accessible due to unique designs and
technological improvements in inherent in small modular reactors and other advanced reactors. Led
primarily by non-U.S. corporations, the civil nuclear energy sector is now expanding into countries that
lack experience with nuclear safety and safeguards, so-called nuclear newcomers. Meanwhile, Russian
attacks on Ukrainian nuclear power plants and other energy supply and distribution systems have for the
first time, introduced the possibility that an operating civil nuclear power plant could be targeted by
state and non-state actors to terrorize residents and persuade them to bend to the will of the attacker.

Keeping spent nuclear fuel in pools on the sites of nuclear power plants elevates the risk of
radiation release as a result of a terrorist attack or military action at or near a facility. If most spent fuel
is stored in licensed hardened storage containers, rather than in fuel pools, it will be less vulnerable.
But, permanent solutions for disposal of spent nuclear fuel must be found, including in the United
States. This is the most practical alternative for ensuring that spent nuclear fuel is adequately
safeguarded for extended periods of time.

The U.S. nuclear industry historically dominated the global market for nuclear power export
throughout the 1970s and 1980s, thus collaterally exporting exceedingly high standards for nuclear
safety, security, and nonproliferation. Without U.S. leadership during the upcoming wave of
deployment, assurance that new entrant reactor vendors and suppliers will adopt similarly high
standards may be lost. Strong U.S. leadership and presence in global markets is essential as nuclear
energy plays a larger role in clean energy transitions around the globe. This includes forging a
transparent and productive partnership among the U.S. government, the nuclear industry, and the
International Atomic Energy Agency in establishing the export and adoption of high standards of safety,
security, and safeguards.

Nuclear security is not as universally formalized and instituted as are nuclear safety and nuclear
safeguards. The participation by U.S. government and private sector experts in international,
multilateral initiatives such as the International Atomic Energy Agency Nuclear Harmonization and
Standardization Initiative has made a positive contribution toward achieving the goal of safe and secure
deployment of small modular reactors and other advanced nuclear technologies, while maximizing the
potential contribution of such technologies to achieve global clean energy goals. The United States,
however, needs to move beyond participation and both lead and drive international standards setting
and regulatory harmonization efforts for attaining high standards and norms around nonproliferation,
materials control and accounting, and physical and cyber security for these advanced nuclear
technologies.

continued
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BOX 5-1 continued

Highlights

e As aresult of increasing reliance on nuclear power, there will be more nuclear material and
facilities around the globe. This requires new ways of thinking about security particularly in
nuclear newcomer states.

e Like most energy infrastructure, civil nuclear energy facilities are not hardened against a
nation-state assault under military conditions of sustained war fighting as seen in Ukraine at the
Zaporizhzhia nuclear power plant.

e U.S. is working to regain leadership in nonproliferation, materials control and accounting, and
physical and cyber security for advanced nuclear technologies.

With adequate resources, the IAEA can play an indispensable role in strengthening international
standards on nuclear safety, security and material control and accounting for advanced nuclear
technologies.

5.1 EXPANDING CIVIL NUCLEAR ENERGY SECTOR SECURITY

Currently, nuclear reactors provide 20 percent of the electrical generation in the United
States and are the largest single contributor to clean energy generation (over 70 percent) (U.S.
Department of Energy Office of Nuclear Energy (DOE-NE) 2023). As new sources of clean
electricity generation are needed to meet expected future increases in electricity demand, new
nuclear reactors and new types of nuclear reactors can play a role in meeting this new demand.
These reactors will no doubt include small modular reactors (SMR), many of which will be
derivations of light-water reactor technology, as well as new types of advanced reactors based on
new fuel concepts and with substantially different designs from those operated commercially
today. Some of these new reactors may also provide heat and power for non-electric applications
(U.S. Department of Energy Office of Nuclear Energy (DOE-NE) 2023). For example, advanced
technology reactors may be uniquely suited for water desalination and cogeneration alongside
various industrial processes, process heat, and hydrogen generation, and could be developed in
smaller, truck portable, variations (Nuclear Energy Institute 2022).

According to the International Energy Agency, nuclear power’s global contribution
would need to double from 413 GW in early 2022 to 812 GW in 2050 to achieve desired net zero
emissions scenarios. To achieve this level of production would require annual nuclear capacity
additions averaging 27 GW per year in the 2030s, higher than any decade before. Emerging and
developing economies would account for more than 90 percent of global growth, with China set
to become the leading nuclear power producer before 2030 (International Energy Agency 2022).
This would translate into new reactors being deployed in countries that have no history or
experience with nuclear power or nuclear reactors, and thus no or limited experience with
nuclear safety and safeguards.

Some of the new technologies could use fuel with higher uranium enrichments than those
commonly in use today. Although varying in design, many advanced reactor fuels would require
what is termed “high assay low enriched uranium” or HALEU, using uranium enriched up to
19.95 percent. A category of advanced reactors, termed “fast” reactors, would be designed to
breed more fissile material than they consume. Additional new fuel types could use plutonium,
including surplus weapons grade plutonium. These new fuel and reactor types, some of which
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could be more attractive terrorist targets compared to existing targets will need new approaches
to safeguards and security, particularly those with new deployment concepts, such as mobile, sea
based and remote sites.

According to a global deployment analysis by Third Way, between 2021 and 2050, total
electricity consumption is projected to approximately double to over 50,000 terawatt hours
annually (Ahn and Allen 2022). Around 75 percent of new demand will come outside of
developed countries. A total of 52 countries are projected to be markets for advanced nuclear
power before 2050. Nine countries that do not currently have operating commercial nuclear
plants are considered viable markets today and an additional 10 countries are anticipated to have
advanced nuclear reactors by 2030, and likely would be by 2050 (Ahn and Allen 2022). The
global market for nuclear power could potentially triple by 2050. Additional demand drivers
such as water desalination, industrial heat, electric vehicles, and coal replacement, could increase
projected new nuclear generation and market size even further.

The Department of Energy received $230 million in fiscal year 2020 to start a program
for an Advanced Reactor Demonstration Program (ARDP). Elements of the new program
include “risk reduction for future development, and advanced reactor safeguards” (U.S.
Department of Energy Office of Nuclear Energy (DOE-NE) 2023). The Office of Nuclear
Energy and the National Nuclear Security Administration (NNSA) are working with U.S.
industry under the INSTAR program, to foster consideration of advanced security and safeguards
concepts, early in the design cycle of advanced reactors (National Nuclear Security
Administration 2022).

In order to prevent the theft of nuclear material or sabotage of nuclear facilities, the
International Nuclear Security Techniques for Advanced Reactors (INSTAR) program partners
with the U.S. advanced nuclear reactor industry and embarking nuclear power countries on
improving the security of future U.S. advanced reactor exports. The focus is on three areas: (1)
early integration of security by design; (2) building nuclear security capacity in countries
embarking on new nuclear power programs; and (3) strengthening the global nuclear security
regime by developing international guidelines and resources on evolving security considerations
posed by advanced and small modular reactors. These partnerships help support the responsible
international deployment of U.S. advanced reactor technologies while ensuring technological
innovation in meeting global security legal obligations and requirements.

INSTAR, a Congressionally mandated program, provides funding to DOE national
laboratory experts to partner with vendors under Cooperative Research and Development
Agreements (CRADAS) or non-disclosure agreements (NDAs). By working with INSTAR, U.S.
companies will be better positioned to engage with global customers. Specific areas of support
are customized to the vendor’s needs, reactor design concept, and technology readiness level.

DOE/NNSA is mandated by Congress to work closely with DOE-NE and the U.S. NRC
to support the development and integration of security-by-design in U.S. origin technology.
INSTAR seeks to move U.S. civil nuclear technology development forward, recognizing the
critical role it plays for meeting climate change goals. It seeks to accomplish this by integrating
security considerations into the vendors existing processes without hampering development
timelines (National Nuclear Security Administration 2022).

Looking ahead, as the number of nuclear reactors increase globally, there will be both
more opportunities for terrorists potentially to access nuclear materials at nuclear facilities and
while those materials are in transit. Accordingly, there will be more nuclear material, nuclear
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facilities, and host countries that will need to develop new and advanced approaches to security
and safeguards.

Leveraging the U.S. domestic civilian nuclear sector is the most effective means by
which high U.S. standards of nuclear safety, security and safeguards can be exported around the
world. The forecasted expansion of this sector in support of U.S. and global clean energy goals,
will required broader authorized use of nuclear materials in commerce which could translate into
a potential increase in opportunities for diversion and misuse (National Nuclear Security
Administration and U.S. Department of Energy 2021; U.S. Department of Energy 2023). This
makes it all the more imperative to advance a dominant presence of U.S. industry participants in
the global nuclear market.

The new nuclear renaissance provides an opportunity for the U.S. government to work
with industry and the IAEA, to develop appropriate standards to prevent diversion of nuclear
material and to keep nuclear terrorism at bay. A coordinated interagency forum, such as a
working group or council, could be a mechanism to define issues, identify ongoing related work,
coordinate disparate agency efforts, as well as provide an entry point for existing and new entrant
domestic nuclear companies seeking to align with and advance U.S. interests in the sector. The
TAEA Small Modular Reactor Regulators’ Forum is an example of this type of collaborative
dialogue (International Atomic Energy Agency 2023b), where countries seek to achieve
additional harmonization on nuclear safety topics between regulatory authorities of the
participant countries. Ultimately, the substantive engagement of industry participants will be
essential to the development of workable standards for both safety and safeguards, as suggested
here.

5.2 EXPANDING GLOBAL NUCLEAR ENERGY

“We can design a system that’s proof against accident and stupidity; but we can’t design
one that’s proof against deliberate malice.”

Arthur C. Clarke

2001, A Space Odyssey

FINDING 5-1: As a result of increasing reliance on nuclear power, more nuclear material
and facilities around the globe will require new methods of security that moves beyond
relying primarily on guns, guards, and gates to safeguard against nuclear terrorism.

Russian attacks on nuclear power plants and the civil energy sector in Ukraine have
broken the longstanding norm that has placed nuclear facilities off limits in times of conflict, as
set out in the 1949 Geneva Convention, Section A, Rule 42 and Protocol 1, Article 56.
Diplomatic efforts through the IAEA, and other multinational fora, with support from and led by
the United States should seek to bolster international consensus agreements for reestablishing
this norm. Nonetheless, it is unclear whether such agreements would be honored by those
committing acts of aggression or terrorism that already violate national sovereignty, treaty
commitments and basic international norms of behavior.

Russia’s attacks and the ongoing terrorism risk have generated new concerns about the
future targeting of the civil energy infrastructure, particularly nuclear power plants, by state and
non-state actors. Such energy facilities, nuclear and non-nuclear, while robust, are not designed
or constructed to repel a determined and sustained military assault. A regulatory requirement for
existing facilities to withstand military assaults would almost certainly place a prohibitively high
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economic burden on the sector. However, as new reactor technologies are being developed, there
will be opportunities to think about the concept of inherent safety and security that could be
included into the design where feasible. Engineers and regulators could explore new options in
the design phase and then further analyze options to understand the costs and operational
impacts, if any. Promising topical areas already under examination and development include
robust nuclear fuel concepts, spent fuel storage technologies, and extended coping times prior to
the need for auxiliary power supplies.

5.3 DESIGN BASIS THREAT

FINDING 5-2: Civil nuclear energy facilities are not hardened against a nation-state
assault under military conditions of sustained war fighting, and efforts to make them so are
likely to be cost-prohibitive. However, additional international coordination could result in
more states adopting additional control measures and contingency plans to reduce the
resulting risk.

As defined by the U.S. NRC (U.S. Nuclear Regulatory Commission 2023), the design basis
threat (DBT) is “a description of the type, composition, and capabilities of an adversary, against
which a security system is designed to protect. The NRC uses the DBT as a basis for designing
safeguards systems to protect against acts of radiological sabotage and to prevent the theft of
special nuclear material.” According to the IAEA, a DBT includes the capabilities of potential
insider and external threats that include unauthorized removal of nuclear and other radiological
material or sabotage of a nuclear facility. Physical protection systems are built to and reviewed on
the basis of the DBT (International Atomic Energy Agency 2009, 2023a).

The participation by U.S. government and private sector experts in international,
multilateral initiatives such as the International Atomic Energy Agency Nuclear Harmonization
and Standardization Initiative has made a positive contribution toward achieving the goal of safe
and secure deployment of small modular reactors and other advanced nuclear technologies. It
also supports maximizing the potential contribution of such technologies for the achievement of
global clean energy goals.

The US Department of Energy/National Nuclear Security Administration leads several
efforts to strengthen international safeguards. These programs include support to the IAEA for
developing technology tools that can advance the more efficient and effective application of
safeguards. They also include efforts with partner countries and organizations to reinforce the
safeguards regime to include promoting universal adherence to IAEA Additional Protocol. Other
efforts include developing approaches for safeguarding new and prospective new fuel cycle
facilities, existing facilities, and emerging technologies.

DOE/NNSA is working to incorporate Safeguards by Design elements into U.S.
advanced reactor designs by engaging with nuclear industry stakeholders on improving
opportunities for international deployment. DOE/NNSA also partners with U.S. industry on
Security by Design for advanced and small modular reactors to improve the security of U.S.
exports, make U.S. advanced nuclear reactor designs more competitive, and make future markets
more resilient to evolving risks (National Nuclear Security Administration 2021a, 2021b). Given
the scope and scale of global nuclear ambitions cited above, a significant expansion and
acceleration of U.S. civil nuclear development efforts is needed to catch up with the many
Russian and Chinese commercial nuclear ventures that are currently underway.
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5.4 INTERNATIONAL STANDARDS AND REGULATIONS

FINDING 5-3: The United States is working to drive international standards and
regulatory harmonization around nonproliferation, materials control and accounting, and
physical and cyber security for advanced nuclear technologies.

NNSA is the lead technical advisor for U.S. 123 Agreement negotiations and leads
implementation of a number of these agreements and implementing arrangements (Arms Control
Association 2019; U.S. Department of State 2022). NNSA also provides robust support for the
part 810 process to ensure exports of U.S. technology are not diverted or used for proliferant
purposes (National Nuclear Security Administration 2023).

A National Academies study committee recently completed an analysis of the challenges
and potential support for the deployment of advanced nuclear reactors. The committee
recommended that the United States should develop a plan for increased and sustained long-term
financial and technical support for capacity building in partner countries, including cost
requirements for using U.S. national laboratories and universities as training platforms. This plan
should include partnering with U.S. reactor vendors to develop a safety, safeguards, and security
“package”. With this package, the United States and the vendor could offer customized support
to a host country for developing and implementing new safety, safeguards, and security
arrangements. [Recommendation 9-5, (National Academies of Sciences 2023b)] Our committee,
although not having studied this and related issues in the same depth, endorses this
recommendation as supporting efforts to advance nuclear security, at home and abroad.

5.5 THE IMPORTANT ROLE OF THE INTERNATIONAL
ATOMIC ENERGY AGENCY

FINDING 5-4: For nuclear new-entrant nations, efforts are urgently needed to bolster
nuclear energy cooperation in developing training, education, safety, security, safeguards,
and nuclear governance.

FINDING 5-5: The IAEA and other multilateral fora are carrying out effective initiatives
for strengthening international standards on nuclear safety, security and materials control
and accounting for advanced nuclear technologies. Unfortunately, the ITAEA lacks adequate
resources including baseline funding and extra-budgetary contributions to fully address the
demands of the expanding civil nuclear sector.

The IAEA small modular reactors (SMR) Regulators’ Forum, created in March 2015,
provides enabling discussions among Member States and other stakeholders to share SMR
regulatory knowledge and experience. The Forum enhances nuclear safety by identifying and
resolving common safety issues that may challenge regulatory reviews associated with SMRs
and by facilitating robust and thorough regulatory decisions. The Forum’s work is intended to
establish position statements on regulatory issues; suggestions for revisions to or new IAEA
documents; information to help regulators enhance regulatory frameworks; reports on regulatory
challenges with discussion on paths forward; and suggestions for changes to international codes
and standards (International Atomic Energy Agency 2023c, 2023b).
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The IAEA has also launched an initiative bringing together policy makers, regulators,
designers, vendors and operators to develop common regulatory and industrial approaches to
SMRs. The Nuclear Harmonization and Standardization Initiative (NHSI) aims to facilitate the
safe and secure deployment of SMRs and other advanced nuclear technologies to maximize their
contribution to achieving decarbonization goals (International Atomic Energy Agency 2023c).

The increasing presence of nuclear security in [AEA activities has spread to encompass
the IAEA’s work on new and advanced reactors. In 2021, the IAEA began a nuclear security
project to share information on SMR security systems and how requirements and guidance from
the Nuclear Security Series can apply to SMRs (International Atomic Energy Agency 2021).
This project will form the basis of future guidance and training programs.

The current regular budget for IAEA nuclear security and safeguard activities is €6.4
million for nuclear security and €133.5 million for safeguards implementation (International
Atomic Energy Agency 2019). The IAEA Division of Nuclear Security relies on extra-budgetary
funding five or six times the amount of the regular budget to conduct its work (U.S. Government
Accountability Office 2019). Furthermore, given the zero-growth constraints on the IJAEA
budget (International Atomic Energy Agency 2022) (U.S. Government Accountability Office
2019, p. 10) and an unwillingness by some IAEA Member States to reapportion the budget from
other activities (see GAO 2019, pp. 30-32) efforts to make deployment of new and advanced
reactors safeguarded and secure will be impaired unless there are significant changes in the
current funding stream. These initiatives that aid potential partners for deploying U.S. new and
advanced reactors, either bilaterally through U.S. government initiatives or multilaterally through
the work of the IAEA, will require stepped-up efforts by the United States and the I[AEA. The
IAEA will need a considerable increase in its budget to meet the safety, security, and safeguards
objectives for these new and expanded nuclear programs (National Academies of Sciences
2023b, 2023a).

5.6 SPENT NUCLEAR FUEL STORAGE

FINDING 5-6: The challenge of mitigating the domestic security risk of nuclear materials
would be advanced by addressing the long-term disposal issue of spent nuclear fuel that is
currently stored at nuclear power plants and other facilities across the United States.
Addressing the need to permanently store spent fuel would reduce the risk of these nuclear
materials being obtained or targeted by terrorists.

Faced with a burgeoning nuclear power program in the 1970’s, the attention of U.S.
policy makers eventually turned to resolving the long-term disposal issue of spent nuclear fuel
being stored at nuclear power plants. This work culminated in the passage of the Nuclear Waste
Policy Act of 1982 which designated the Yucca Mountain site in Nevada as the first disposal
location. The Act also created a fee to be collected from electricity consumers to fund the
development of the disposal program. Although over $44 billion has been collected from
consumers, four decades after passage of this legislation, the United States is no closer to a
functioning program for spent fuel disposal.

Many studies have been completed on this issue by committees, commissions, and
panels. This committee did not recreate that work, but notes the obvious. The absence of a long-
term disposal solution leaves spent nuclear fuel housed at multiple locations throughout the
United States, including locations at long dismantled former nuclear power installations that, but
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for the absence of a disposal or consolidated storage site for their spent fuel, could long since
have been turned into brown field locations and returned to other uses. From a security
perspective, this situation is broadly undesirable because it results in many more locations that
must be secured and monitored. This committee endorses the result of many earlier expert panels
that have recommended that the longstanding political impasse be resolved for the benefit of the
nation and its security. The committee also notes that in December 2021 the DOE issued a
request for information seeking feedback on consent based siting as an approach to managing
spent nuclear fuel.

RECOMMENDATION 5-1: A whole-of-government effort, in partnership with the
civil nuclear sector, is needed to strengthen the U.S. presence in civil nuclear energy
commerce and thereby enhance global standards for safety, security, and materials
control.

This effort could include:

e Establishing an inter-agency working group to coordinate ongoing U.S. government
activities related to civil nuclear exports strategy and to promote regulatory
harmonization of safety, safeguards and security standards and licensing frameworks
by:

1) Seeking additional opportunities to facilitate international nuclear energy
cooperation for developing training, education, safety, security, safeguards, and
nuclear governance required for nuclear new-entrant nations, while defining U.S.
priorities and eliminating duplication of effort among agencies, and

2) Identifying gaps in international efforts and making recommendations for U.S.
extra-budgetary contributions to the IAEA or other multilateral fora, and advocate
for similar actions by Allies and partners. The objective would be to advance and
accelerate the development of global standards, and other harmonization and
updates to national and international frameworks.

e Encouraging the U.S. Nuclear Regulatory Commission to move beyond its traditional
reticence in leading international regulatory harmonization efforts. This effort should
be animated by a recognition that such efforts do not necessarily constitute
technology advocacy, need not impair individual national sovereignty, would
promote the attainment of higher global standards of safety and security, and are
crucial to U.S. national security in an increasingly nuclearized world.
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Agreement Nonproliferation Strength vs. Nuclear Theft Risk: Emerging Nuclear Countries
Scores for Nonproliferation Strength (for agreement) and Controls Against Nuclear Theft (for state) are
presented as z-scores. Size of each mark indicates rate of improvement in theft score per year.
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FIGURE 6-1 Plot of the strength of nonproliferation restrictions (y-axis) and state controls against the
theft of nuclear materials (x-axis). Researchers coupled data on nonproliferation restriction strength with
the Nuclear Security Index developed by the Nuclear Threat Initiative (Bidgood and Potter 2021). The
results show that the agreements and nuclear export controls are best for nuclear newcomers in the upper
right quadrant, with worrisome agreements and materials control for countries in the lower left. The lower
right quadrant depicts countries identified with above average materials control and below average
agreements, with the opposite true in the upper left quadrant, lower than average materials control and
above average agreements. A qualitative measure of the amount of nuclear material possessed by a
country is represented by the size of the diamond data points. The differences between cooperative
agreements with Russia or the United States is a reflection of the changing political dynamic between the
two countries discussed in Chapter 4.
SOURCE: Dr. William C. Potter, Middlebury Institute of International Studies at Monterey.
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6
The Risks Associated with Highly Enriched
Uranium and Plutonium

BOX 6-1 Summary

Since the end of the Nuclear Security Summit process in 2016, there has been a gradual slowing of
efforts to eliminate excess civilian stockpiles of highly enriched uranium (HEU) and separated plutonium.
While the inventories of HEU have declined slightly, since 2020, the inventories of separated civil
plutonium have increased by more than 17,000 kilograms.0. Non-state actors, both domestic and
international, currently lack the technical ability to create these materials. However, given the interest by
some in obtaining them, it should be a top national security priority to eliminate these materials wherever
possible, and better secure those materials that remain by the 22 countries that possess them.

Highlights

e Efforts to eliminate, reduce, and secure the most dangerous civilian special nuclear materials
must be prioritized as national security objective.

e Stored amounts of highly enriched uranium have been reduced over the past fifteen years, and
efforts should be redoubled to further reduce excess HEU globally.

e Separated plutonium remains a concern as inventories are increasing. Safe and secure storage of
nuclear materials (including HEU) at the highest standard remains challenging.

e Plutonium should not be used as a fuel source in the expanding civilian nuclear energy sector.

Consolidating nuclear weapons and nuclear weapons-useable material to fewer sites is one
of the most effective strategies for reducing the risk of nuclear theft. Every facility that eliminates
its nuclear weapons, highly-enriched uranium (HEU), or separated plutonium is one less potential
target that needs to be protected against theft or sabotage (Bunn, Roth, and Tobey 2019).

Global stocks of civilian and military weapons-useable material are large. As of May
2022, there were approximately 1,250 tons of HEU (+/- ~125) and 550 (+/- ~10) tons of
separated plutonium in more than 20 countries. While quantities of HEU are slowly declining,
there has been a growth plutonium stockpiles (International Panel on Fissile Materials 2022b,
2022a). This increase is associated with the reprocessing of spent nuclear fuel by the civilian
nuclear energy sector.

There are longstanding gaps in efforts to consolidate weapons-useable nuclear materials.
With the notable exception of the Cooperative Threat Reduction efforts with the former Soviet
Union, the United States has largely focused on consolidating and minimizing civilian materials.
Currently, there is no dedicated program focused on consolidation and minimization of military
materials internationally. Additionally, while the United States has supported removals of
plutonium from a small number of research facilities, there has been much less focus on
consolidating or limiting the growth of larger civilian plutonium stocks.

Of note, the United States has also supported stronger norms on minimization of
weapons-useable nuclear material at the multilateral level. In 2016, the United States joined
nearly two dozen countries in committing to concrete steps to consolidate HEU, curtail its use in
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the civil sector, and report inventories (Nuclear Security Summit 2016). The commitment has
been formalized and opened to all states as International Atomic Energy Agency (IAEA)
Information Circular 912 (INFCIRC/912). Unfortunately, only two countries have followed
through on their INFCIRC/912 commitments by releasing information about their civilian HEU
quantities (International Atomic Energy Agency 2020).

6.1 SPECIAL NUCLEAR MATERIAL

Special nuclear materials, specifically HEU and separated plutonium, are the primary
ingredients for a nuclear weapon. Because these are man-made, significant industrial facilities
and scientific expertise are required to manufacture these materials to produce them in high
quantities.! Constructing and operating these facilities are outside the reach of non-state actors. If
a non-state actor was able to gain access to already manufactured HEU, however, the scientific
expertise to make a crude improvised nuclear devise (IND) may be within the reach of a group
intent on carrying out a terrorist attack (Bunn and Wier 2006). Any such event would have
profound global repercussions ranging from the direct damages to the location where the
detonation occurred, and cascading economic and psychological consequences as nations
struggle to reassure their publics throughout the response and recovery from such an incident.
With today’s pervasive social media, any response and recovery efforts would no doubt be
carried out in an environment of considerable misinformation and disinformation. For the civil
nuclear sector, an IND attack may reverse or even halt the expected expansion of nuclear energy
to help combat global warming. As such, the focus for government efforts has been and should
continue to be on the elimination of as much special nuclear material as possible. As noted
earlier in this report, multiple terrorist organizations have sought weapons of mass destruction,
including nuclear and radiological weapons. With an increase in the range of ideologies
interested in creating mass chaos and with some religious groups committed to apocalyptic goals,
protecting and securing weapons quality materials must be an urgent priority for governments
around the world. Every country has a role to play.

6.1.1 Highly Enriched Uranium (HEU)

FINDING 6-1: Acquiring sufficient quantities of highly enriched uranium (HEU) is the
most difficult step in constructing an improvised nuclear device (IND). Protecting and
minimizing this material is the cornerstone of the NNSA mission in preventing nuclear
terrorism. Further reductions could be realized in partnerships with those countries with
excess HEU.

Prior to 2020, there was a significant reduction in the use of HEU in the civilian sector
(Table 6-1). With the removal of all HEU from Nigeria in 2018, 32 countries plus Taiwan have
removed all such material from their territories (National Nuclear Security Administration
2018). Overall, more than 7,000 kilograms of special nuclear materials have been removed from
over 100 facilities. However, more work remains to be done as there are still 22 countries that
possess at least 1 kilogram of HEU or separated plutonium. The IAEA notes that as little as 25
kilograms of HEU would be sufficient to create a nuclear device.

'Fortunately, this material largely does not exist in nature but the committee notes there is one well-
known source of plutonium reported in the research literature (Krieger 2004).
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TABLE 6-1 Countries that have Eliminated Weapons Usable Nuclear Material

Year Country or Territory (cont.)

1992 Iraq 2009 Libya, Romania, Taiwan

1996 Columbia 2010 Chile, Serbia

1997 Spain 2012 Mexico, Ukraine, Sweden, Austria
1998 Denmark 2013 The Czech Republic, Vietnam

1999 Thailand, Slovenia, Brazil, Philippines 2015 Hungary, Jamaica, Uzbekistan, Georgia
2005 Greece 2016 Argentina, Indonesia, Poland

2007 South Korea 2017 Ghana

2008 Latvia, Bulgaria 2018 Nigeria

The United States has been the most active country in encouraging other countries to
eliminate their stocks of special nuclear material. Initial DOE/NNSA programs included the
Materials Consolidation and Conversion program. The aim on this effort was to consolidate and
downblend Russian highly enriched uranium. Additionally, a dedicated U.S. program to convert
the remaining research reactors, domestic and international, from HEU fuel to low enriched
uranium (LEU) fuels has made impressive scientific progress in the development of new LEU
fuels. A 20+ year effort with Russia to repatriate Russian-origin HEU from third countries was
very successful.? Another U.S. program is focused on removing excess HEU from reactors in
countries across the globe and repatriating it to the country where that material originated. This
work was accelerated during the Obama Administration’s Nuclear Security Summits, which
provided important high-level impetus to complete this work.

Norway has also provided important leadership through its efforts to strengthen
international norms on the non-use of HEU in civilian applications. It has hosted three HEU
Minimization Symposiums, the most recent taking place in 2018 (Arms Control Association
2018). Further, Norway sponsored an IAEA Information Circular in 2017 where countries
commit to reduce their stocks of HEU and provide regular reporting on the current inventory of
material. Norway is also taking steps to dispose of its modest stockpile of HEU in the coming
years.

More work can be done to reduce and eliminate HEU from civilian applications globally.
Approximately 85 facilities are still operating using HEU, with 56 located in Russia alone. There
are several countries, including South Africa and Belarus, where there are hundreds of kilograms
of excess HEU that could be eliminated. There are serious political, economic, and technical
challenges that need to be confronted, but with strong U.S. leadership generating the necessary
political will, these can be overcome by the global community.

6.1.2 Plutonium
FINDING 6-2: Inventories of separated plutonium are increasing worldwide, elevating
the amount of materials that could potentially find their way to proliferant states or non-

state actors.

In stark contrast to the work done to reduce HEU, there has not yet been a concerted
effort to reduce civilian stockpiles of separated plutonium. Over the past 10 years, based on

? Russia is no longer participating in this program.
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reporting to the IAEA, the world has seen an increase in separated plutonium of 51 metric tons,
bringing the total inventories to a staggering 371 metric tons. Using the IAEA assessment that
only 8 kilograms of separated plutonium is required to make a nuclear device, that is enough to
make more than 46,000 nuclear devices.

There is a different dynamic at play with stockpiles of separated plutonium. Instead of it
being used for scientific experiments, certain countries have chosen to use plutonium in nuclear
reactor fuel. In particular, five of the 31 countries with active nuclear programs have gone this
route: China, France, India, Japan, and Russia. By using this type of fuel cycle, a country must
reprocess spent fuel to acquire the plutonium for the fuel (or contract with another country to do
s0). This is the same process that a country would pursue to acquire plutonium for nuclear
weapons. Therefore, the fewer countries that reprocess spent fuel, the fewer countries there will
be to have the capacity to create nuclear material for a nuclear weapon. Given that 26 countries
have demonstrated that they can forego using separated plutonium as a source of nuclear energy,
it should be possible for other countries do so as well.

The technical capabilities exist to eliminate special nuclear materials in several countries
around the world. In the case of unirradiated HEU, this material can be downblended into LEU
and then used as fuel for nuclear energy.

Irradiated HEU and plutonium are more difficult to dispose of, given the high levels of
radiation. Efforts to identify long-term solutions for dispositioning these materials, as well as
spent fuel in general, have floundered in the case of Yucca Mountain in the United States. A few
countries in Europe — including Finland and Sweden — have made recent progress on
commissioning a long-term repository for such materials (i.e. spent fuel), but more progress is
needed, especially given the expected expansion of civil nuclear energy to help combat climate
change.

6.2 SECURITY OF NUCLEAR MATERIALS

In locations where civilian stocks of special nuclear materials remain, implementing
robust nuclear security measures must be a priority. This includes advancing a variety of
measures that help to protect the facilities where the nuclear materials are stored, account for the
inventories of nuclear materials to support detection of possible diversion, and respond to insider
attempts to steal these materials or by forcible entry attempts to obtain them. Underpinning these
measures must be a strong nuclear security culture, where employees remain vigilant to the
threats posed to their facilities.

The contemporary challenges for securing excess nuclear materials are much different
from those faced in the immediate aftermath of the fall of the Soviet Union. Some have argued
for a new international framework to guide how to manage these materials in the long run (Nunn
and Holgate 2021). But global nuclear security can only be strengthened if countries work on a
peer-to-peer level to secure and manage these materials they are not able to eliminate. Equally
important is developing safeguards and security measures that take into account technology
advances, such as artificial intelligence, and how these technologies can both to help protect and
potentially be exploited by adversaries to access these materials.
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6.2.1 2023 Nuclear Security Index

FINDING 6-3: Excess nuclear materials have not been secured to the highest standard and
consolidated to as few locations as possible.

Despite the United States’ role in strengthening nuclear security around the world,
significant vulnerabilities remain at nuclear sites and within the international institutions and
legal frameworks that support nuclear security. The Nuclear Threat Initiative’s 2023 Nuclear
Security Index, which is the most comprehensive public quantitative assessment of nuclear
security conditions in 175 countries and Taiwan, found that, since 2020, nuclear security has
been regressing in “countries and areas with the greatest responsibility for preventing nuclear
theft and sabotage—those with nuclear materials and facilities.” (Nuclear Threat Initiative 2023)
The study warns about the dangers of rapidly growing stocks of separated plutonium as a result
of commercial reprocessing; insufficient progress strengthening security culture and insider
threat prevention programs in countries with weapons-usable nuclear materials and nuclear
facilities; and faltering support for new commitments and assurances that increase international
confidence in the effectiveness of nuclear security.

The report also highlights longstanding gaps in nuclear security around the world.
Among the 46 countries and Taiwan with nuclear facilities, 25 have no regulations or licensing
conditions that require personnel to report suspicious behavior; 31 do not require drug testing,
background checks, and psychological and mental fitness checks for personnel; and 17 do not
have regulations that require the use of a regularly updated design basis threat. Particularly
alarming in this new era of evolving risks is the report found that 16 of the 46 countries and
Taiwan with nuclear facilities do not require plans for protecting nuclear infrastructure during a
natural or human-caused disaster.

The United States has now entered a new era where dangerous new risks are intersecting
with longstanding vulnerabilities. For decades, U.S. leadership has led to stronger nuclear
security internationally. This leadership is now more important than ever as countries respond to
rapidly evolving nuclear security threats and challenges to nuclear security operations.

RECOMMENDATION 6-1: The United States should prioritize the effort to secure,
and wherever practical, consolidate or eliminate civilian special nuclear materials
and treat it as a core national security objective. This includes leading efforts to
transform perspectives on the use of plutonium for nuclear energy production.

The United States has a long-standing record of providing the essential leadership for
addressing the risks associated with nuclear terrorism. However, in the years since the Nuclear
Security Summits ended in 2016, the United States has been increasingly prioritizing regional
considerations which has, at times, comes at the expense of following through on key
international nuclear security activities. President Biden’s release of National Security
Memorandum 19 (NSM 19) in which outlines the Administration’s strategy to counter weapons
of mass destruction terrorism, expresses a commitment to reprioritize these global activities as
vital to U.S. national security (The White House 2023).

Beyond the important actions outlined in NSM 19, there are additional steps the U.S.
government can take to reassert its leadership role. The United States has unique facilities that
are able to dispose of special nuclear materials. These facilities should be fully harnessed to
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repatriate these materials for disposal before they reach the end of their useful life. This will
require a focused effort to strengthen international cooperation on addressing this issue.

There is important domestic work to be done as well. There are many metric tons of
excess civilian HEU and separated plutonium in the United States that should be eliminated as
soon as possible. In instances where these materials are needed, security measures should be
evaluated against the existing threat environment for any needed enhancements. Given the
growing domestic terrorism challenge and continued evidence of non-state actor interest in
weapons of mass destruction, this should include updating insider threat mitigation programs.

Looking to the future, the United States should not start new civilian facilities or
activities that utilize HEU, if there are alternative technologies that can be used to achieve the
same goals. This is key to safeguarding U.S. credibility in leading international efforts to reduce
the amount of HEU material other countries are using. Further, a nonproliferation impact
assessment should be required whenever the use of HEU or plutonium is being considered.
Similarly, for the potential use of HEU in space applications, there should be assessments that
consider nonproliferation concerns in the development of those assets. Reducing the quantities of
these materials will also result in long-term cost savings on security measures required to protect
them (Bunn and Harrell 2012).

The United States has had a well-established commitment to HEU minimization in
support of non-proliferation. Recently, DOE has provided funding to start a new experimental
HEU-fueled facility at Idaho National Laboratory (INL) known as the Molten Chloride Reactor
Experiment (Kramer 2023). While this experiment will utilize existing stockpiles of HEU from a
prior research reactor that ran at INL from 1969 to 1990 and will allow the DOE to collect the
desired data at reduced cost and scale, it will, nevertheless, mark the first time in more than ten
years where a country has begun a civilian activity utilizing HEU (Idaho National Laboratory
2023; Office of NEPA Policy and Compliance 2023). There was no official review of the
nonproliferation impact of this project, even though it has implications for U.S. leadership on
non-proliferation efforts abroad.

6.2.3 Proliferation Concerns and Nuclear Fuel Cycles

Given the increasing quantities of separated plutonium, a new approach is needed to
reduce the risk associated with fissile material. In countries with nuclear energy programs that
utilize a plutonium fuel cycle, the conversation focuses on how best to manage these materials.
The right approach to pursue is advancing efforts to reduce the attractiveness of these materials
by reducing the stockpiles and physically protecting and safeguarding materials so that they
cannot be weaponized. From there, countries can prioritize better balancing the supply and
demand of plutonium so that it is reduced over time.

Although this committee did not undertake an independent review and validation of
proliferation concerns with fuel cycles and developments in nuclear energy, similar and parallel
concerns were examined in the National Academies’ study “Merits and Viability of Different
Nuclear Fuel Cycles and Technology Options and the Waste Aspects of Advanced Nuclear
Reactors” (National Academies of Sciences 2023). This report concluded all advanced reactor
fuel cycles will necessitate stringent safeguards and security measures that align with the
potential risks they present. There are particular issues with fuel cycles involving the
reprocessing and separation of fissile materials. These pose more significant risks in terms of
proliferation and terrorism compared to the once-through uranium fuel cycle, where spent fuel is
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directly disposed. The concern is separated fissile materials from reprocessing would not be
uniformly mixed with highly radioactive fission products and could potentially be used in
weapons. The materials that could be separated and potentially used in weapons might include
fissionable materials other than the conventional special nuclear materials, HEU and plutonium.
Consequently, closed fuel cycles of this nature will likely necessitate specific safeguard
technologies to fulfill the IAEA’s objective of prompt detection and monitoring.

The National Academies report stated that “the U.S. government should support the
IAEA’s development and application of effective safeguards for advanced reactor technologies
by authorizing, via the U.S. interagency process, IAEA access through the eligible facilities list,
especially to those advanced reactor systems for which the IAEA does not currently have
safeguards experience. Developers of these types of advanced reactors and fuel cycle facilities
should provide facility information to the IAEA to help with integration of safeguards
considerations into the design process.” Additionally, the NRC ought to address security and
material accounting measures for high-assay low-enriched uranium and other attractive nuclear
materials that may be present in advanced reactor fuel cycles.

Action on the findings and recommendations from the study “Merits and Viability of
Different Nuclear Fuel Cycles and Technology Options and the Waste Aspects of Advanced
Nuclear Reactors” on nonproliferation and security risks with nuclear material would address
and ameliorate concerns on nuclear terrorism related to separated materials.

To summarize, countries exploring the possibility of utilizing nuclear energy to combat
climate change need to avoid options that includes separation or use of plutonium and put in
place plans for long-term management of spent nuclear fuel.
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FIGURE 7-1 Workers remove a cesium-137 irradiator from Medstar Georgetown University Hospital in
2018. Efforts such as this have been highly effective in decreasing the number of at risk radiological
sources in applications where safer alternatives are available.

SOURCE: Image NNSA, https://www.aip.org/fyi/2021/final-fy21-appropriations-national-nuclear-
security-administration.
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7
Managing the Risks and Benefits of Radioactive Sources

BOX 7-1 Summary

Radioactive sources found in commonly used tools and equipment can be used in a radiological
dispersal device (RDD) or a radiological exposure device (RED). As such, more attention should be
directed to mobilizing and sustaining efforts to identifying technological alternatives to these materials,
raising awareness of the risk, and enacting stronger measures for safeguards and security. This should
include working with industry and international partners to close gaps in detecting illicit trafficking
along the various pathways that terrorist groups might exploit.

Highlights

e Radioactive sources provide ionizing radiation for many beneficial services such as cancer
treatment, blood irradiation, and sterilization, but pose a nuclear terrorism risk since these
sources can be stolen and used in an RDD or RED.

o The NNSA has effective programs in place to support the development and deployment of
alternative technologies to replace radioactive sources taking into account the need for cost-
effective devices for providing beneficial services.

e Emerging technology, such as artificial intelligence and machine learning, have risks and
benefits to the U.S.-led efforts to address the terrorism risk posed by RDDs and REDs.

“We’ll also work together to lock down fissile and radiological material to prevent
terrorist groups from acquiring or using them.”
President Joseph Biden
February 19, 2021

7.1 RADIOACTIVE SOURCES — RISKS AND BENEFITS

FINDING 7-1: Radioactive sources provide ionizing radiation for many beneficial
services such as cancer treatment, blood irradiation, sterilization, oil prospecting, medical
research, calibration of dosimeters, food safety, and radiography. However, the
radiological materials in these sources pose a nuclear terrorism risk since these sources can
be stolen. For example, americium-241, cobalt-60, cesium-137, or iridium-192 can be
extracted, and then used in radiological dispersal devices (RDD) or radiation exposure
devices (RED).

Radioactive sources provide ionizing radiation for many beneficial services such as
cancer treatment, blood irradiation, sterilization, oil prospecting, medical research, calibration of
dosimeters, food safety, and radiography. These sources are manufactured products that contain
radionuclides that emit gamma rays, alpha particles, beta particles, or neutrons. The
radionuclides are typically encapsulated inside the source to prevent accidental release of the
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radiological material. Encapsulation can be in the form of layered stainless steel. Common
radionuclides used in sources showing the half-lives and type of radiation emitted include:
Americium-241 (432.2 years; principally alpha radiation with weak gamma ray; neutron
radiation when combined with beryllium), Cesium-137 (30.17 years; strong gamma ray with beta
radiation), Cobalt-60 (5.27 years; two strong gamma rays), Iridium-192 (74 days; beta and
gamma radiation), Strontium-90 (29 years; beta radiation).

There are many common, but shorter-lived isotopes used in medical diagnostics. Most
radionuclides have short half-lives (typically less than several days) or have long half-lives
(more than several hundred years). Short half-life materials decay rapidly and do not last long
enough to pose a radiological contamination threat. Long half-life materials emit their radiation
slowly and thus pose a lower radiation hazard.

Of the common radionuclides used in sources, two are among the most frequently used
and both present a risk should terrorist use them in an RDD or RED and are a significant security
concern: cesium-137 and cobalt-60. According to the 2021 National Academies study on
radioactive sources, the United States has approximately 72,000 of the higher activity Category 1
and Category 2 cobalt-60 sources, accounting for about 90 percent of all Category 1 and 2
sources in the United States; there are approximately 3,200 cesium-137 sources in these
categories, accounting for about 4 percent of all such sources in the United States (National
Academies of Sciences 2021) (the categories are defined below).

Cobalt-60, a solid metal, is used in radiation therapy either in implants or as an external
source for exposure (Jefferson Lab Resources 2023). It is also used in industry in irradiating
medical instruments and in food sterilization. In addition, cobalt-60’s radiation is used in sterile
insect technique for control of pests that can infect crops. Cobalt-60 teletherapy units are being
phased out in high-income countries as new technologies are adopted, but remain in wide use in
many low-to-middle income countries (LMIC) (Oncology Medical Physics 2023). The 2021
National Academies study identified a number of barriers to replacing cobalt-60 teletherapy in
LMIC with non-radioisotopic linear accelerators (LINACs). In particular, lack of reliable
electricity and access to technical resources to maintain LINACs can hinder adoption of this
alternative technology.

Cesium-137 is usually in the chemical form of cesium chloride, a powder-like “salt”
substance that is easily dispersible if removed from its encapsulation. Cesium chloride (CsCl) is
commonly used in blood irradiation and in research irradiators. Because these devices can be
found in so many domestic and international locations (e.g., blood blanks), ensuring that they are
adequately safeguarded is challenging. A prominent example of both the danger and security
challenge that CsCl represents is highlighted in an incident that took place in Goiania, Brazil in
September 1987 (International Atomic Energy Agency 1988). Two individuals, who were
looking for scrap metal to sell, broke into an abandoned radiotherapy institute and stole a
teletherapy unit, not knowing there was a radiological risk. The unit was accidentally damaged,
breaking the encapsulated sealed source containing the CsCl, and as a result of the dispersal, four
people died from radiation sickness, and more than 249 were contaminated, internally or
externally. The impact resulted in more than 112,000 people needing to be monitored and tens of
millions of dollars spent over three years to complete the cleanup (International Atomic Energy
1988).

As noted above, CsCl is a salt-like substance, which means it can dissolve and penetrate
soil and other geological materials. The cesium can also bind to concrete in buildings, raising the
difficulty and cost of cleanup. This is why the risk of an RDD containing high explosive (HE)
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materials combined with the CsCl, perhaps stolen from a local blood bank, is so concerning.
Should such a device be detonated in an urban environment, contaminating the buildings and
critical infrastructure in the vicinity, the disruption to the community and associated economic
costs could be enormous.

In addition to half-life and the types of emitted radiation, the amount of radioactivity in a
source is an important consideration for developing and implementing safety and security
protocols. The International Atomic Energy Agency (IAEA) has developed and published a
categorization scheme with five categories, Box 7-2 (International Atomic Energy 2005). Each
category is defined by the potential harm to the health of people should they be exposed to
radiation from an unshielded source. This harm is a deterministic effect, meaning that the health
effect is observable and directly related to the ionizing radiation received by an individual person
and is associated with higher doses of radiation. By contrast, a stochastic health effect is related
to low doses of ionizing radiation and is probabilistic in that a particular individual may not
manifest a health effect, but a large population of exposed individuals would have a certain
fraction showing effects. The fraction depends on the dose received by the population. In
addition to not accounting for these stochastic (probabilistic) health effects, the IAEA’s
categorization scheme does not factor in economic and social disruption effects. In light of these
gaps, the 2021 National Academies (National Academies of Sciences 2021) study highlighted
that the IAEA and government agencies responsible for regulating sources should consider
reframing the categorization scheme to include stochastic, economic, and social effects.

BOX 7-2 TAEA Categories for Radiological Sources

Category 1 has the safety concern that an unshielded source would likely cause permanent injury to
someone who was in close contact for more than a few minutes and could be fatal for contact beyond
several minutes to an hour. The thresholds of radioactivity for radionuclides in Category 1 sources are
60 Terabecquerel (TBq) for americium-241, 30 TBq for cobalt-60, 100 TBq for cesium-137, and 80
TBq for iridium-192. Examples of Category 1 sources are radioisotope thermoelectric generators,
panoramic irradiators used in sterilization applications, large self-shielded irradiators used in blood and
research irradiation, teletherapy, and stereotactic radiosurgery devices.

Category 2 sources also pose a concern due to the potential to cause permanent injury to someone
in contact with an unshielded source for many minutes to an hour and possibly fatal for contact of hours
to days. The corresponding thresholds of radioactivity content are 0.6 TBq for americium-241, 0.3 TBq
for cobalt-60, 1.0 TBq for cesium-137, and 0.8 TBq for iridium-192. Examples include smaller self-
shielded irradiators, industrial gamma radiography, well logging devices, and calibrators. These first
two categories clearly can pose a health threat and thus need strong security protection as well as safety
protection.

Category 3 sources are in the middle ground of unlikely to be fatal from the radiation from one
unshielded source but also cross over to posing health concerns if enough Category 3 sources are
aggregated to cross over to the Category 2 level. The thresholds of radioactivity content for Category 3
sources are 0.06 TBq for americium-241, 0.03 TBq for cobalt-60, 0.1 TBq for cesium-137, and 0.08
TBq for iridium-192. Examples include high- and medium-dose-rate brachytherapy, fixed industrial
gauges, and well logging devices.

Categories 4 and 5 sources do not contain enough radioactivity to pose significant concerns from
unshielded sources. Examples include low-dose-rate brachytherapy, thickness gauges, portable gauges,
bone densitometers, and smoke detectors.
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A 2019 event illustrates that even a relatively small amount of radioactivity released from
a larger source can generate substantial economic and disruptive effects. On May 2, 2019,
International Isotopes, a subcontractor to the U.S. Department of Energy, was assigned to
remove a Category 1 sealed cesium-137 source (107 TBq) from the Harborview Research and
Training Facility in Washington State. This assignment was made under the National Nuclear
Security Administration’s (NNSA’s) program to remove, secure, and replace higher activity
cesium-137 sources. The subcontractor had difficulties in removing the source and in the process
inadvertently released a small amount of cesium chloride (about 37 GBq), which is less than a
Category 3 amount. The resulting contamination of the building resulted in 13 workers and
observers receiving low doses no greater than 0.55 mSv. However, more than 200 researchers
and laboratory staff had to be relocated. The resultant disruption of more than 80 funded research
programs with budgets at tens of millions of dollars led NNSA to project that the final cost for
response, recovery, remediation, and reconstruction will ultimately exceed $100 million
(National Academies of Sciences 2021).

7.2 NNSA’S PROGRAMS TO REDUCE RISK

FINDING 7-2: The United States maintains a robust program across several agencies and
with international partners, to detect, counter, and respond to the possibility that a terrorist
or terrorists could obtain and use radiological materials in a Radiological Dispersal Device
(RDD) or a Radiological Exposure Device (RED). The NNSA also has effective programs
in place to support the development and deployment of alternative technologies to replace
radioactive sources taking into account the need to have cost effective devices for
maintaining beneficial services.

In the aftermath of collapse of the Soviet Union in 1991, the risk that nuclear and
radiological materials might end up in the hands of criminals or terrorists was a major concern.
As aresult, the United States and Russia established programs to better secure facilities that held
these materials and establish detection systems at border crossings should these security controls
fail and traffickers tried to smuggle them out of the country.

The Material Protection Control and Accounting (MPC&A) program whose mission was
to protect these materials when they could not be eliminated, was one of the earliest DOE
programs. DOE and NNSA also established Nuclear Security Centers of Excellence in Obninsk.
In 2004, partly in response to 9/11, the Global Threat Reduction Initiative (GTRI) was launched
to secure, protect and remove vulnerable nuclear and radiological materials at civilian facilities
worldwide. The original structure of GTRI for radiological security was a global regional-based
approach, and a separate division established for domestic work. That has evolved in the
reorganization under Global Material Security (GMS).

7.3 CURRENT PROGRAMS TO REDUCE RADIOLOGICAL RISK

Since the 9/11 attacks, NNSA has established a number of programs to improve the
security surrounding the most significant radiological sources both in the United States and
internationally.

NNSA, within it protect, control, and respond program, has specific activities designed to
develop security systems to protect facilities containing the highest level sources. One of those
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activities, launched in 2021, is the RadSecure 100 radiological security initiative. The objectives
are to remove radiological material from facilities where feasible and improve security at the
remaining facilities located in 100 metropolitan areas throughout the United States (National
Nuclear Security Administration 2021).

NNSA'’s focal point for its radiological security programs is the Office of Radiological
Security (ORS). ORS has a three-pillar strategy: (1) protection of radioactive sources in medical,
research, and commercial use, (2) removal and disposition of disused sources, and (3) reduction
in use of sources by promoting adoption and development of non-radioisotopic alternative
technologies. For the first pillar, ORS works with partner agencies, states, local governments,
and tribal nations to help implement security requirements (see more details below) through
development and deployment of hardening of devices containing sources, alarming buildings,
training law enforcement personnel, and tracking technologies during transportation of sources.
ORS leverages the capabilities of national laboratories in these efforts with Pacific Northwest
National Laboratory and Sandia National Laboratories assigned as lead laboratories. In addition,
for implementing the second pillar, Los Alamos National Laboratory and Idaho National
Laboratory have helped remove and secure thousands of disused and excess sources.

For the third pillar, ORS has enlisted the national laboratories network to help develop
technologies and provides R&D funding to companies to create alternative technologies that
could replace sources. Another funding approach is to support analysis of studies that could
show that an alternative technology can provide equivalent results to a radioactive source.

In 2014, ORS began a highly successful program to replace cesium-137 irradiators with
alternative technologies. This Cesium Irradiator Replacement Project (CIRP) offers incentives
for users of these irradiators to switch to alternative technologies such as x-ray. Incentives
include covering the removal and disposal costs and providing cost-share (typically 50 percent)
for the purchase of the alternative. This has proven to be a powerful incentive since the disposal
cost for a cesium-137 irradiator is on the order of $300,000. CIRP also includes cobalt-60
sources used in irradiators. In 2015, about 750 cesium irradiators (420 blood irradiators and 330
research irradiators) and 100 cobalt-60 (20 blood and 80 research) were identified in the United
States as potentially eligible for CIRP. The 2019 National Defense Authorization Act (Section
3141) established the goal of replacing all cesium-137 blood irradiators with x-ray devices by
December 31, 2027 via CIRP.

Internationally, the [AEA maintains programs to assist member states in improving the
security of radiological materials at facilities and transportation. It has programs to “repatriate”
disused sources, no longer needed, but which still pose a risk (International Atomic Energy
2023). The TAEA in its role of issuing advice on safety and security practices to its member
states has worked with these states and has published several guidance documents relevant to
safety and security of radiological materials. Notably, the Code of Conduct on the Safety and
Security of Radioactive Sources (revised and issued in 2004) gives a framework for effective
safety and security practices throughout the lifecycle of radioactive sources (International
Atomic Energy 2004). While this code is non-legally binding, member states are encouraged to
implement its practices. Some experts such as Ambassador Kenneth Brill have called for making
the code legally binding “to promote national accountability” in international efforts to prevent
radiological terrorism (Brill and Bernhard 2020). One of the practices in the code is to track
radioactive sources throughout their lifecycle; how the United States has implemented this
tracking is detailed below.
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The U.S. Nuclear Regulatory Commission (NRC) has responsibility for licensing and
regulating civilian use of radiological materials in the United States. The regulations cover both
safety and security of these materials. Regulations in 10 CFR Part 20 titled “Standards for
Protection Against Radiation,” Subpart I, “Storage and Control of Licensed Material” include
security requirements for all radiological materials unless specifically exempted. In response to
security concerns following the 9/11 terrorist attacks, the NRC issued orders in November 2005
for licensees to provide additional security for Category 1 and 2 sources. These orders were
replaced by formal regulations in 2013. These regulations in 10 CFR Part 37 titled “Physical
Protection of Category 1 and 2 Quantities of Radioactive Material” specify “requirements for
physical security, source monitoring, personnel background checks, facility security plan, local
law enforcement protection, training, and documentation” (National Academies of Sciences
2021). Notably, Part 37 only applies to Category 1 and 2 sources, as defined by the [AEA
categorization scheme. Part 37 covers lower category sources if their aggregate amounts at a
facility meet or exceed the Category 2 threshold. As of 2022, 39 of the 50 U.S. states belong to
the Organization of Agreement States. As such, they regulate radiological materials within their
states and must meet at a minimum the NRC’s regulatory requirements and may promulgate
stricter oversight of certain radiological materials.

The NRC has implemented the National Source Tracking System (NSTS) that serves as a
national registry of all Category 1 and 2 sources used in the United States. The sources in the
NSTS are organized as discrete sources and not by device or use. Certain devices have more than
one discrete source, for example, sterilization devices can have more than hundreds of cobalt-60
sources. The NRC requires licensees to update the NSTS when they transfer a source or sources
to another licensee or out of the country. The NSTS is a useful mechanism for providing an
understanding of the lifespan of sources within the United States.

The U.S. Department of Transportation (DOT) coordinates with the NRC and the U.S.
Department of Homeland Security in regulating the safe and secure transport of radiological
materials in the United States. DOT and NRC have a memorandum of understanding that details
roles in package review, inspection, reporting of accidents and other events, and information
sharing. DOT has approved specific containers for certain types of radioactive sources.

74  THE EVOLVING SECURITY LANDSCAPE

FINDING 7-3: The security landscape for preventing the development and use of an RDD
or RED continues to be challenging. There is a growing opportunity for RDD or RED
attacks due to both the increased use of radiological materials and relevant emerging
technologies. At the same time, these technologies may also assist the U.S.-led efforts to
address the threat posed by RDDs and REDs. Led by the NNSA’s Office of Radiological
Security, the United States has a strong awareness and has instituted programs to
understand both the risks and benefits of new technologies.

As discussed earlier in this report, violence by far-right extremist groups has risen
globally and domestically in recent years. Evidence suggests that these groups have considered
and continue to have interest in the use of Chemical, Biological, Radiological and Nuclear
(CBRN) weapons. One report (Fleer 2020) considered three incidents involving radiological
materials. Two that received considerable coverage include the 2017 incident where Brandon
Russell, the founder of Atomwaffen, was found to be in possession of explosive materials as well
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as radiological materials. In another case, James G. Cummings was found to have a cache of
radiological materials in his home suitable for building a dirty bomb (Fleer 2020).

Concurrently there has been the rapid development and global dispersions of new
technologies that have implications for managing the RDD and RED threat. These technological
developments include additive manufacturing, artificial intelligence/machine learning, quantum
computing, 5G networking, Internet of things, autonomous systems and vehicles, commercial
satellite imagery. Individually and in combination, these new technologies pose both risk and
opportunity, i.e. they have the potential to both improve U.S. capabilities to detect adversary
actions, and, alternatively, could be exploited by adversaries. To this end, DOE/NNSA’s
Strategic Outlook Initiative has a pilot, enterprise-wide analytical effort underway for examining
“over the horizon” technological developments that may impact DOE/NNSA’s mission (National
Nuclear Security Administration and U.S. Department of Energy 2021).

7.5  UPDATE ON RADIOACTIVE SOURCE REPLACEMENTS

An important approach to reducing the RDD and RED threat is to replace widely used
commercial sources with alternative technologies. A major effort has been to phase out the use of
high-risk cesium-137 sources, particularly in blood irradiators where x-ray technology offers an
affordable replacement technology. The National Research Council (now the National
Academies) made this recommendation in 2008 in a consensus study report, and the NNSA has
since instituted programs such as CIRP as described above, to implement that recommendation
(Council 2008) .

Similarly, there have been a number of recommendations to either secure facilities with
teletherapy tools containing cobalt-60, redesign those tools to build in enhanced safeguards, or
find alternatives to the use of cobalt-60 (National Academies of Sciences 2021). With regard to
sources that are disused and have reached their end-of-life, the NNSA has responded to the
recommendations of the National Academies and the IAEA and developed programs with
international partners to provide means to obtain and secure such sources (U.S. Department of
Energy 2023) (International Atomic Energy 2023) .

One important barrier to radioactive sources replacement efforts is that disposal costs for
disused sources can be expensive especially for higher activity disused sources, and disposal
facilities for these sources may not be available in many countries. In addition to known and
accountable disused sources, orphan sources pose challenges because these sources are by
definition outside of regulatory control and accounting systems. Thus, orphan sources are
particularly vulnerable to theft or diversion to malicious non-state actors. More efforts are
required to implement better regulatory and accounting systems in countries across the globe to
identify end eliminate orphan sources. The IAEA has guidance on how to implement effective
regulatory and accounting systems. The NRC via its international program office can also
provide guidance to other countries, and the NRC can serve as a role model. It is also important
to invest in efforts to procure and safely dispose of orphan sources.

RECOMMENDATION 7-1: The United States, with NNSA as the lead, and in
cooperation and partnership with the IAEA and other international organizations
should strengthen and accelerate current national and international activities and
programs for end-of-life management of sources. Such efforts should identify disused
and orphan sources and ensure that there are financial guarantees for safe and secure
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disposal of such materials as mentioned in a previous National Academy study
(National Academies of Sciences 2021).

RECOMMENDATION 7-2: The United States, with NNSA as the lead, and in
cooperation and partnership with industry should continue and, where feasible,
expand its efforts to phase out high-risk cesium-137 and cobalt-60 sources and by
developing and deploying reliable alternative technologies such as x-ray irradiators.
Where replacement is not feasible, the NNSA should continue to assess the security
risks of facilities and develop security systems to reduce the risks attendant with
cesium-137 and cobalt-60.

During its information gathering, the committee reviewed the recommendations
contained in an earlier National Academies report titled Radioactive Sources: Applications and
Alternative Technologies (National Academies of Sciences 2021) and agrees that several actions
suggested for implementation in that report have merit and would complement ongoing actions
to enhance the security of radiological materials. These include:

a. Prioritize research funding and development of alternatives for alternatives to the use
of radiological materials, where no such alternatives exist but would be beneficial.

b. In low-and middle-income countries where there are logistical or other barriers to
deployment of alternative technologies, focus on ensuring security of radioactive
sources already in use, while engaging in cooperation with such countries to address
these barriers, where possible.

c. Support equivalency studies for applications such as oil-well logging, research
irradiation, and radiography to provide a technical basis for development of potential
alternatives.

The committee also noted that the prior report recommended measures related to
reframing radiological source characterization schemes, domestically and internationally, to
account for economic and social impacts, in addition to any deterministic effects of ionizing
radiations from these sources and to extend source tracking systems for category 1 and 2 sources,
to include category 3 sources. To date, such proposals have failed to secure regulatory approval
with any national regulatory body, principally due to the rigors of regulatory cost benefit
analyses and the challenges of regulating to public confidence and perceptions of risk. Although
the committee did not hold a uniform view on adoption of these measures, the committee
acknowledges the challenge of regulating to perceived levels of risk with most members seeing
the merit of future consideration of source tracking measures, as changing security circumstances
may warrant.
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FIGURE 8-1 Mobile Radiation Detection and Identification System (MRDIS, orange structure in upper
and lower images) allows vehicles with containers to pass through and be scanned for radioactive
signatures (lower image). Photos are from an NNSA project at the port of Salalah in Oman where cargo is
offloaded from large ships into smaller vessels appropriate for travel through the Suez Canal or taken off
site via trucks. The project was a multi-lab project. Sandia was the system lead, LANL developed the
sodium iodide collectors, and PNNL assisted in logistics. This is an example of deploying technologies to
improve the visibility and accountability of containerized cargo to both deter trafficking of nuclear
materials across borders, and improve the safety of commercial shipping.

SOURCE: Photos courtesy of Dr. Rodney K. Wilson.

Prepublication Copy
91



8
Detection and Interdiction Efforts Within and
Outside the Global Supply System

BOX 8-1 Summary

Non-state actors can move nuclear weapons, materials, and equipment by exploiting well-
established criminal pathways for smuggling. This is true even in the face of the many detection and
interdiction measures put in place since 9/11. Opportunities exist to enhance supply chain transparency
and accountability by strengthening industry partnerships and taking advantage of improvements in
technologies to include artificial intelligence and machine learning. Within the global supply system,
these technologies can expand the means for identifying anomalies and dangerous materials hidden
within legitimate shipments. They can also help provide rapid forensics that can support incident
response and recovery. Concurrently, strengthening efforts to counter cross-border smuggling outside
the legitimate trade and travel routes also remain critical for managing the nuclear terrorism risk.

Highlights

e Efforts to detect and intercept nuclear materials within the global supply system and along
traditional and non-traditional smuggling routes require increased attention.

e The consequences of a nuclear terrorist incident that both exploits and targets the global supply
system could be devastating as demonstrated by the fragility of the supply chains during the
pandemic.

e The efforts to detect radiological and nuclear material entering into the United States remain
almost exclusively at international ports of entry, even with criminal and terrorist organizations
moving other materials outside of these entry points along traditional and new smuggling routes.

Arms control and non-proliferation treaties and agreements and other efforts to bolster
the security of nuclear weapons and nuclear materials outlined in earlier chapters have made
important contributions to reducing the nuclear terrorism risk. With fewer weapons and
enhanced transportation and storage safeguards for nuclear materials, there are fewer potential
opportunities for non-state actors to gain access to the means for carrying out a nuclear terrorist
attack. However, as Chapter 6 and 7 have outlined, there is still much work to be done to
minimize and secure weapons usable fissile and radiological materials. If the security measures
and safeguards currently in place are compromised, weapons and nuclear materials might end up
in the possession of those who seek to move them or use them. This potentiality translates into
the need for enhancing capabilities to detect and intercept weapons or nuclear materials before
they get into the hands of a terrorist or, if not then, before a nuclear device reaches its intended
target--a layered approach to defense. This risk places a premium on developing and sustaining
robust international and domestic counter-smuggling capabilities within the legitimate global
trade and transportation system and along traditional and new smuggling routes outside those
systems.
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8.1 THE LONGSTANDING CHALLENGE OF POLICING
THE GLOBAL SUPPLY CHAIN

The Cold War was followed by a surge in global economic activity, fueled by economic
liberalization policies and free trade agreements to ease the movement of people, conveyances,
and goods across national borders.! This led to a dramatic expansion in the variety and volume of
goods circulating around the world and the rapid expansion of the cargo and transportation
networks that facilitated that growth.? Intermodal logistics were revolutionized; dramatically
lowering the cost of operating complex global supply chains. Increasingly companies realized
that they could dispense with the expense of maintaining large inventories in warehouses or in
the backrooms of department stores. They instead relied on “just-in-time shipping” where the
transportation system effectively served as a mobile warehouse. As these companies grew, so did
their global transportation needs, with the biggest companies acquiring the leverage to lower
shipping rates. The small profit margins generated as a result, increased the pressure on the
transportation industry to reduce costs by achieving greater economies of scale and efficiency in
operations.

One outcome of the speed with which the global supply system evolved in the 1990s, was
that security measures within the maritime, aviation, and surface transportation sectors did not
keep pace. Criminals took advantage of this situation. Given the limited capacity to inspect the
huge number of conveyances and containers crossing borders and transiting through ports and
airports each day, traffickers found that there were ample opportunities to smuggle all forms of
contraband ranging from stolen vehicles, and illicit narcotics to small arms and counterfeit goods.

In the aftermath of 9/11, efforts to bolster the security of the system had to overcome
three challenges: (1) the complexity and multiplicity of actors involved with an increasingly
globalized system, (2) uneven oversight of the system, both internationally and among agencies,
with no overall lead, and (3) private sector cost-burden concerns associated with any new
security measures.

8.2 EFFORTS TO IMPROVE DETECTION AND INTERDICTION

FINDING 8-1: Post-9/11 efforts to improve transportation, cargo, and border security have
significant limitations but provide a strong foundation for enhancing industry and
international partnerships. Such partnerships are required to effectively deter and counter
nuclear and radiological materials smuggling within the global supply system.

Concerns about the poor state of transportation, cargo, and border security received
significant attention after September 11, 2001. The U.S. national security community’s guard

! Prominent examples of cross-border liberalization efforts include the 1994 North American Free Trade
Agreement (NAFTA) between the United States, Canada, and Mexico, and the Schengen Convention of
1990 that launched the end of internal border controls among the now 27 European countries who are
party to the agreement.

2 The number of containers handled by the world’s port terminals in 1993 doubled by 1998 and doubled
again by 2001. Larger vessels were constructed to meet this demand and as the ships grew in size so too
did the port facilities to handle them. In the mid-1970s, the typical growing container ship carried 1,500
twenty-foot-equivalent units (TEUs). Today, the latest ships carry more than 20,000 TEU from “mega-
ports” such as Singapore, Rotterdam, Dubai, Hong Kong, and Shanghai.
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had been down, in part due to what the 9/11 Commission would later call a “failure of
imagination.” After the attacks on the World Trade Center and the Pentagon, attention was
directed to how terrorist groups might exploit other transportation conveyances, including
vessels, cargo planes, trains, trucks, and intermodal containers. Multiple federal agencies
embarked on stepped-up efforts to bolster transportation and cargo security, but no single
department or agency had overarching responsibility for security.

The current array of transportation, cargo, and border security measures were largely
developed in the George W. Bush Administration with the most prominent measures including:

e The International Ship and Port Facility Security (ISPS) code

In the fall of 2001, the USCG worked through the International Maritime Organization
(IMO), a specialized agency of the United Nations, headquartered in London, to establish
the International Ship and Port Facility Security code (U.S. Coast Guard 2014). ISPS
went into effect on July 1, 2004, establishing minimum-security requirements for vessels,
shipboard personnel, and port facilities to “detect security threats and take preventative
measures against security incidents affecting ships or port facilities used in international
trade.”

e Customs-Trade Partnership Against Terrorism (CTPAT) and the Container
Security Initiative
The U.S. Customs Service (later Customs and Border Protection or CBP) launched the
Customs-Trade Partnership Against Terrorism (U.S. Customs and Border Protection
2023) followed in 2002 with the Container Security Initiative (CSI). CTPAT identified
supply chain security “best practices” that companies involved with importing goods into
the United States were encouraged to adopt voluntarily. CSI involved foreign customs
officials agreeing to host CBP inspectors and collaborate on inspecting U.S.-bound
containers identified as high risk at ports of loading.

e Second Line of Defense and Megaports Programs (currently the Nuclear
Smuggling Detection and Deterrence Program)
After 9/11, the National Nuclear Security Administration (NNSA) provided direct
assistance to strengthen the technological capabilities of partner countries to combat
radiological and nuclear materials smuggling. In 2003, NNSA launched the Megaports
Initiative (Clarke 2009) providing radiation detection equipment, training and technical
support to foreign customs and overseas port authorities and terminal operators. In 2005,
the Domestic Nuclear Detection Office was established within the U.S. Department of
Homeland Security and assigned responsibility to manage the nuclear terrorism risk at
U.S. border crossings and within U.S. ports of entry.

e Proliferation Security Initiative

The Proliferation Security Initiative (PSI) was launched in May 2003, enlisting countries
to endorse the PSI Statement of Interdiction Principles “which commit participants to
establish a more coordinated and effective basis through which to impede and stop
WMD, their delivery systems, and related items” (U.S. Department of State 2023a). The
PSI countries commit to interdict transfers to and from state and non-states of
proliferation concern, develop procedures to facilitate exchange, strengthen national legal
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authorities to facilitate interdiction and take specific actions in support of interdiction
efforts (U.S. Department of State 2023b). To date, 107 countries have endorsed these PSI
principles.

e United National Security Council Resolution 1540

The U.N. Security Council passed Resolution 1540 in 2004, establishing the 1540
Committee to provide legislative guidance and technical support to UN member states
who agree to “refrain from providing any form of support to non-State actors to develop,
acquire, manufacture, possess, transport, transfer or use nuclear, chemical or biological
weapons and their means of delivery, in particular for terrorist purposes.” The resolution
has been reaffirmed on nine occasions, most recently on November 30, 2022, for an
additional 10-year period.

Notwithstanding the good work of the departments and agencies and these post-9/11
programs, there are gaps in the overall security picture. The ISPS code addresses the security of
the ships, terminal, and personnel but not the cargo they handle and transport. The U.S. Coast
Guard’s International Port Security (IPS) program, which is responsible for confirming
compliance with the ISPS Code, has never been adequately funded to carry out regular
inspections at the individual port facility level. CTPAT currently has more than 11,000 certified
partners that account for more than 50 percent of cargo (U.S. Customs and Border Protection
2023), by value, imported into the United States, but CBP does not have adequate staffing to
validate that the security measures of CTPAT members are reliable, accurate, and effective. They
are not able to conduct periodic audits of CTPAT certified partners. This makes it difficult to
distinguish between those companies who are making good faith efforts to implement supply
chain security best practices and those who are not. CBP’s Container Security Initiative is
operating in 61 ports and prescreens cargo manifests and other trade information for more than
80 percent of U.S.-bound maritime containerized cargo (U.S. Customs and Border Protection
2022) . Only a fraction of one percent of containers, however, are subject to non-intrusive
inspection at the overseas ports of loading. Upon arrival in a U.S. port, CBP typically inspects
just 3% of inbound cargo containers (Green Worldwide Logistics 2019). The selection of which
containers warrant such an inspection is based primarily on an algorithm developed to identify
high-risk shipments. In 2021, however, when the National Cargo Bureau conducted inspections
of 500 containers that are not traditionally inspected they found that 55 percent of containers
were out of compliance with safeguard regulations and 2.5% of inspected dangerous goods
containers were found to include misdeclared cargo that “represented a serious risk to crew,
vessel, and the environment.” (National Cargo Bureau 2020) Nine major containership fires
reported in 2019 were attributed to poorly stowed, undeclared or misdeclared dangerous cargo
(National Cargo Bureau 2020).

The post-9/11 programs to counter nuclear terrorism and proliferation launched by the
U.S. Department of Energy, Department of Defense, and Department of State also have
significant limitations. In the absence of non-intrusive inspection equipment that can identify
shielding, the stand-alone radiation portals that have been deployed at major seaports and border
crossing under the U.S. Department of Energy’s Second Line of Defense, MeagPorts, and
successor programs are not able to detect shielded radiological materials. Thus, criminals or
terrorists could use readily available materials such as lead to encase nuclear materials or a
weapon that might then be able to pass through a radiation portal without setting off an alarm.
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Interdiction efforts of suspected nuclear shipments that are pursued under the
Proliferation Security Initiative face the practical challenge of gaining access to the contents of
individual containerized cargo shipments once they are loaded aboard a container ship. When
containers are stowed, there typically is only 18-24 inches of space between them. They are
placed in stacks that can be 10 or more deep below and above decks, and as many as 20 across.
A boarding team has no practical way to gain access to an individual container while it is aboard
a vessel. Instead, the ship must come into a port equipped with a gantry crane to remove the
containers stacked on top of and around the suspected container. This may mean the ship must
divert to a port where the container can be safely offloaded. Consent of the state that has
registered the ship (flag state consent) or other permissions such as ship’s master or owner must
first be obtained. Consideration must also be given to liability if the cargo ship is significantly
delayed from its schedule.

UNSCR 1540 has played a helpful role in advancing the norm that UN member states
should independently and collectively work to reduce the nuclear terrorism risk. It calls for each
state to prepare a national implementation action plan, but these are done on a voluntary basis
and not all states have done so. The 1540 Committee can respond to requests for technical
assistance, but the Committee is not authorized to confirm compliance by member states. With
respect to preventing shipments of nuclear and other materials, the Committee has not yet
developed programs to guide member states on what they should be doing to mitigate the risk of
non-state actors transporting nuclear materials within their jurisdictions and across their national
borders. Nor has the Committee established a collaborative relationship with its fellow UN
agency, the International Maritime Organization, to undertake counterproliferation efforts in
seaports and within global shipping channels. Today, many developing countries simply lack the
resources and capabilities to prevent the transport of nuclear materials within and across their
borders.

To summarize, the authorities and programs that touch on ports, ships, cargo,
counterterrorism, and counterproliferation are spread across an array of U.S. departments and
agencies with varying levels of domestic and international reach. Individually and collectively,
these efforts have raised awareness, helped to advance global norms, engage international
partners, facilitate closer cooperation with the private sector, and have provided expanded
capacity for detection and interception of illicit nuclear materials. Yet all these efforts have been
advanced in an uncoordinated manner with uneven funding and staffing support to sustain them.
No one agency or department has been assigned to serve as the overall lead for detection and
interdiction efforts.’

83 THE RISK NUCLEAR TERRORISM POSES TO THE GLOBAL SUPPLY CHAIN

FINDING 8-2: A nuclear incident involving the global supply system would expose gaps
in the system’s security and lead to catastrophic economic consequences arising from
system-wide delays while new security measures were developed and deployed.

? The one attempt to develop a comprehensive approach to global supply chain security occurred during
the Obama Administration. After a two-year interagency process, the result was a strategy document (The
White House 2012) that only set very general goals such as calling for the integration of federal efforts
and enhancing coordination with the international community. The strategy did not provide for or lead to
any modifications or additions to the many programs launched in the aftermath of 9/11 to prevent the
movement of nuclear materials, technology, and expertise to hostile states and terrorist organizations.
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Highly dangerous materials continue to evade safeguards within the maritime
transportation system upon which the smooth operation of global trade flows depend. (National
Cargo Bureau 2020) Should a terrorist organization decide to put the current security measures to
the test by intercepting a container from a “trusted shipper” and inserting a shielded Radiological
Dispersal Device (RDD), it would be very difficult to detect the shipment in the absence of an
intelligence tip. If the RDD were detonated at an arrival port, the efficacy of all the post-9/11
port and container security measures would be called into question.*

Beyond the direct damage done by the nuclear device itself, the aftermath of a nuclear
incident would have widespread economic consequences. These consequences would arise from
the inevitable public anxiety that the incident would generate about the dangers posed by
uninspected cargo containers. Addressing this anxiety by physically inspecting all inbound cargo
containers would lead to supply chain gridlock. These inspections could not be done aboard a
loaded vessel at anchor or at sea, and suspect vessels might not even be allowed to dock and
unload uninspected containers so that they can be examined within a port. Under the
“Implementing Recommendations of the 9/11 Commission Act” of 2007, there is already a legal
requirement mandating 100-percent of U.S. bound cargo containers undergo non-intrusive
imaging and pass through radiation detection equipment prior to their being loaded overseas.
This requirement has been waived by the Secretary of Homeland Security at two-year intervals
since 2007, but there would likely be enormous public and political pressure to immediately
implement the law in the aftermath of a terrorist incident. One hundred percent inspections
would result in the kind of vessel backups that took place during the COVID-19 emergency with
the associated cascading global supply chain effects and impacts on worldwide economic
activity.

8.4 ENHANCING THE MEANS TO MONITOR CARGO SHIPMENTS

FINDING 8-3: Technologies are available to enhance supply chain transparency and the
means to detect contraband including nuclear materials. These improved methods include
non-intrusive inspection technologies and processing scanned images with the assistance
of Al and machine learning to better detect and intercept contraband to include nuclear
materials.

It is possible to adapt port facility operations to use non-intrusive inspection (NII)
technology to routinely scan all containers entering a port facility so as to confirm that the
contents do not pose a nuclear or radioactive risk to the terminal, ship and its crew (Bakshi,
Flynn, and Gans 2011).> Note, scanning for nuclear materials is part of the overall contraband

* By compromising a “trusted shipper” to send a compromised shipment to the United States, a terrorist
organization would expose the limitations of the Customs Trade Partnership Against Terrorism (CTPAT)
safeguards, the International Ship and Port Facility Security (ISPS) code, and the ability to CBP to target
a high-risk container at an overseas port under the Container Security Initiative protocol. If shielded, the
compromised shipment is likely to have evaded any radiation technology equipment deployed at the
original and arrival ports.

> When it comes to integrating NII equipment into port operations, terminal managers are in the best
position to address the operations management and system engineering issues. Embedding drive-
through portals into the terminal gate structure is relatively straight forward. Placing the equipment in
the container yard or quay-side to support the scanning of transshipment containers is a more
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identification process, along with other types of contraband. When a container triggers an alarm,
it can be transferred to a secondary inspection area to scan the contents by more sensitive NII
equipment. In most instances, this more detailed examination would resolve the concern in
minutes® and the container could then be cleared and transferred back into the container yard in
time to make its scheduled voyage. This additional scanning data could then be forwarded to
customs inspectors in the destination port to supplement their information.” In the rare instances
where alarms are not be resolved by the secondary inspection scanning, the appropriate protocol

complicated traffic management challenge, but not an insurmountable one since the images can be
typically collected in under a minute.

The logic of making this fundamental shift—from a default of no inspection to a default of
inspection—derives from the fact that in this case it is easier to prove a negative than a positive. That
is, in order for a container to pose a risk of nuclear terrorism, it would have to contain both radiological
material and shielding to prevent detection of that material so the goal is to determine that neither is
present. A radiation portal monitor can determine the presence of radiation, but the contents of the
container would need to be scanned in order to identify heavy metals with sufficient density that can be
provided by shielding to defeat radiation detectors. These metals would need to be lead or another
element with a high atomic number, generally referred to as “high-Z” materials. Accordingly, the use of
non-intrusive inspection (NII) could be largely automated. If a container driven through a radiation
detection and scanning portal had neither radioactivity or high-Z materials—and the overwhelming
majority of containers do not—it could be automatically cleared to be stored in the container yard or
transferred directly for loading aboard a vessel.

8 NII technology continues to improve to include new passive system technology first invented at Los
Alamos National Laboratory. The current version allows for automated alerts on radiological material,
material discrimination based on density and automated material identification alerts, and a machine
learning library that can support the continued refinement of algorithms to accurately interpret images.
The Generation 3 Multi-Mode Passive Detection System (MMPDS Gen3) is a product of Decision
Sciences International Corporation (Decision Sciences 2023).

"It is the ability to use NII data to “pull bits” instead of “pulling boxes” that can make it cost effective. In
the first comprehensive analytical and technical assessment of the operational impact of container
inspections in international ports, a 2010 study collected detailed data on the movement of more than
900,000 individual containers at two of the world’s largest international container terminals. bond
containers after those containers had been placed in the container yard (Bakshi, Flynn, and Gans 2011)
(Finklea 2020).

Since containers typically arrive two to three days before their voyage, by the time they are identified
for inspection by U.S. customs officials, they are almost always already sitting in a stack in the container
yard, waiting to be loaded on a container ship. Containers are typically stacked up to six high in most
major ports. This translates into the need to lift and move out of the way the containers on top of a
targeted container in order to transport it. Then the container must be placed on drayage to be carried to
the customs inspection facility, await scanning, and then transported back to the stack. The study The
project used these records as the basis for a simulation analysis that estimated the effect of a number of
inspection protocols on terminal operations. It determined that automatically scanning all containers upon
arrival would be more operationally efficient and cost effective than conducting targeted pre-loading
inspections of a very small percentage of U.S.-calculated that the cost of these inspection would average
$110 each and could create a significant backlog at the inspection facility if overseas officials were
directed to inspect as little as five percent of U.S.-bound cargo at any given time using the Container
Security Initiative protocol. Alternatively, the study found that automatically scanning all containers upon
arrival could be covered by a $15 per container Terminal Security Charge.
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would be for officials in both the loading and destination ports to be alerted® and the container
moved to a secure holding area where its contents could be inspected by local officials or in
collaboration with the Container Security Initiative team that the United States has deployed
overseas.” Any breaking of the container seal to gain physical assess to the container’s contents
would only be done by authorized inspectors.

8.5 DETECTION AND INTERDICTION AT PORTS OF ENTRY

FINDING 8-4: The efforts to detect radiological and nuclear material entering into the
United States remain almost exclusively at official ports of entry despite the ongoing risk
that criminal and terrorist organizations may move this material along traditional and new
smuggling routes.

Detection and interdiction efforts at official ports of entry and commercial ports remains
the nearly exclusive focus of current efforts to find potential inbound radiological and nuclear
materials. This is true even though small groups or even a single individual could transport IND-
and RDD-relevant materials. Personal smuggling would probably appeal to terrorists who want
to retain direct possession of the material to construct and use a weapon within the United States.
Therefore, illegal means of entering the country at a location between official ports of entry
represents a threat vector that deserves stepped-up attention.

The difficulty of comprehensively monitoring the vast and diverse national boundaries
between official ports of entry are manifold and well known. For the United States, much of
these “frontier” regions are remote and characterized by rugged, difficult to navigate terrain
where law-enforcement staffing is very sparse. Despite these challenges, there are longstanding
efforts to prevent drug and human trafficking and other contraband along illicit maritime, air, and
land transit routes and as a part of border control efforts outside legal ports of entry. These
counter-smuggling efforts position federal, state, local, and tribal law enforcement agents to play

¥ Another way to minimize the impact on cargo handling by port-of-loading inspections is to have
inspections that support the interception of contraband such as drugs, currency, or counterfeit goods be
done at the port of arrival. Contraband that does not pose a direct threat to the safety of the terminal or the
vessel transporting it, does not need to be interdicted before loading. Furthermore, the laws defining
contraband are not universal which translates into goods being potentially legal in the exporting
jurisdiction even though they are illegal in the importing jurisdiction. Accordingly, the appropriate locus
of non-nuclear contraband enforcement is at the port of arrival where customs officials can use the risk
management tools normally available to them, augmented by the additional data provided by the non-
intrusive image captured at the port of loading.

? Beyond deploying equipment to routinely collect images of a container’s content, port operators
should also put in place the secure data management processes that can support the automatic transfer
of NII data to officials who may be interested in reviewing it. The objective should be for this data to
be shared as soon as it is collected. Rapid sharing assures that government agents can exercise
oversight of the port operators or (more likely) the bonded third-party entities that operators contract
with to manage the on-the-ground container screening process. Having direct access to the data would
also allow government inspectors to examine images of cargo in advance of loading that they have
determined might pose a high-risk. In this way, they could resolve their concerns without needing to
alert the port operator or even the local government. In the case of contraband, they may also decide to
allow the container to move through the supply system unmolested to gather intelligence and secure
evidence of trafficking without alerting the criminal conspirators.
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a frontline role in nuclear counter-terrorism efforts. To be successful agents would need ongoing
training and access to specialized equipment to allow them to identify and safely handle
radiological and nuclear materials.

RECOMMENDATION 8-1: The United States should lead an international effort to
enhance security across all elements of the global supply system by building on the
post-9/11 transportation and cargo security programs and deepening international
and private industry cooperation. Agencies and organizations involved with this
effort should include the United Nations 1540 Committee, the International Maritime
Organization (IMO), DHS to include USCG and CBP, DOS, NNSA, and IAEA.

Countries and industry require uniform global standards and procedures to ensure
legitimate trade and transportation systems are not being used to move prohibited nuclear
materials and contraband. The international arrangements for putting in place a system-wide
approach to achieve this uniformity are largely in place.

Under the UNSCR 1540 mandate, member states are required to develop and maintain
“appropriate effective border controls and law enforcement efforts to detect, prevent, and combat
... the trafficking in nuclear, chemical, or biological weapons and their means of delivery.”
However, without the means to routinely monitor the commercial goods and conveyances that
transit through and depart from their jurisdiction, states cannot meet this obligation. The UN
1540 Committee is tasked with engaging relevant international organizations and forging
effective partnerships with the private sector and industry so as “to support national and
international efforts to meet the objectives of the resolution.” Accordingly, the 1540 Committee
would be well within its mandate to work with the International Maritime Organization (IMO) to
incorporate new requirements into the International Ship and Port Facility (ISPS) Code.
Similarly, close collaboration between the IMO and the 1540 Committee to prevent the nuclear
materials smuggling would be fully consistent with the maritime shipping safety and security
imperative that drove creation of the ISPS Code; i.e., to “establish the new international
framework of measures to enhance maritime security and through which ships and port facilities
can operate to detect and deter acts which threaten security in the maritime transport sector.”
Such cooperation would provide the 1540 Committee with a means to further member state
compliance with the 1540 mandate and the IMO and would provide guidance to meet the
mandates on the ISPS Code, while at the same time enhancing security at maritime borders
worldwide.!'”

10 Specifically, the guidance contained in part B of the ISPS Code should include recommended practices
for ensuring cargo entering port facilities does not pose a nuclear risk to the ships and crews transporting
that cargo. This would have the constructive result of making the maritime industry a full-security partner
in bolstering cargo security while simultaneously establishing common standards for the entire global
maritime transportation system. The principal tenet of this part B guidance should be that port facilities
should confirm before cargo is loaded aboard a ship, that it does not possess a nuclear and radiological
device or materials This approach would also bolster forensic capabilities to more surgically identify
where breaches to security may have occurred. That is, in the event of a scenario where a terrorist targets
the global supply system itself as a critical infrastructure with the goal of generating mass disruption and
the associate economic consequences, universal cargo scanning would support isolating the source of the
attack and quickly allowing the operations of other cargo and conveyances by being able to confirm they
pose a low risk of follow-on attacks.

Prepublication Copy
100



Detection and Interdiction Efforts Within and Outside the Global Supply System

The U.S. Department of State and the U.S. Coast Guard should take the lead in linking
the currently disconnected global counterproliferation mandate set by UN Security Council
Resolution 1540 and the global port security requirements embedded in the International
Maritime Organization’s ISPS code to advance universal cargo scanning to detect prohibited
nuclear materials at ports of loading. Shipping companies and marine terminal operators who
directly handle most of the world’s maritime containers should also be enlisted as full partners.!!

With the technical support of the International Atomic Energy Agency and the National
Nuclear Security Administration, the U.S. Coast Guard, the U.S. Department of State should
work to have the IMO incorporate, within Part B of the ISPS Code, recommended guidance for
uniform, performance-based standards for non-intrusive inspection (NII) and radiation detection
equipment to be used in marine terminals. These agencies should also provide guidance to port
industry partners on how data collected by the NII equipment can be securely shared with
government inspections officials at both the port of loading and the port of arrival if requested.!?
Artificial intelligence and machine learning capabilities are reaching a level of maturity to
routinely match cargo manifests with scanned images, and thus reduce false-positive rates.

RECOMMENDATION 8-2: DOJ, FBI, DOE, and DHS, with support from the U.S.
Department of State, should continue to deepen ongoing international law enforcement
cooperation and intelligence sharing to counter nuclear smuggling efforts along illicit
transit routes and between legal ports of entry. These agencies should also ensure that
federal, state, local, tribal and territorial (SLTT) law enforcement agents involved in
interdiction and border control efforts receive on-going nuclear detection training and
have ready access to specialized equipment, expertise, and the means to handle
radiological and nuclear materials safely.

Criminals and terrorist organizations that face enhanced security measures within the
legitimate flows of global trade and the transportation conveyances will adapt by engaging in
cross-border smuggling outside those flows. Countering that evolution will require more closely
coordinated detection and interdiction efforts by law enforcement authorities between
jurisdictions where weapons and materials may originate and the adjacent transit countries
(Finklea 2020; Jancsics 2021).

' Eight large companies handle and transport more than half of the containerized cargo worldwide to
include virtually all the major ports and most smaller regional ports. These companies adopt standards of
safety and security that are consistent across all their port terminal operations and that in most cases
exceed the minimum standards outlined in various international instruments. Most importantly, their
operational capabilities and global presence makes then best suited to cost effectively and efficiently
implement security requirements that enhance the ability to detect and intercept dangerous materials.

12 Partnering with industry should include authorizing bonded-third parties to work with customs
inspectors to address and resolve alarms generated by the NII equipment when they occur. Authorization
also should be provided for leveeing of a security fee for industry partners to recover the cost of their
implementing these actions as a part of the authorized Terminal Security Charge that supports
investments to comply with the ISPS code.

As this comprehensive approach is put in place, an interagency working group that includes NNSA,
DHS’s Countering Weapons of Mass Destruction Officer (CWMD), the U.S. Coast Guard, and CBP,
should design and conduct exercises that can support identifying gaps in the transportation and cargo
security measures as well as test the response and recovery to an incident. Industry partners should be
included, facilitated by non-profit organizations such as the National Cargo Bureau.
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Light Damage Zone Beyond LDZ
(LDZ)

« Nearly all windows shattered and
damage to building facades.

« Some, mostly minor, injuries
from flying glass and debris
that are highly survivable even
without immediate medical care

* Windows broken and doors blown
in primarily on the side facing
the blast

* Few, generally minor, injuries
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Detonation
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FIGURE 9-1 Blast damage zones after a 10 kT detonation. The response and recovery will be different

for each zone, including degrees of assistance and timing with which first responders can arrive. Varying
sizes of blast zones are shown in Figure 2-1.

SOURCE: Federal Emergency Management Agency 2022.
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9
Response and Recovery to Nuclear Incidents

BOX 9-1 Summary

Emergency preparedness, including preparations for a nuclear or radiological event, is almost
entirely dependent on local, state, and regional authorities, who have the primary responsibility to
protect the population within their jurisdiction. However, in a nuclear emergency key information,
support, and rare expertise can come only from Federal resources. Governors and mayors are generally
not adequately trained or equipped to respond to a nuclear or radiological event. Additionally, they are
confronted with competing priorities that make it difficult to devote the attention required to prepare for
this kind of low-probability/high-consequence threat. The coronavirus pandemic exposed the disparate
capabilities that exist across the nation’s local and state jurisdictions as well as significant shortcomings
in coordination among federal, state, local and tribal authorities in an extended public health
emergency. Emergency management, like the U.S. public health system, operates primarily under the
purview of governors, county commissioners, and mayors for which the federal government plays a
support role. For a nuclear incident, consequence management and recovery have the added burden of
trying to manage an incident in the face of widespread fear. This is compounded by the dangers
associated with traditional media potentially broadcasting inaccurate information in its early reporting,
alongside social media providing channels for pervasive disinformation and misinformation. An
adequate response to a nuclear or radiological incident requires enhanced coordination of emergency
management response protocols across all levels of government and strengthened information
dissemination tools for providing trusted, accurate, science-based information and techniques. Nuclear
response starts with the all-hazard building blocks but has scenario-specific nuances that require
specialized capabilities and training. Significant new investments in resources will have to be made to
develop and sustain adequate nuclear incident response and recovery capabilities at the local and state
levels.

Highlights

e Renewed focus needs to be applied to preparing for nuclear incidents, domestically and
internationally, to include updated protocols and technologies.

e A general lack of understanding of radiation and health aspects of nuclear and radiological
events, especially when combined with misinformation, disinformation, and mal-information,
will significantly complicate response and recovery efforts.

e There are continued shortfalls in local, state, and regional emergency management capabilities,
particularly in trained and experienced personnel, for responding to and recovering from
nuclear and radiological events.

e Given these limited capabilities, the private sector (including social media companies), non-
profit organizations, and civil society should be more deeply integrated into plans and exercises
for responding to and recovering from nuclear and radiological incidents.

9.1 CURRENT RESPONSE CAPABILITIES

FINDING 9-1: Over the past decade, training capacity and response capabilities have
stagnated due to insufficient funding and planning resources.
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For a government to be resilient in the face of the nuclear terrorism threat against the
homeland, or after a nuclear terrorist attack, preparation and planning measures must be
regularly updated. Government officials at all Federal, State, local, tribal and territorial levels
(FSLTT) must be continuously educated about the threat landscape and their responsibilities for
providing the necessary emergency management resources and capabilities.

In the wake of the 9/11 attacks, the potential for a terrorist attack involving detonation of
a nuclear or radiological device without prior warning commanded a great deal of attention and
concern. While state and local planning capacity for a nuclear incident after 9/11 was increased,
that capacity has since deteriorated due to significant reductions in funding and planning
resources (Bentz 2022). Even where there are plans in place, the number and level of exercises to
test those plans and bolster local response capabilities has decreased. In the limited instances
where local exercises include a radiological/nuclear scenario, the central focus tends to be on
development of individual responder skills (equipment maintenance, calibration, interpretation of
readings, and other technical responsibilities) rather than on how all the various parts of the
response system would operate together. This translates into state and local authorities with
limited exposure to the kinds of issues that large-scale exercises would facilitate such as
discussions of mitigation measures, plans for cleanup, and large-scale mapping of contamination
zones. It is also rare for radiological emergency exercises to incorporate the likely follow-on
disruptions expected in a real emergency nor do they consider the myriad challenges associated
with recovery.

For a society to be resilient in these circumstances, government readiness should not be
the only metric. A society needs an educated and informed citizenry who can prepare themselves
in advance, in order to be more resilient after such an attack. This is best guided by a concerted
education campaign that presents a pragmatic explanation of the risks and helps the general
population to understand what they must do after an attack to safeguard themselves and their
families. Domestic education programs for these two primary audiences (FSLTT officials and
the general population) must be complementary to maximize the nation’s readiness and
resilience. Further, it is important to consider pre- and post-attack education as distinct topics.

FINDING 9-2: Updated protocols and technologies, including forensics, are needed to
support pre-event warning and to respond to an announced or threatened use of a nuclear
device. Current protocols and technologies are not keeping up with emerging technologies.

The response capabilities following a pre-event warning of a nuclear attack on the U.S.
homeland, U.S. interests overseas, and treaty allies do not yet take advantage of various emerging
technologies, including smart technologies enhanced by Artificial Intelligence (Al) and Machine
Learning that could be harnessed to upgrade the existing indicators and warning systems (PANO
2022).

Countermeasures includes diagnostics/forensics to support attribution in the event of the
threat of a nuclear attack (e.g. blackmail) or in the aftermath of an attack. A capable and
“advertised” nuclear forensics program can play a deterrent role. The federal post-detonation
nuclear forensics program collects data and samples and contributes to weapon or device
attribution. Recently a National Academies of Sciences committee reviewed the forensics
program and made a number of recommendations to strengthen it (National Academies of
Sciences 2021). This committee concurs with those recommendations.
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Preparing to respond to terrorist’s announced/threatened use of a nuclear weapon or
device has been a significant component of the NNSA’ Nuclear Emergency Support Team
(NEST)’s Joint Technical Operations Team (JTOT) program since its inception (Tilden and
Boyd 2023). NNSA has developed a variety of tools and techniques to search for, diagnose,
assess, defeat, transport, dismantle, and attribute nuclear devices while retaining chain-of-
custody control to facilitate subsequent legal action. The formal pre-detonation forensics
program contributes to weapon attribution facilitated by intelligence-informed databases of
weapon characteristics. The NNSA laboratories have expanded their efforts to understand how
an Improvised Nuclear Device (IND) could be designed using non-traditional materials in order
to develop appropriate countermeasures.

In the event of the actual employment/use of a weapon, the United States maintains a
capability to respond to a nuclear weapon or RDD detonation. These capabilities include
NNSA’s NEST and programs developed by DOD, FEMA and CDC. Efforts have been made to
establish a whole-of-government (i.e. federal, state, local) approach to addressing public health
concerns and providing population movement recommendations in the detonation zone and
adjacent areas.

9.2 MESSAGING DURING NUCLEAR INCIDENT

FINDING 9-3: A general lack of understanding of radiation and health aspects of nuclear
and radiological events, especially when combined with misinformation and disinformation
(MDM), could significantly complicate response and recovery efforts. Maintaining a
sufficient number of well-trained, trusted nuclear experts at the State and local levels will be
essential to manage public communications during the response and recovery efforts of an
impacted community.

There are significant challenges to informing and instructing the impacted and wider
populace in the immediate aftermath of a nuclear event. Efforts to provide warning and
lifesaving information for a nuclear incident have not kept pace with emergency information
systems that have been developed for other disasters. For example, National Oceanographic
Atmospheric Administration (NOAA) maintains separate warning systems for tsunamis,
tornados, and hurricanes and the U.S. Geological Survey (USGS) is developing embryonic early
warning system for earthquakes. Natural disasters happen with such frequency they are the
primary focus of exercises and allow crisis managers to gain familiarity with what they should
do when these disasters occur. This is not the case with nuclear/radiological events where the
absence of a previous attack, and its low probability, makes preparing, exercising, and
communicating in ways that will save lives and facilitate recovery very difficult.

In the event of a nuclear or radiological attack, government officials and the public are
likely to be unfamiliar with where they can go to get reliable information to include even the
most rudimentary guidance such as whether to shelter in place or to evacuate. Those living near
an attack site are likely to have severely disrupted communications capabilities, adding another
challenge to information dissemination. This is fertile ground for the kind of harmful
consequences associated with MDM that could be spread over social media, as was evident
during the COVID-19 pandemic. Countering any MDM will take a substantial investment to
develop a prophylactic “counter disinformation” capability to ensure a coordinated response that
nimbly provides authoritative/trusted information. During the Fukushima Daiichi Accident and
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response, the spokespeople had backgrounds in food, epidemiology, health and medicine, and
environmental expertise. They provided critical technical information to decision makers,
responders, and the impacted communities alike. Such programs must be established,
maintained, and exercised prior to a nuclear incident to avoid or minimize the MDM challenge.
Countering disinformation will require utilizing all mechanisms (radio, TV, social media) to
communicate authoritative/trusted messages and establish techniques to counter MDM.

BOX 9-2 Immediate Messaging

Joseph Pfeifer and James Schwartz were first responders on 9/11. Chief Pfeifer was the first fire
battalion chief to arrive at the World Trade Center. Responding with members of Engine 7 and Ladder
1, he implemented a command center in the North Tower’s lobby. Under Chief Schwartz, the Arlington
County Fire Department led the Unified Command effort to the attack at the Pentagon.

When discussing the necessary and immediate messaging in response to a nuclear incident, they
gave the committee this simple and meaningful advice.'

“In an active shooter incident we tell the public to run, hide, fight. Well, what are we going to tell
the public to know for an IND (improvised nuclear device)?

And what we thought about was again 3 words, and I throw this out [...] to all of you [...] well,
what about,

Hide?
Help?
Go?

The first is hide, to go inside. Help each other, because the first responders aren’t coming, at least
initially. And then, when directed, go, move out of the area.

So Hide, Help, Go.”

Radiological Operations Support Specialists (ROSS), are experts in radiological and
emergency response who provide technical expertise to state, local, tribal, and territorial (SLTT)
jurisdictions (Irwin 2022). This FEMA-led program, first piloted in nuclear detonation exercises
in 2014, gathers and interprets data to assist decision making and provides information about
available federal assets to the SLTT first responders, key leaders, and decision makers. FEMA
provides public affairs and National Incident Management System (NIMS) training to these
nuclear Subject Matter Experts (SME) so that they can operate effectively during an emergency.
Maintaining a sufficient number of well-trained nuclear experts who can be readily available for

! Written materials submitted to a study committee by external sources and public meeting recordings are
listed in the project’s Public Access File and can be made available to the public upon request. Contact
the Public Access Records Office (PARO) at the National Academies of Sciences, Engineering, and
Medicine for a copy of the list and to obtain copies of the materials. E-mail: paro@nas.edu.
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SLTT organizations to draw upon will be key to getting timely and accurate information directly
to an impacted community.

9.3 STATE, LOCAL, TRIBAL AND TERRITORIAL CAPABILITIES AND NEEDS

FINDING 9-4: There are continued shortfalls in state, local, tribal, and territorial (SLTT)
and regional emergency management capabilities for responding to and recovering from
nuclear and radiological events. Given these limited capabilities, state and local authorities
would benefit from more closely integrated efforts by the various federal departments and
agencies, as well as a central repository to provide support before, during, and after a
nuclear incident. Achieving this integration will require strong leadership at the White
House level.

Current and past strategies for managing a nuclear incident have focused almost
exclusively on the immediate alert and preparing for just the first minutes of response. As this is
clearly insufficient, efforts are underway to develop response capacity for at least the first 72
hours following an event. The updated Nuclear Detonation Planning Guide (Federal Emergency
Management Agency 2022), provides 72-hour guidelines (Federal Emergency Management
Agency 2023). There are also 100-Minute Guidelines (U.S. Department of Homeland Security
2021), and National Council on Radiation Protection and Measurements guidelines for
volunteers and non-radiation workers.(National Council on Radiation Protection and
Measurements 2022a)* (National Council on Radiation Protection and Measurements 2022b).3
Additionally there are training videos that provide public and responder education (U.S. Center
for Disease Control 2023),* and a variety of public health training courses developed by the

2 The National Council on Radiation Protection and Measurements (NCRP) has recently issued two
Statements addressing volunteers and non-radiation workers that have not been previously covered in
other NCRP reports. NCRP Statement #14 provides recommendations for maintaining the readiness of
radiation detection equipment retained by municipal, county, and state entities, including fire services,
law enforcement, emergency management, public health agencies, and hospitals. A three-tiered, mission-
oriented approach is described, which allows users to attain confidence in their equipment while working
within available funding and personnel resources. It recognizes that a functional instrument, even if not
formally calibrated, can still support certain missions during a large-scale emergency and is preferred to
an absence of instrumentation.

3 NCRP Statement #15 recommends a tiered approach for respiratory protection for a subgroup of
emergency workers, including public health and mass care workers and volunteers, who may be at risk of
an inhalation or incidental ingestion hazard generated by arrival and movement of potentially
contaminated people. Workers and volunteers will be involved in assisting the displaced population with
evacuation, screening and decontamination at community reception centers (CRCs), mass care at public
shelters, and referrals for medical, relocation, and other services outside the affected area. Respiratory
protection standards and guidelines that are suitable for occupational exposure scenarios will be difficult
to implement for all workers who will be interacting with and providing services to potentially
contaminated people. Unlike the medical response to mass casualties or crises, there is currently no
equivalent provision for “crisis standards of care” when it comes to addressing the health and safety needs
of this group of emergency workers. Lack of guidance and potential confusion about acceptable
approaches to protect their health and safety can impede emergency response operations.

4 An example of this is the efforts CDC has put into creating animated videos[5] to address 1) shelter in
place during a radiation emergency that highlights how shelter in place would be different for a radiation
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Center for Disease Control and Prevention (Center for Disease Control and Prevention 2022)°
that are available to the SLTT response community.

These training efforts are commendable but would be more useful if they were
incorporated into a central repository where the full range of information needed by SLTT
responders and authorities could be accessed. A central repository would have to be managed
initially at the White House level by a designated individual or interagency group but should
eventually be turned over to a lead federal agency such as FEMA or the CDC. HHS maintains
Radiation Emergency Medical Management (REMM), but REMM does not have an overall
strategy for creation of information and capabilities. A commitment to long-term funding will be
needed to train responders/receivers in these integrated protocols. In addition, there needs to be a
sustained, focused examination on roles and responsibilities connected with transitioning from
response to recovery. This has yet to be done in any systematic way. The United States has been
through enough large-scale catastrophes to develop an understanding of what is involved in crisis
response and what is required to have a successful post-disaster recovery. Capturing this
knowledge would provide the basis to update national strategies for radiological or nuclear
emergency response and recovery.

Following an attack, prompt post-event actions are necessary to communicate risk
information, save lives, support forensics, and guide recovery. These actions include:

e Partnerships. A response to a nuclear or radiological emergency places a premium
on effective coordination and collaboration among local and state authorities and
federal and regional-based partners.® National planning scenarios, and the
development of matrices and annexes that outline national CBRN response
capabilities are foundational to identifying the roles and responsibilities of each
partner. Enhanced preparedness requires moving from planning scenarios to
conducting major exercises, and analyzing the outcomes to identify any gaps in
capabilities, tools, training, and organization. The actual decision makers for a real
event, i.e., governors, county commissioners, mayors and other state and local
officials with delegated authorities, should participate in these exercises. This will
provide a basis for determining which entities are best suited to perform which
critical functions within a state, county and municipality. Importantly, managing a
nuclear emergency should draw on extant capabilities that are used in more
commonly-occurring disasters; e.g., floods, wildfires, hurricanes, etc. Additionally,
the knowledge derived from radiological and nuclear preparedness planning,
particularly with respect to informing regional and national collaborative efforts, can

emergency compared with shelter in place instructions during COVID, 2) exposure versus contamination
in the radiation world that explains the difference between exposure and contamination and highlights the
differences with COVID, and 3) understanding Potassium lodide, clearing some of the misconceptions
about its use (specifically those arising from the conflict in Ukraine). animated videos can be found at
https://www.cdc.gov/nceh/radiation/emergencies/protectiveactions.htm.

> CDC is piloting a new training course titled “Applied Course for Public Health Decision Making in a
Radiation Emergency” specifically designed for the public health community that uses a holistic approach
to emergency preparedness and response.

® These partners can include the Federal Bureau of Investigation (FBI) Stabilization Teams, the FBI
WMD coordinator, Department of Homeland Security field partners, Department of Energy (DOE)
Radiological Assistance Program teams, DOE national labs, state Radiation Safety Offices, state and
regional hazmat teams, state-level law enforcement, and others.
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enhance integrated response capabilities and recovery efforts for major natural
disasters. Establishing ongoing and productive partnerships centered on an all-hazard
approach is a crucial element in achieving effective preparedness.

e Procurement and Supply Chain. Maintaining large inventories of nuclear response
equipment (e.g. monitoring equipment, personal protective equipment (PPE), medical
supplies, and dosimeters) in every community is not practical. As such, repositories
of these resources maintained at the national and regional levels is more practical, but
places a premium on rapid distribution to impacted areas when they are needed.
Supply chain management would be an important element of establishing and
managing such repositories. As the COVID-19 pandemic highlighted, many supply
chains depend on foreign or single-source suppliers and are susceptible to disruption.
Supply chain management to include the identification of vulnerabilities and
implementing approaches to addressing them, (e.g. preserve PPE, accelerate
distribution, and pivot to allocation) is critical to ensuring an effective nuclear
incident response.’ The relevant government agencies who procure the equipment
must make their requirements clear and provide for emergency suspension or waiver
of any rules or statutes, e.g., the Jones Act. Risk matrixes to help decision makers
deal with supply chain disruptions, without generating unintended consequences, will
be needed as will effective information sharing protocols.

e New medical diagnostics and countermeasures. The combination of innovative
medical diagnostics and treatments for radiation exposure can save many lives that
would be at risk even when excellent preparedness efforts lead to timely rescue from
an area impacted by a nuclear detonation. Given the large number of casualties, an
integrated clinical diagnostics system to enhance surge capacity is needed. One
example would be to apply basic hematology techniques and lymphocyte depletion
kinetics alongside dicentric assessments and other novel dosimetry methods in a
tiered triage approach so limited resources and time-consuming analysis can be
focused on those in most dire need of treatment. Similarly, a combination of existing
medical countermeasures and advanced treatments such as nucleic acid amplification
and cell therapy for radiation injuries should be used in a tiered approach given the
potential for large number of patients, the time-sensitive nature of the treatment, and the
limited number of trained medical providers (Coleman et al., 2013). These diagnostic
and therapeutic elements should serve as the foundation of a national concept of
operations (CONOPs) to integrate and sustain capabilities across the government and
private sector (U.S. Department of Health and Human Services 2023).

9.4 COMMUNICATIONS AFTER A NUCLEAR INCIDENT

FINDING 9-5: Existing approaches for managing and disseminating trusted, accurate,
science-based information in response to nuclear and radiological incidents are not adequate.

7 A negative element within every response is the subset of citizens who cash in on the vulnerability of
the public during a disaster. Updated strategies should address the need to combat various forms of
profiteering when there is a sudden surge in demand and the legitimate supply chain cannot quickly ramp
up. The public is particularly vulnerable to a shortage of needed supplies, such as personal protective
equipment, that can be misrepresented or counterfeited. During a crisis, monitoring and prosecuting such
cases becomes difficult to prioritize.
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The erosion in public trust in government could hamper the effective communication of
public health and safety guidance in times of crisis.

There are nascent steps in considering social media and other alternative information
pathways when advising the public on what to do during a nuclear or radiological incident, but
these are not as engrained in the public’s mind as long-standing approaches. Moreover, weapons
of mass destruction (WMD) policies and operational planning for the federal government date
back many decades and are exercised with state and local counterparts only in a limited way.
These policies and plans were not designed to counter misinformation, disinformation, and mal-
information (MDM), endemic in today’s environment.

Overall, the individual citizen has not factored into response planning since civil defense
measures were abandoned in the mid-20" century. In the aftermath of a nuclear incident,
however, individual citizens must determine: (1) whether they shelter in place or evacuate, and
by what route, when they receive warning of an imminent attack; (2) which sources of
information they will listen to for guidance; and (3) how comfortable they are about returning to
an area that they had to leave because of radiation exposure. Waiting until there is incident to
provide lifesaving information to the public is a prescription for disaster. The appropriate
planning approach is to embrace the tenet that only an “informed public” will be in a position to
make sound decisions following a nuclear incident. Preparedness efforts should place an
emphasis on public awareness and education efforts. This will require taking response plans off
the shelf and getting them into the hands of local decision makers and the general public. One
model for such an approach is to replicate on a much wider scale the kind of guidance, testing
and exercises that are done with residents and local officials who are located in the vicinity of
nuclear power plants.

Communicating public health threats and harm mitigation strategies must take into
account cultural, language and technical barriers that may interfere with the ability of vulnerable
populations to understand and act on that information. For instance, these populations may have
limited access to broadband, which limits the reach of digital-based sources of emergency
preparedness, response, and recovery information. Analyzing and addressing the barriers for
diverse populations to comprehend and effectively use information is a prerequisite to any sound
community engagement effort for advancing nuclear and radiological preparedness.

In the absence of readily available federal guidance, states and local leaders will make
their own decisions. This underscores the need for a flexible response framework that enables
states to make wise independent decisions while working alongside federal planning and
response efforts. Since the State Radiation Safety Control Program is typically responsible for
managing radiological emergencies in most states, it is essential to integrate these offices into
federal planning activities. The State Radiation Control Program operates under the umbrella
organization known as the Conference of Radiation Control Program Directors (CRCPD)
(Conference of Radiation Control Program Directors 2023), which serves as a convenient
centralized resource to access state programs and their experts. While the Environmental
Protection Agency (EPA), Centers for Disease Control and Prevention (CDC), and Department
of Energy (DOE) routinely provide funding for various advisory and technical initiatives, the
current collaboration with CRCPD, often ad hoc, relies on relationships rather than a
programmatic structure.
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9.5 RECOVERY FROM A NUCLEAR INCIDENT

FINDING 9-6: Medium- and long-term plans for any impacted areas are inadequate to
recover from nuclear and radiological attacks on the U.S. homeland and abroad. Prior to a
crisis, nuclear and radiological hazards must be understood to prioritize response and
recovery actions, particularly those requiring time-sensitive decisions. To date, there is no
consensus among federal, state, and local authorities on standards for radiation cleanup and
area rehabilitation, possibly impeding a “return to normal” for an affected community

Beyond preparing for the immediate response, there must also be plans and capabilities to
manage the transition from response to long-term recovery to contain and restore an impacted area
after a nuclear or radiological attack. Prior to a crisis, state and county officials and responders
must understand nuclear and radiological hazards to prioritize response and recovery actions,
particularly those requiring time-sensitive decisions. The goal should be to ensure that local and
state leaders have a sound framework for decision-making. Disadvantaged populations need
particularly attention as the vulnerabilities and the need for external support will be greater. An
effective whole-of-community approach to preparedness should include the trusted interlocutors,
such as community non-profit organizations and faith leaders, for marginalized groups.

Internationally, while the United States consistently offers its assistance, such as during
the Fukushima incident, there are not adequate plans to guide how an impacted state or
municipality could accept and utilize assistance from international partners. Part of the challenge
is the lack of knowledge regarding the specific nature of the assistance and the difficulty of
planning for its integration into local and state responses. The International Atomic Energy
Agency (IAEA) Response and Assistance Network (RANET) is a well-organized resource that
could help address this significant challenge.

There are plans and capabilities in place to support a U.S. response to a nuclear incident
overseas. This includes the International CBRN Response Protocol that spells out the roles and
responsibilities of the relevant federal departments and agencies for nuclear or radiological
response overseas. Long-term support to allies for recovery will be managed through the
established mechanisms within the relevant federal departments and agencies, particularly the
U.S. Departments of State and Commerce.

Within the national borders of the United States, there have been many lessons learned
from the February 2023 East Palestine, Ohio rail disaster, the COVID-19 pandemic, civil unrest,
and climate-related catastrophes of mega wildfires, hurricanes, floods, and tornadoes. While
Americans are typically good at managing the life and safety issues associated with disaster,
recovery efforts are too often developed on the fly and as a result, are poorly conceived and
executed. Plans and protocols to transition from disaster response to recovery should be
improved or developed where they do not exist. For instance, there are often plans in place for
evacuating neighborhoods or a region, but no formal planning for returning residents to impacted
areas. The transition from an emergency to “normal” conditions requires considerable time and
effort and needs ongoing public communications. A nuclear or radiological incident will involve
particularly challenging and largely unsettled issues associated with post-event cleanup. Today
there is still no consensus among federal, state, and local authorities on standards for radiation
cleanup and area rehabilitation. This will likely serve as a major impediment to a “return to
normal” for areas affected by contamination.
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9.6 AN ALL-OF-SOCIETY APPROACH

FINDING 9-7: Significant roles exist for the private sector (including social media
companies), non-profit and faith-based organizations, and civil society, in responding to
and recovering from nuclear and radiological incidents. All have incentives to speed up the
recovery process by providing assistance.

The value that volunteers from the community, the surrounding region, and the country
can provide should not be underestimated. For a major disaster, there are never enough available
professionals to meet all the needs of the impacted populations. Plans that anticipate and
embrace volunteers throughout the disaster cycle are instrumental for successful response and
recovery. Operational planning needs to account for the role of volunteers and factor in what
assistance they can provide. Community associations, faith-based organizations, and other local
volunteer organizations should be part of the planning process. Additionally, representatives
from these groups should be invited to participate in exercises and professional conferences to
bolster an understanding of the role and capabilities they can bring to bear. Nongovernmental
organizations and private sector leaders should be consulted during planning and exercises and
throughout a nuclear/radiological emergency. The National Alliance for Radiation Readiness
(NARR) is an important organization representing practitioners in the field of radiation readiness
including state and local public health practitioners, elected officials at the state and local level,
and first-responder/first-receiver groups.

Inevitably, there will not be enough highly skilled and equipped teams like DOE’s
Radiological Assistance Program (RAP) team, EPA’s Radiological Emergency Response Team
(RERT), and the National Guard Weapons of Mass Destruction Civil Support Teams (CSTs).
Thus, plans that incorporate volunteers are essential for a successful response and recovery.

RECOMMENDATION 9-1: FEMA should reinvigorate a dynamic, comprehensive,
and inclusive exercise regimen, in coordination with the Federal Radiological
Preparedness Coordinating Committee (FRPCC) and with guidance and oversight
from the NSM-19-established council of leadership. This should include fully utilizing
the FRPCC (Federal Emergency Management Agency 1996; Nuclear Regulatory
Commission 1973) in its capacity as a national-level forum to develop and coordinate
radiological prevention and preparedness policies and procedures.

Planners need to insert unscheduled crises into the normal exercise cycle that challenge
senior decision makers to grapple with multiple emergencies at once while responding to a
radiological emergency. Training protocols can be designed to assist practitioners in dealing with
dynamic situations where there is considerable uncertainty about outcomes. Exercises can
include identifying gaps in available capabilities for which decision makers will need to develop
potential workarounds. Businesses with advanced supply chain capabilities could provide helpful
insights and should be included in exercises and training.

Online tools and local websites have been developed by many state emergency
management agencies and regional preventive radiation and nuclear detection focus groups.
These tools and websites should be used and assessed during exercises along with training that
incorporates lessons learned to improve crisis response. Each exercise is also an opportunity to
educate the participating leaders and the local community and should include a strong public
affairs component. By thoughtfully engaging traditional and social media this public affairs
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outreach can provide subject matter familiarization and important information and guidance to
local community members that will be lifesaving during an actual event. It can also provide
reassurance to the public that their elected leaders are engaged along with pre-identified and
well-trained local subject matter experts who can build trust with the public on radiation-related
issues.

RECOMMENDATION 9-2: FEMA with CDC, EPA, DOE, and NIH should empower
local response, by making available simple and accessible real-time information through
application development that will facilitate standardized actions and guide an
appropriate public response. To assist, the White House should clarify the agency that
serves as overall lead for providing federal interagency coordination and oversight of
developing response tools to include educating state. local, tribal and territorial officials
as well as the general public on their availability and utility, and strive to establish itself
as a trusted agent.

User-friendly data visualization products such as graphs, maps, and infographics will be essential
tools in a radiological emergency. As with many low probability/high consequence events, there
is no single platform or network to connect the non-governmental radiological/nuclear
community to media or public officials. It will be important to develop such a mechanism to
share resources and tools, including technical methods and information.

RECOMMENDATION 9-3: President should request and Congress should support
adequate resources for consequence management (CoM) programs that are key to a
nuclear incident response. This should recognize the important role states, localities,
tribal nations and territories play in saving lives. More resources are needed because
these programs have insufficient budgets, staffs, and capabilities, and yet are
foundational to any successful response to a nuclear or radiological event.”
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Presentations at the Committee’s Public
Information-Gathering Sessions

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR PREVENTING,
COUNTERING, AND RESPONDING TO WEAPONS OF MASS DESTRUCTION
TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #1
JUNE 21, 2022

e DOE National Nuclear Security Administration Counterterrorism and
Counterproliferation (NA-80)
Dallas Boyd

e DOE National Nuclear Security Administration | Defense Nuclear Nonproliferation
(NA-20)
Christine Bent

e Overview of the MacArthur Foundation Project on Bolstering Counter-
Proliferation Efforts within the Global Supply System
(Co-Principal Investigators John Holmes and Stephen Flynn) Prof. Stephen Flynn (for
Captain John Holmes, U.S. Coast Guard (ret.)

o Nuclear Threat Initiative, Senior Director Nickolas Roth
Nickolas Roth, Senior Director, Nuclear Threat Initiative’s Nuclear Materials Security
Program Team

e Belfer Center for Science and International Affairs (Harvard Kennedy School),
Program Director Simon Saradzhyan
Simon Saradzhyan Program Director, Belfer Center, U.S.-Russia Initiative to Prevent
Nuclear Terrorism

e Boston University Frederick S. Pardee School of Global Studies, Prof. Jessica Stern
Jessica Stern’s Homeland Security Experts Group and Fellow Quincy Institute for
Responsible Statecraft.

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR
PREVENTING, COUNTERING, AND RESPONDING TO WEAPONS OF MASS
DESTRUCTION TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #2
AUGUST 15, 2022

e The Changing Nuclear Eras
Jane Lute, President and CEO Council on Cybersecurity Strategic Director SICPA North
America
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o The Role of NGOs to Counter Nuclear Terrorism
Emma Belcher, President Ploughshares Fund

e Roundtable Discussion
Uri Friedman Atlantic Council, The Atlantic

e Roundtable Discussion
David Sanger The New York Times

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR PREVENTING,
COUNTERING, AND RESPONDING TO WEAPONS OF MASS DESTRUCTION
TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #3
NOVEMBER 16, 2022

e  Worker And Public Health and Safety Risks
Kathryn Higley, Oregon State University
e Advanced Nuclear Reactor Safeguards and Security
Ken Luongo, Partnership for Global Security
Per Peterson, Kairos Power and University of California
Jack Edlow, Edlow International Company
e U.S. Foreign Obligations on Exported Nuclear Material, Nuclear Regulatory
Commission Panel
James Rubenstone, Chief, Material Control and Accounting Branch, Office of Nuclear
Material Safety and Safeguards (NMSS)
Barry Miller, Senior International Policy Analyst, Office of International Programs (OIP)
Cynthia Jones, Senior Technical Advisor for Nuclear Security, Office of Nuclear Security
and Incident Response (NSIR)
Rebecca Richardson, Deputy Director, Division of Physical and Cyber Security Policy, NSIR
Desiree Davis, Acting Chief, Materials Security Branch, NSIR

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR PREVENTING,
COUNTERING, AND RESPONDING TO WEAPONS OF MASS DESTRUCTION
TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #4
NOVEMBER 29, 2022

e Opening Remarks by DNN
Kasia Mendelson
Global Material Security (GMS)
Art Atkins, Daniel Abeyta, Christine Bent, Allison Johnston, Kristin Hirsch, International
Nuclear Security, Radiological Security Nuclear Smuggling Detection and Deterrence
e Materials Management and Minimization (M3)
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Jeffrey Chamberlin, Joan Dix, Tiffany Blanchard-Case Nuclear Materials Removals
Research Reactor Conversions

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR PREVENTING,

COUNTERING, AND RESPONDING TO WEAPONS OF MASS DESTRUCTION

TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #5
DECEMBER 6, 2022

9/11 First Responder, World Trade Center

Joseph Pfeifer, retired Assistant Chief of the New York City Fire Department, Chief of
Counterterrorism and Emergency Preparedness (Retired)

Senior Fellow with the Program on Crisis Leadership at Harvard Kennedy

9/11 First Responder, The US Pentagon

James Schwartz, retired Chief of Arlington County Fire Department and Deputy County
Manager, Arlington County Senior Fellow with the Program on Crisis Leadership at
Harvard Kennedy

Response and Recovery to Nuclear Terrorism

Orly Amir, Department of Homeland Security, Program Manager, National Urban
Security Technology Laboratory

Adela Salame-Alfie/Armin Ansari, Center for Disease Control, Radiation Studies Section
Response and Recovery to Nuclear Terrorism Federal Emergency Management
Agency (FEMA)

Jessica Wieder, Deputy Director, Communications Division

Jonathan Gill, Physical Scientist

Joselito Ignacio, Acting Director and Public Health Advisor

Janis McCarroll, Senior Public Health Advisor

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR PREVENTING,

COUNTERING, AND RESPONDING TO WEAPONS OF MASS
DESTRUCTION TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #6
DECEMBER 15, 2022

Opening Address

Sara Cohen, Deputy Head of Mission, Embassy of Canada to the United States
Experience across many time zones: Reflections of a Federal Responder
Daniel Blumenthal, Attaché, U.S. Department of Energy

Assessing a Currently Changing Nuclear Landscape and the WMD Nuclear
Terrorism Risk

Ambassador Kenneth Brill, Founding Director U.S. National Counter-proliferation
Center (2005-10), retired US Diplomat

Brian Finlay, President and CEO, The Stimson Center

Amy Woolf, Nonresident Senior Fellow, Atlantic Council
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Moderator: Stephen Flynn, Chair, National Academies WMD Nuclear Terrorism
Committee

e Bolstering International Efforts to Prevent Non-State Actors from Developing,
Acquiring, Manufacturing, Possessing, Transporting, Transferring, or Using
Nuclear Weapons and Their Means of Delivery
Nicki Mokhtari, United Nations Office of Preventing and Responding to WMD/CBRN
Terrorism Unit
Christian Carnus, Criminal Intelligence Analyst, INTERPOL
Richard Cupitt, The Stimson Center (retired)
Moderator: Luke Hartig, President of National Journal Research, former senior director at
the National Security Council

e The Importance of International Cooperation
Ambassador Bonnie Denise Jenkins, Under Secretary for Arms Control and International
Security, U.S. Department of State
Administrator Jill Hruby, Under Secretary of Nuclear Security and Administrator,
National Nuclear Security Administration (NNSA), U.S. Department of Energy
Moderator: David Sanger, White House and National Security Correspondent, The New
York Times

e Resilience to a Nuclear Terrorism Incident
Kathleen Heppell-Masys, Director General, Security and Safeguards, Canadian Nuclear
Safety Commission
Wendin Smith, Director, Arms Control, Disarmament, WMD Non-Proliferation Centre,
NATO
Moderator, Michael Gresalfi, Former Senior Advisor on Counterproliferation and WMD
Threats to FEMA, DOE, and DHS

o Roundtable Discussion with U.S. Allies, Panelists, and Committee Members
Moderator: Stephen Flynn, Chair, National Academies WMD Nuclear Terrorism
Committee

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR PREVENTING,
COUNTERING, AND RESPONDING TO WEAPONS OF MASS DESTRUCTION
TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #7
MARCH 6, 2023

e Welcome
Drew Kuepper, Strategy and Analysis Deputy Assistant Secretary, Department of
Homeland Security
e R/N Threat Assessment
Kevin Lehman, Lead Briefer, Department of Homeland Security
e R/N Risk
Jennifer Pavlick, Management and Program Analysis, Department of Homeland Security
e FY23-27 Global Nuclear Detection Architecture Strategy & DHS Inbound Nuclear
Planning Framework
Major Greg Abide, Strategic Planner, Department of Homeland Security
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William Bilicic, Strategy Development Branch Chief, Department of Homeland Security
Fredrick Breaux, Department of Homeland Security

e DHS Component Capabilities Panel, DHS Components: CISA, CWMD, TSA, &
USCG
Moderator, Theodore Macklin, President Founder, TOMAR Research Inc.

e CWMD Principal Deputy Assistant Remarks
Charles “Chas” Cook, Principal Deputy Assistant Secretary, Department of Homeland
Security

e ODNI Brief/

e USSOCOM Brief

COMMITTEE ON ASSESSING AND IMPROVING STRATEGIES FOR PREVENTING,
COUNTERING, AND RESPONDING TO WEAPONS OF MASS DESTRUCTION
TERRORISM: NUCLEAR THREATS

Information Gathering Meeting #8
MAY 2, 2023

e Briefing
Melissa Dalton, Assistant Secretary of Defense for Homeland Defense and Hemispheric
Affairs, Department of Defense
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Five Eras of Nuclear Terrorism!

Policymakers have thought about nuclear security since the early days of U.S. nuclear
weapons development. While initially the emphasis was on protecting against espionage,
discussions evolved to focus on other threats. Incidents like the terrorist attacks at the 1972
Munich Olympics, which demonstrated the danger of a small group of well-armed militants,
focused international attention on the threat of non-state actors.” Soon after, the United States
developed new approaches to protecting nuclear facilities from non-state actors, the International
Atomic Energy Agency (IAEA) began developing physical protection recommendations, and the
Convention on the Physical Protection of Nuclear Material (CPPNM), which remains the only
treaty that obligates countries to implement security measures for civilian nuclear material in
international transport, was opened for adoption. It was not until the 1990s and the collapse of
the Soviet Union, however, that governments began to consider preventing nuclear terrorism an
international priority.

Since the early 1990s, there have arguably been five periods where high-level U.S.
attention to international nuclear security has adapted and adjusted based on significant world
events: the rapid response to the collapse of the Soviet Union, the post-9/11 era, the nuclear
security summit era, the post-summit era, and the era of rapidly evolving risks.

B.1 RAPID RESPONSE

The first era was dominated by bilateral cooperation between two countries—the United
States and Russia. Beginning in 1991, the United States led an emergency effort in response to
the grave nuclear security risks emanating from the dissolution of the Soviet Union. Concerns
about inadequate security and the risk of stolen nuclear weapons or materials amid the economic,
political, and institutional crisis brought about by the Soviet collapse, led to the introduction of
the Cooperative Threat Reduction (CTR) program, a multi-billion dollar program of U.S.
technical assistance to Russia and other former Soviet republics. Over its lifetime, CTR was
enormously successful, leading to dramatic security improvements at Russian facilities with
nuclear materials. In its early stages in particular, the signature characteristics of CTR projects
were large financial investments, bilateral donor-recipient transactions. While ultimately
unsustainable in either country, this work led to the development of strong personal relationships
between Americans and Russians engaged in nuclear security.

" In response the committees mandate for this study, the committee felt it was important and valuable to
stake holders and decision makers to put in context the historical eras for nuclear security. For this reason,
the committee asked Nicholas Roth to summarize his presentation to the committee from June 21, 2022 as
this appendix.

? Matthew Bunn, Beyond Crises: The Unending Challenge of Controlling Nuclear Weapons and
Materials, February 27, 2012, https://npolicy.org/wp-content/uploads/2021/08/Beyond_Crises-

The Unending Challenge of Controlling Nuclear Weapons_and Materials.pdf.
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B.2 9/11 RESPONSE

The second era of nuclear security began with the September 11, 2001, terrorist attacks
that killed 3,000 civilians in the United States. These unprecedented attacks demonstrated what
organized, well-financed, sophisticated non-state actors, like Al Qaeda, could achieve. They also
highlighted the dangers of complacency to low-probability, high-consequence threats. Motivated
by evidence that Al Qaeda was pursuing nuclear weapons and had considered targeting U.S.
nuclear power plants, the United States redoubled efforts to strengthen security at civilian and
government nuclear facilities within its own borders.® The shock of the 9/11 attacks also
motivated other countries to take action to strengthen their nuclear security.

During this period, the United States expanded its bilateral nuclear security cooperation
with Russia. Beginning in 2005, under the Bratislava Nuclear Security Initiative, the United
States and Russia intensified their collaboration focused on upgrading security of Russian
nuclear facilities, expanding emergency response, enhancing nuclear security culture,
accelerating research reactor conversions and fuel repatriation, and sharing best practices.

While the U.S.-Russian initiative still represented the bulk of the international nuclear
security cooperation, there were further developments in bolstering international nuclear security
architecture. In 2005, parties to the CPPNM agreed to an amendment that expanded the
convention’s scope to include the protection of nuclear materials located in nuclear facilities
dedicated to peaceful uses and to strengthen protection against sabotage of nuclear facilities. The
amendment also requires a conference five years after entry into force to review implementation.
The International Convention on the Suppression of Acts of Nuclear Terrorism was also
negotiated and ratified in this period. Although dominated by the same bilateral dynamics as the
first era of nuclear security, this second era expanded the focus to strengthening nuclear security
in more countries.

4

B.3 NUCLEAR SECURITY SUMMITS

The third era began when the Obama administration made strengthening international
nuclear security one of its signature policy priorities. Driven by the United States, the four
nuclear security summits that took place from 2010 through 2016 shifted the focus of
international nuclear security cooperation from the bilateral relationship between the United
States and Russia to a much broader effort among dozens of nations and, most importantly,
elevated nuclear security to the highest levels of governments around the world. Over this period,
countries eliminated thousands of kilograms of nuclear materials; developed stronger designs
basis threats, adopted new insider threat protection measures, expanded performance assessment

3 National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission Report
(Washington, D.C.: National Commission on Terrorist Attacks Upon the United States, July 2004),
https://www.9-11commission.gov/report/911Report.pdf.

4 U.S. Department of Energy, U.S. And Russia Complete Nuclear Security Upgrades Under Bratislava
Initiative (Washington, D.C.: DOE, December 2008), https://www.energy.gov/articles/us-and-russia-
complete-nuclear-security-upgrades-under-bratislava-initiative.
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and testing, and adopted new security culture programs; and the international institutions and
legal instruments bolstering international nuclear security were significantly strengthened.’
While this was occurring, however, U.S. cooperation with countries that possessed the most
weapons-useable nuclear material and faced the most significant risks was either stagnant or in
decline. In 2014, nuclear security cooperation at Russian nuclear facilities stopped after Russia
invaded Ukraine.® The United States played an important role in creating China’s nuclear
security Center of Excellence, but that effort did not ultimately lead to expanded cooperation.’
There was little progress in strengthening nuclear security cooperation with India and other
countries with nuclear facilities or weapons-useable materials.

The Nuclear Security Summit era extended beyond the summits themselves. States
followed through on commitments they made during the summit’s months or, in some cases,
years after the last summit in Spring 2016. For example, in September 2017, the National
Nuclear Security Administration (NNSA) announced that it had removed the last batch of
highly-enriched uranium (HEU) from Kazakhstan’s Institute of Nuclear Physics’ VVR-K
reactor; overall, more than 200 kilograms of HEU was removed from the facility.® In August
2017, South Africa converted its Mo-99 production from HEU to low-enriched uranium (LEU)
targets and, in January 2018, The Netherlands converted its Mo0-99 production to LEU targets.’
Numerous countries continued to upgrade their physical protection requirements after the
summits. Countries continued to join international agreements.'”

B.4 POST-SUMMIT ERA

The fourth era of nuclear security began in 2018 after many of the commitments made
during the nuclear security summit process had been accomplished. Building upon the success of
the summits proved elusive, and high-level attention to nuclear security waned. Despite some
statements to the contrary, for the first time in over two decades nuclear security did not appear

3 For more on what was achieved, see Martin B. Malin, Matthew Bunn, Nickolas Roth and William H.
Tobey, “Advancing Nuclear Security: Evaluating Progress and Setting New Goals,” Belfer Center for
Science and International Affairs, March 18, 2015, https://www.belfercenter.org/publication/advancing-
nuclear-security-evaluating-progress-and-setting-new-goals.

6 See Matthew Bunn, “Steps for Rebuilding U.S.-Russian Nuclear Security Cooperation,” Belfer Center
for Science and International Affairs, July 2017, https://www.belfercenter.org/sites/default/files/files/
publication/a434 1.pdf.

" The White House, U.S.-China Joint Statement on Nuclear Security Cooperation (Washington, D.C.:
Office of the Press Secretary of the White House, March 2016), https://obamawhitehouse.archives.gov/
the-press-office/2016/03/31/us-china-joint-statement-nuclear-security-cooperation.

8 U.S. Department of Energy, NNSA partners with Kazakhstan Research Institute to Remove All of its
Highly Enriched Uranium (Washington, D.C.: DOE, September 2017), https://www.energy.gov/
nnsa/articles/nnsa-partners-kazakhstan-research-institute-remove-all-its-highly-enriched-uranium.

% U.S. Department of Energy, NNSA’s Molybdenum-99 Program: Establishing a Reliable Domestic
Supply of Mo-99 Produced Without Highly Enriched Uranium (Washington, D.C.: DOE), https://www.
energy.gov/nnsa/nnsas-molybdenum-99-program-establishing-reliable-domestic-supply-mo-99-produced-
without.

10 Sara Z. Kutchesfahani, Kelsey Davenport, and Erin Connolly, The Nuclear Security Summits: An
Overview of State Actions to Curb Nuclear Terrorism 2010-2016 (Washington, D.C.: Arms Control
Association and Fissile Materials Working Group, 2018), https://www.armscontrol.org/sites/default/files/
files/Reports/NSS_Report2018 digital.pdf.
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to be an international priority. The U.S.-Russian bilateral cooperation that dominated the first
years of nuclear security work had almost completely come to an end. The political momentum
created by multilateral nuclear security summits subsided. The IAEA, which was supposed to be
the focal point for international nuclear security efforts after the summit process, remains
focused on nuclear energy, safety, and technology, and not as much on nuclear security. After a
decade of freefall, budgets for U.S. nuclear security programs only showed modest growth
primarily driven by Congress (see Figure B-1).
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FIGURE B-1 Requested and Allocated Funding for U.S. Department of Energy International Nuclear
Theft Prevention Programs.

B.S ERA OF RAPIDLY EVOLVING RISKS

As attention has declined to nuclear security, new challenges have emerged. The
incorporation of digital technologies within nuclear facilities is creating new potential
vulnerabilities and emerging technologies like artificial intelligence and drones are providing
adversaries with dangerous new capabilities. Increasingly destructive natural disasters like
hurricanes and wildfires are generating new challenges for all aspects of nuclear security
operations. Two recent crises, the COVID-19 pandemic and Russia’s invasion of Ukraine, a
country with a large nuclear infrastructure, have raised questions about how regulatory oversight,
physical protection systems, and even international institutions should prepare for and respond to
protracted anthropomorphic or naturally occurring crises.!! Domestically, political polarization is
changing society in ways that challenge systems to detect and mitigate insider threats.

! Christopher Hobbs, Nickolas Roth & Daniel Salisbury (2021) Security Under Strain? Protecting
Nuclear Materials During the Coronavirus Pandemic, The RUSI Journal, 166:2, 40-50, doi:
10.1080/03071847.2021.1937302.
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Beyond immediate challenges to physical protection systems, there are challenges to the political
relationships that underpin the international nuclear security architecture. As the two countries
with by far the most weapons-useable nuclear material, U.S. and Russian cooperation and
leadership are essential to the viability of this architecture. Yet, Russia’s invasion of Ukraine and
occupation of Ukrainian nuclear facilities not only raises questions about Russia’s commitment
to nuclear security but also about the future of nuclear cooperation between the two countries.
With relations between the United States and Russia at a historical nadir, it is unclear when, or if,
nuclear security cooperation will resume or what form that cooperation would take in the future.
Even areas of bilateral cooperation where norms are much stronger, like legally binding,
verifiable limits on nuclear weapons deployments, are in doubt with Russia’s decision to suspend
its participation in the New Strategic Arms Reduction Treaty. Broader multilateral cooperation
has also been impacted. The Global Initiative to Combat Nuclear Terrorism, which was co-
chaired by Russia and the United States, has been suspended, leaving a gap in internationally
coordinated nuclear security exercises.

Beyond the immediate implications of degraded bilateral relationships, there are
important conceptual shifts in nuclear security. For decades, international nuclear security
cooperation has been premised on the idea that non-state actors were the primary threat to
nuclear facilities. While not the first incident where a state attacked a nuclear facility, Russia’s
invasion of Ukraine has changed that paradigm. In this new and evolving nuclear security model,
governments will need to develop a novel policy toolkit for discouraging states from engaging in
nuclear sabotage. Countries should be prepared for so-called beyond-the-design-basis threat
scenarios. These are important not just for times of war, but also in addressing the uncertainty of
rapidly evolving technological risks or other political, economic, or natural disruptions. While
Covid-19 and the war in Ukraine are the latest crises to impact nuclear facilities, they will
certainly will not be the last.
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Committee, Consultant, and Staff Biographies

Stephen Flynn (Chair). Professor of Political Science and Founding Director of the Global
Resilience Institute at Northeastern University where he leads a major university-wide
transdisciplinary research initiative to inform and advance societal resilience in the face of
growing human-made and naturally-occurring turbulence. At Northeastern, he also holds
affiliated faculty appointments in the College of Engineering and the School of Public Policy and
Urban Affairs. Prior to September 11, 2001, Dr. Flynn served as an expert advisor to U.S.
Commission on National Security (Hart-Rudman Commission), and following the 9/11 attacks
he was the executive director of a blue-ribbon Council on Foreign Relations homeland security
task force. He served as the principal advisor to the bipartisan Congressional Port Security
Caucus, advised the Bush Administration on maritime and homeland security issues, and after
the November 2008 election of President Barack Obama, served as the lead policy advisor on
homeland security as a part of the presidential transition team. From 2003-2010 he served as a
member of the National Research Council’s Marine Board. Dr. Flynn has previously served as
President of the Center for National Policy and spent a decade as a senior fellow for National
Security Studies at the Council on Foreign Relations. Dr. Flynn was an active duty
commissioned officer in the U.S. Coast Guard for 20 years, including two tours as commanding
officer at sea. He is co-author of the textbook, Critical Infrastructures Resilience: Policy and
Engineering Principles (2018), and author of The Edge of Disaster: Rebuilding a Resilient
Nation (Random House, 2007), and America the Vulnerable (HarperCollins 2004). He has a
presidential appointment to serve on the Board of Visitors at the U.S. Coast Guard Academy
where he earned a Bachelor of Science in 1982. Dr. Flynn holds the Master of Arts in Law and
Diplomacy and PhD degrees from the Fletcher School of Law and Diplomacy, Tufts University.

Madelyn Creedon (Vice Chair). President of Green Marble Group, LLC, a consulting company
she founded after completing 36 years of Federal service. She serves on a number of advisory
and other boards related to national security, is the vice chair of the Secretary of Energy’s
Advisory Board, chair of the 2023 Strategic Posture Commission, a research professor at the
George Washington University Elliott School of International Affairs and a nonresident senior
fellow at the Brookings Institution. Prior to retirement, Creedon was Principal Deputy
Administrator of the National Nuclear Security Administration (NNSA) within the Department
of Energy from 2014-2017. She served in the Pentagon as Assistant Secretary of Defense for
Global Strategic Affairs from 2011 to 2014, overseeing policy development in the areas of
missile defense, nuclear security, cybersecurity, and space. She served as counsel for the U.S.
Senate Committee on Armed Services for many years, beginning in 1990; assignments and focus
areas included the Subcommittee on Strategic Forces as well as threat reduction and nuclear
nonproliferation. During that time, she also served as Deputy Administrator for Defense
programs at the NNSA, Associate Deputy Secretary of Energy, and General Counsel for the
Defense Base Closure and Realignment Commission. She is currently a board member for the
Nuclear and Radiation Studies Board at the National Academy of Sciences. Creedon holds a
Juris Doctor from St. Louis University School of Law, and a Bachelor of Arts from the
University of Evansville.
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Julie A. Bentz. Member Julie Bentz retired in 2019 after a successful 33-year career, spanning
active, reserve and National Guard commissioned service. She has been a recurring member of
the White House National Security Council Staff and Homeland Security Council for the
Executive Office of the President. While working at the White House, her roles included Senior
Advisor for Emerging Technologies, Deputy Senior Director for WMD, Director of Strategic
Capabilities, and Director of Nuclear Defense Policy. Major General Bentz currently serves on
the Avista Energy Corporation Board of Directors. She also serves as Chair of Sandia National
Laboratory National Security Programs External Advisory Board, Board Member of Lawrence
Livermore National Laboratory (LLNL) Global Security Directorate External Review
Committee and LLNL’s Weapons and Complex Integration Directorate External Review
Committee. She is a member of Strategic Advisory Group for the CEO of CACI International
Inc. She also advises the Santiam Canyon Long Term Recovery Group who assist those
impacted by the September 2020 mega-fires in Oregon. Major General Bentz holds a PhD and
Master of Science in Nuclear Engineering from the University of Missouri, a Master of Science
in National Security Strategy from the National Defense University, and a Bachelor of Arts in
Radiological Health from Oregon State University. She published the article “Learning from
Catastrophe: Lessons from the COVID-10 Pandemic for Preparing for and Responding to a
Domestic Radiation Emergency” (2021, an NTI paper) that addresses insights and lessons related
to in preparedness for other major disasters.

Michael Dunning retired from Lawrence Livermore National Laboratory (LLNL) in 2018,
where he was Principal Deputy Principal Associate Director of Weapons and Complex
Integration. Prior to this role, Dunning was the program director and division leader for Primary
Nuclear Design (PND). Under his leadership, PND operated a large-scale experimental facility at
Site 300 and LLNL’s High Explosives Applications Facility—both of which are national
resources for the study of high explosives, conventional munitions, and propellants. PND also
maintained a vigorous code-development and simulation capability, using some of the world’s
most capable supercomputers. During his career leading up to the leadership roles in the
weapons community, Dunning was recognized as a weapons designer responsible for the first
subcritical experiments for LLNL (1994-1999), was the LLNL representative to the Department
of Energy (DOE) Defense Programs “Science Council” in Washington DC (1998), and worked
with the National Nuclear Security Administration in the DOE help establish a counter nuclear
terrorism program focused on understanding novel potential threat devices (1999-2000). Prior to
2006, he also served as the Nevada Experiments and Operations Program Leader and was
responsible for the LLNL program and operations executed at the Nevada Test Site (NTS).
Dunning also led LLNL efforts to detect, assess, and disable unauthorized nuclear and
radiological dispersal devices. Dunning joined the Laboratory in 1989 as a postdoctoral
researcher. He completed his Bachelor’s, Master’s, and Doctoral degrees in nuclear engineering
at the University of Michigan. Since retiring Dunning has participated on several reviews
supporting the Associate Administrator for Counter-terrorism & Counter-proliferation (NA-80)
and will be part of a small team compensated for reviewing the Joint Technical Operations Team
in the summer of 2023.
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Robert C. Dynes is a professor of physics at the University of California, San Diego (UCSD).
He was the 18th President of the University of California, from 2003 to 2008. A first-generation
college graduate and a distinguished physicist, Dr. Dynes served as the sixth Chancellor of
UCSD’s campus from 1996 to 2003. His numerous scientific honors include the 1990 Fritz
London Award in Low Temperature Physics, his election to the National Academy of Sciences
in 1989 and the American Academy of Arts and Sciences in 1994. As a professor of physics at
UCSD, he founded an interdisciplinary laboratory where chemists, electrical engineers, and
private industry researchers investigated the properties of metals, semiconductors and
superconductors. He subsequently became chair of the Department of Physics and then senior
vice chancellor for academic affairs. Since leaving the UC presidency in June 2008, Dr. Dynes
has joined the boards of Argonne National Laboratory, the review panel for the Canadian
Foundation for Innovation, the Helmholtz Foundation in Germany and the San Diego
Foundation. For the National Academies of Sciences, Dr. Dynes is currently the co-chair for the
Intelligence Community Studies Board, chaired three consensus studies (Disposal of Surplus
Plutonium in the Waste Isolation Pilot Plant, Improving the Assessment of Proliferation Risk of
Nuclear Fuel Cycles and Evaluating Testing, Costs, and Benefits of Advanced Spectroscopic
Portals) and was a committee member for Protecting Critical Technologies for National Security
in an Era of Openness and Competition and Assessment of Inertial Confinement Fusion (ICF)
Targets. The study’s report on advanced radiation detectors was given to the Department of
Homeland Security in March 2009. A native of London, Ontario, Canada, and a naturalized U.S.
citizen, Dr. Dynes holds a Bachelor’s degree in mathematics and physics and an honorary Doctor
of Laws degree from the University of Western Ontario, and Master’s and Doctorate degrees in
physics and an honorary Doctor of Science degree from McMaster University. He also holds an
honorary Doctorate from L’Université de Montréal. Currently, Dr. Dynes is consulting for
Decision Sciences, a company developing muon sensors capable of detecting high Z materials
including special nuclear materials.

Steven A. Fetter, Associate Provost, Dean of the Graduate School, and professor of public
policy at the University of Maryland. He is a member of the Council on Foreign Relations and a
fellow of the American Physical Society. Fetter worked for five years in the White House Office
of Science and Technology Policy during the Obama Administration, leading both the National
Security and International Affairs and the Environment and Energy divisions. In 1993-94 he
served as special assistant to the Assistant Secretary of Defense for International Security Policy
and he worked in the State Department as an American Institute of Physics fellow. He has been a
member of the Director of National Intelligence’s Intelligence Science Board and DOE’s
Nuclear Energy Advisory Committee; served as president of the Association of Professional
Schools of International Affairs and as vice chairman of the Federation of American Scientists;
and has been a visiting fellow at Stanford’s Center for International Security and Cooperation,
Harvard’s Center for Science and International Affairs, MIT’s Plasma Fusion Center, and
Lawrence Livermore National Laboratory. Dr. Fetter received a Bachelor of Science in physics
from the Massachusetts Institute of Technology in 1981 and a PhD in energy and resources from
the University of California, Berkeley in 1985.

Eleanor Melamed retired in June 2020 from the position of Associate Assistant Deputy
Administrator for the Office of Global Material Security (GMS) in the National Nuclear Security
Administration. To purpose of this office was to prevent terrorists from obtaining and using
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nuclear and radiological materials. This work was carried out by working with partners
worldwide to build sustainable capacity to secure these materials, and to interdict and investigate
the trafficking of those materials. Melamed joined the Department of Energy in 1994, where she
worked for the DOE Office Environment, Safety and Health on projects in the US and Russia
related to radiation exposure. She moved to the National Nuclear Security Administration Office
of Defense Nuclear Nonproliferation in 2000, where she has worked on a variety of nuclear
nonproliferation issues. Beginning in July 2003, Melamed worked in the Office of the Second
Line of Defense, recently renamed Nuclear Smuggling Detection and Deterrence (NSDD). In
2005 she was appointed Deputy Director of the Program and in October of 2011, she became the
Director. She was instrumental in promoting the growth of NSDD from a start-up program with a
small federal staff, and one foreign partner, to a program of recognized effectiveness and global
reach. Before joining this program, Melamed was Deputy Director and then Acting Director of
the Nuclear Cities Initiative, a joint U.S./Russian program designed to assist the Russian
Government in developing sustainable non-weapons employment for its weapons scientists. She
is currently a board member for the Nuclear and Radiation Studies Board at the National
Academy of Sciences. Melamed holds a Bachelor of Arts from Oberlin College, and a Master of
Arts in European History from the University of Chicago.

Brendan G. Melley is the Director of the Center for the Study of Weapons of Mass Destruction
(CSWMD), Institute for National Strategic Studies, at National Defense University. He joined
CSWMD as a Senior Research Fellow in 2011, and his civilian government experience includes
senior staff assignments at the Defense Intelligence Agency, the President’s Foreign Intelligence
Advisory Board, and on the National Security Council staff as Director for both Proliferation
Strategy and for Intelligence Programs. At the NSC he supported priority U.S. intelligence and
counterproliferation efforts and led the development and coordination of weapons of mass
destruction (WMD) interdiction policies across the Federal government and with foreign
partners. As Director, Melley oversees CSWMD’s three lines of work: research and analysis
involving the role of WMD in U.S. national security policies and strategies, including deterrence
and countering WMD plans and activities; direct policy support to senior Defense and other USG
leaders on WMD-related matters; and WMD education within the Joint Professional Military
Education system and to other academic institutions in the Department of Defense. Melley
served on active duty in the U.S. Army as a light infantry and military intelligence officer. He
graduated from Providence College, Rhode Island, the Postgraduate Intelligence Program at the
Defense Intelligence Agency, and earned a Master of Science in WMD Studies from Missouri
State University.

Scott Roecker is the Vice President for Nuclear Material Security at the Nuclear Threat
Initiative (NTI). He focuses on work to reduce the risk associated with nuclear and radiological
materials through a number of NTI projects, including the Global Dialogue, Nuclear Security
Index, and targeted cooperation with priority countries. He also supports nuclear verification
efforts and advises leadership on issues related to Iran. Roecker previously served as the Director
of the Office of Nuclear Material Removal at the National Nuclear Security Administration
(NNSA). In this position, he was responsible for all U.S.-led activities to remove or dispose of
highly enriched uranium (HEU) and separated plutonium with partner countries. From 2014—
2017, Roecker served as the Director for Nuclear Threat Reduction at the National Security
Council. In that role, he coordinated the development and implementation of policies to prevent
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nuclear terrorism through efforts to secure nuclear and radiological materials, minimize HEU
and plutonium, and counter nuclear smuggling. He also was the Sous-Sherpa for the United
States at the 2016 Nuclear Security Summit. Roecker holds a Masters in International Affairs
from The George Washington University and a Bachelor of Science from The University of
Minnesota. Mr. Roecker published the article “Nuclear Power Plants Under Attack: The Legacy
of Zaporizhzhia” (April 2023 in Arms Control Today) that discusses the international response to
events at the Zaporizhzhia Nuclear Power Plant.

Jessica Stern is a research professor at Boston University and a senior fellow at both the Center
for Naval Analyses and the Community Safety Branch at the Harvard T.H. Chan School of
Public Health. Stern has taught courses on counter-terrorism for over 20 years. She is a Member
of the Homeland Security Experts Group. Stern is the coauthor with J.M. Berger of ISIS: The
State of Terror; and the author of My War Criminal, Denial, Terror in the Name of God, and The
Ultimate Terrorists. Stern served on President Clinton’s National Security Council Staff in 1994-
95. She was included among seven “thinkers” in Time Magazine’s 2001 series profiling 100
innovators. She was selected as a Guggenheim Fellow in 2009, a World Economic Forum Fellow
from 2002-2004, an International Affairs Fellow in 1994, and elected to Sigma Xi, an
engineering honors society, in 1986. Stern advises a number of government agencies on issues
related to terrorism. She has a bachelor’s degree from Barnard College in chemistry, a master’s
degree from MIT in technology policy (chemical engineering), and a doctorate from Harvard
University in public policy. She is a 2016 graduate of the Massachusetts Institute of
Psychoanalysis.

Kristine L. Svinicki currently serves as Adjunct Professor of Nuclear Engineering and
Radiological Sciences in the College of Engineering at the University of Michigan. She is an
internationally recognized policy expert and innovator with over 30 years of public service at the
state and federal levels. Appointed to her role by three successive United States presidents,
Svinicki is the longest-serving member of the United States Nuclear Regulatory Commission
(U.S. NRC) in the agency’s history, having stepped down as Chairman in early 2021. Prior to her
appointment to the U.S. NRC, Svinicki served as an expert and policy advisor for over a decade
to members of the United States Senate on subjects ranging from energy to national security. She
previously managed nuclear research and development programs at the U.S. Department of
Energy and worked as an energy analyst for the State of Wisconsin. She was selected as a
Brookings Institution Fellow in 1997 and as a John C. Stennis Congressional Fellow of the 108th
U.S. Congress. She currently sits on the boards of TerraPower, the Southern Company, and
Pinnacle West Capital Corporation and serves on the Idaho National Laboratory Nuclear Science
and Technology Strategic Advisory Committee. Svinicki was awarded a Bachelor of Science in
Nuclear Engineering from the University of Michigan in 1988.

Rodney K. Wilson retired from Sandia National Laboratories in March, 2020 where he was the
Director of Sandia’s Center for Global Security and Cooperation that supports U.S. government
agencies responsible for Non-Proliferation & Arms Control, Cooperative Threat Reduction, and
International Security. His other assignments included Director for National Security Studies &
Integration, and Chief of Staff to the Deputy Laboratories Director for Nuclear Weapons
Programs. Dr. Wilson began his career at Sandia in 1980, and during nearly 40 years at Sandia
led and participated in a broad range of national security—related activities, including: the
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security and survivability of theater nuclear forces; studies of nuclear weapon transportation
safety and security; studies on the transparency and verification of nuclear warhead
dismantlement; and activities that support government programs to prevent the misuse of
nuclear, chemical, biological and radiological materials. He also worked in the Office of Policy
Planning, Analysis and Assessment at National Nuclear Security Administration (NNSA) when
it was created in 2001. Upon his retirement in 2020 he was awarded the NNSA Administrator’s
Distinguished Service Gold Award. Dr. Wilson holds a Bachelor of Science in Engineering
(BSE) in Engineering Science from the University of Michigan, and both a Masters of Science
and PhD in Theoretical & Applied Mechanics from the University of Illinois.

TECHNICAL CONSULTANT

Nickolas Roth serves as a senior director on the Nuclear Threat Initiative’s Nuclear Materials
Security Program team, where he focuses on reducing the risk of nuclear terrorism, advancing
arms control and disarmament, and strengthening institutions that support non-proliferation. Roth
earned a Master of Public Policy from the University of Maryland. He is currently a research
scholar at the Center for International Security Studies at the University of Maryland and an
associate of the Project on Managing the Atom at the Harvard Kennedy School.

STUDY DIRECTOR

Michael Janicke joined the National Academies as a senior program officer on the Nuclear and
Radiation Studies Board from Los Alamos National Laboratory. Dr. Janicke graduated from Rice
University with a B.S. in chemical engineering and continued his education at the University of
California, Santa Barbara, where he earned his Ph.D. in chemical engineering. Following his
studies, Dr. Janicke was an Alexander von Humboldt Fellow at the Max Planck Institute for
Carbon Research in Miilheim an der Ruhr. While in Germany, he worked with Professor Ferdi
Schiith, former vice president of the German National Science Foundation. In 2000, Dr. Janicke
returned to New Mexico as a postdoctoral fellow at Los Alamos National Laboratory (LANL)
and became a staff member in 2002. Most recently he was the center director for REFOCUS, the
Resonance Center for Chemical Signatures, and spearheaded efforts in developing new methods
to detect chemical threat agents and synthetic opioids at border and airport checkpoints using
magnetic resonance techniques. At LANL he was also involved in several programmatic studies
for Enhanced Surveillance Campaigns and Lifetime Extension Programs for the weapons
community, participated in NA-22 projects analyzing funded research programs across the U.S.
Department of Energy complex, and assisted in addressing chemical questions associated with
Medical Isotope and Basic Energy Sciences Heavy Element programs.
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